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1. Tech Data Azure Backup Step by Step

1.0 Things to know prior to using this Guide

*  You would need to familiarize yourself with this document prior to divingin.

* Allthe Screen Shots in this Guide are for reference only.

*  This Guide will assist you with the deployment of the Azure Backup Bundle in an Azure CSP
subscription that was purchased through the StreamOne Portal.
In depth training on Azure is outside of this guide.

* Accessing the Azure Backup in Azure
You would need to login to the Azure portal to get the IP address
* https://portal.azure.com
* Youwould need to login using the same user name and password as the one created in
StreamOne and what was emailed to you.
* Forexample: john.doe@contoso.onmicrosoft.com
* It will give you a one-time password and you will need to changeit.
* Toaccess the Azure Backup, you must ensure you have the Loginand
Password that were created during the StreamOne ordering process.
= If you were not the person who accessed the StreamOne ordering portal to do the
purchasing, please get with that person and obtain the user login and password that were
initially created.

—
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1.1 Azure Backup on Azure deployment.

Connect to StreamOne Cloud Marketplace:

Reseller Resource Center | Reseller Portal | Contact | Cart =

NE

y orderi ic of TECH DATA FINLAND OY EI TILAUKSIA Change Reseller
m Browse By Categories Browse By Vendor

@ BitTitan D Emlgmud /

Better margins for you, better experiences
for your customers

Notifications

Dear reseller, We are pleased to announce that StreamOne is now live in Slovakia. With this addition the
platform reaches now 17 European countries, strengthening the TD Cloud presence in Europe.

— ViE\ved idiusleke

>Go back to Tech Data

Explore Resources

Office 365 Enterprise Sass UAT TEST Sprint 3.30 SaaS
Microsoft Microsoft >Reseller Portal
Office Application Cloud Storage
3] - — Advertisement
Microsoft Azure 1aaS/PaasS Automation_MSP_Listing_FIN SaaS
Microsoft oneQATest
Business Intelligence Cloud Storage
Kéyttéohjeet

BitTitan Cloud Enablement Services SaasS Microsoft Annual Billing SaasS y ] X
SitTitan Microsoft kohta kohdalta suomeksi!
Encryption Email Archiving
Automation Listing FIN Saas Cisco Spark — Prepaid Annual SaasS
oneQATest Cisco
Migrations Tools Communications
Cisco Spark— Monthly SaaS Intercompany Test SaasS
Cisco IBM Softiayer US ER
Communications Cloud Storage

MANUAL

You can search for the Microsoft Azure SKU in Most Viewed, browsing by Categories or Vendor, or
directly searching for it in the search field:

Reseller Resource Center | Reseller Portal | Contact | Cart &

You are currently ordering for Aida Dzinovic of TECH DATA FINLAND OY EI TILAUKSIA Change Reseller
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Click on Microsoft Azure:

Reseller Res

Software and Servi

You are currently ordering for Aida Dzinovic of TECH DATA FINLAND OY EI TILAUKSIA Change Reseller

Home Browse By Categories Browse By Vendor

n Demand

PRODUCT SEARCH RE TS FOR "Azu

laaS/PaaS

Microsoft Azure

Microsoft

isresenf Microsoft Azure is a market leading cloud platform that enables you to

%

M"‘r()bo“ quickly build, deploy, and manage applications across a global network K FOR DETAILS |
Azure of Microsoft-managed datacentres. Microsoft provides Cloud

nfrastructure as a Service, Application Platform as a Service, and
Cloud Storage Services

With Tech Data, you can sell the complete Azure experience. This
covers everything from assessing cloud readiness to spinning up a2 VM
instance. and migrations to ongoing management of assets. Tech Data
have partnered with NetEnrich allowing resellers to offer white-labelied
services for Azure

Details Screenshots

Click on "ADD TO CART" button of registration SKU:

by Microsoft

Microsoft Azure is a market leading cloud plalfotm that enables you to quickly build, deploy, and manage
applications across a global network of Mi pi Cloud
as a Service, Application Platform as a Service, and Cloud Storage Services

Wilh Tech Data, you can sell the complete Azure experience. This covers everything from assessing cloud
fo spit upaVMi . and mig to ongoing management of assets. Tech Data have
parinered with NetEnrich allowing resellers to offer white-labelled services for Azure

View Features

This product will be provisioned directly to your end user.

Shop by Product Name

Search: [ Clear Filters Display: 10
Name s Register
Azure Account Creation S\
TD# SK8387 MFR#: MS-AZR-0145P A
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Click on "View Cart" button:

@ ltem Added to Cart

The item was successfully added to your cart.

Cart: 1 ltem

Azure Account Creation Based On
Usage

Total: €0,00

Click on 'Proceed to Checkout' button:

Your Shopping Cart

Quantity Date Added Product Number Preduct Details Payment Details
07/05/2018 TOD#: SK8387 Microsoft Azure Per month, Based on Based on | Remove
Mg MS-AZR- Azure Account beginning on: Usage Usage
0145P Creation Details 2710572018
Total £0,00

== The prices shown here are subject to change. See the Order Summary page at time of checkout for the actual unit pricing.

Our billing cut date is by the 27th of each month. Your account will be activated from the day of purchase and you will be
charged on a monthly basis depending on your consumption. You can cancel the subscription at any given time from the
Reseller Portal.

There is currently no end user assigned to this order. Click "Proceed to Checkout’ to assign one.

PROCEED TO CHECKOUT
CONTINUE SHOPPING SAVE FOR LATER CREATE QUOTE
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Fill End User information or select any end user using your email and click on "Continue to
Configuration" button.

The following products require end user information: *indicates a required field

» Azure Account Creation

Please select or enter an end user for the products above:

Select From Address Book

Company Name=™*
| Techdzata France I

First Mame:* Last Mame=* Title/Position:

| alexandre I | Mmoreaux J | Cloud Architect

Phone Mumber

| 0644892378 |

End Customer Emnail-~ @ This emsil address MUST be associated with the end

r N oustomes domain to:set up the sconunt propery. 1 you do
| alexandre. moreauxi@techdata.com J notv

Confirm End Customer Email -+
|a|acsndre.mnresum@techdata.mm J

Address Line 1-*

| 142 Avenue Stalingrad J

mL'rEZ )
|_ J
|. Colombes ‘

Country=" Zip/Code=*

[ France El | 92700 '

Continue to Configuration

—
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Click on "Continue Configuration" button available in Bundle Summary section.
Configuration page should be displayed.
Fill in your Microsoft Partner Network ID.

Click on Create a New end customer Microsoft account button.

i Checkout

Logged inwith 1D: 345802 | Log Out

Cart End Customer Info Azure Settings Configuration Payment Summary Complete

< Return to Shopping (J) Sales and Customer Support: #358 20 1553 694

Microsoft Partner Network ID

Please verify your MPN ID:*

1570826 Change

End Customer Microsoft Account

Transferring an Advisor, Open or
Which end customer Microsoft account would you like to use Trial account to CSP?

for this order?"

n Transfer an Advisor, Open, or Trial account

> Authorisation steps

u Create a New end customer Microsoft account
Please enter a new primary domain name:
(¥) Good news: this domain is available

williamtestopenshift.onmicrosoft.com

Change

u Existing end customer Microsoft account

Enter any unique domain name and click on Check Availability button.

I
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Select "The End Customer email" radio button from the "Account Administration" module.

Or select "l will administer the account" radio button from the account administration module and enter

the Delegate admin email ID.

Microsoft Partner Metwork 1D

Please verify your MPN ID-*
1570826 Change

End Customer Microsoft Account

Which end customer Microsoft account would you like to use Trial account to CSP?
for this order™

n Transfer an Advisor, Open, ar Trial account

u Create 2 Mew end customer Microsoft account

Please enter 2 new primary domain name:
Good e this domain s aveilable
MetappOMNTAP onmicrosoft.com
Change

n Existing end customer Microsoft account

Account Administration

Who should receive the acoount credentials?
@ The End Customer {alexandre moreawgatechdata.com)

O I'would like to specify a custom account emeail address

Click on "Continue to Payment" button.

—
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Enter Reseller PO number.

i Checkout
m
STR"EAM S Logged inwith ID: 345802 | Log Qut
Cart End Customer Info Azure Settings Configuration Payment Summary Completd
< Return to Shopping (J) sales and Customer Support: £358 20 1533 694
() Purchase Order Info (©) Payment Method
Reseller PO Number:* Your default payment method will be used:=*
[ 123456789 ] @ Terms

End User PO Number:

[ )

You are about to buy some products based on usage. We will temporarily block
€500,00 from your account to guarantee initial consumption expenses
coverage.

Continue to Summary

Click on "Continue to Summary" button.

e
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Verify the information shown and click on "Place Order" button.

(+) End Customer Information Chanze  (+) Configuration Change
Techdata France Metfpp OMTAP Cloud:
Wiest Europe

alexandre maoreawx

142 avenue de Stalingrad
Colombes, 92700 France
glexandre. moreaux@techdata.com

Microsoft Account Domain:
MetappOMNTAP.onmicrosoft.com

Credentials will be sent to;
alexandre moreaux@techdata.com

] Order Summary Edit Cart
Quantity  Product Price Each Total
1 Azure Account Creation Basedon Based on
Lszge Lsage

Microsoft's cloud platform, an industry leader for bath infrastructure ..
Youwill be billed based on account usage

r
Have 3 proma codes Total-€0,00

. )&n

] Payment Method Change (+] Terms and Conditions
Reseller PO MNumber: « | haveread and zgree to the Reseller
123436787 rarketplace Terms™

P, t Method:
Syment Methe | | haveread and zgree to Vendor Terms For
Terms Microsoft™

I
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Your order should be complete.

@ Order Complete

Order #5000186786

Thank you for your business.
Your order is currently being processed.

To check the status of your order please visit the Reseller Portal and view Order Tracking

When we have completed processing your order:
- An email will be sent to your end user with getting started instructions,

Order Summary

Order Date: 15-06-2018 02:48 PM CEST

Reseller PO #: 123456789

Sold To: End Customer Information:
Tech Data Ltd DEmo

Wessex House, Oxford Road Chineham Business Park alexandre moreaux

Newbury, RG14 1PAGB 142 avenue de Stalingrad

1111111111 Colombes 92700
arun.rana@techdata.com France

alexandre.moreaux@techdata.com

Items Purchased

Qty M/Parti# Vendor Description Date Promo Each Total
1  td-getting-star Microsoft =~ Azure creation sandbox 15/06/2018 Basedon  Based onusage
ted-ms-azure-ia usage
as
Total £0.00

S
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S Microsoft

You should receive an email with your Microsoft Subscription Informations:

Dear alexandre moreaux,
Your Microsoft account has been setup.

Please continue to https:/login.microsoftonline.com and login with the username and password below for your Office 365 subscriptions.
For Azure, please use https://portal.azure.com/

Username: admin@alexandreNETAPP2.onmicrosoft.com

Password: [X3}Nu(3

Your Subscriptions:
Quantity

Name
1

Azure Account Creation

Now click on Reseller Portal, then Customer Admin. Look for your Customer and click on laaS/PaaS.

Reseller Resource Center | Reseller Pori | | Contact | Cart

D TechData StreamOne “loud Mark ce

You are currently ordering for Aida adzinovic of Tech Data Change Reseller

Home Browse By Categories Browse By Vendor
Address Book}

Welcome Tech Data 703212

Home Page
Customer Admin
Orders
Insights )
show | 100 |entries Search: |ryan.b

Company
Ryan Berger's Burgers

Showing 110 1 of 1 entries (Filtered from 37 total entries)

ryan berger@techdata.com

Quotes | [ Companyinfo | [ cans

First | Previous |1 | Next | Last

Opportunities
My Profile

Then Click on Modify:
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infrastructure-
as-a-service
and
platform-...

16/01/19 S000260371 StreamOne | Microsoft MS-AZR- SK7608 azrhos11td Azure
05:52:PM CET |Sandbox 0145P Account

G ]

Microsoft's
cloud
platform, an
industry
leader for
both
infrastructure-
as-a-service
and

platform-

Showing 1 10 12 of 12 entries
First | | Previous = [1 | Next| | Last

Cancelled laaS/PaaS$ Applications

Then click on “Click to Configure”:

e

Home  Browse By Categories  Browse By Vendor
Welcome Tech Data 703212 [Address Book | |IEEN
Home Page
Orders Status of Subscription Current Billing Cycle Current Budget Subscription Usage

12/01/2019 - 11/02/2019 £0.00 £0.00

Insights.
Recurring Billing

_ Disclaimer: Data updates every
24 hours
Usage Threshold Notification at: 0% ([0}

My Profile Reseller Information End User Information

Reseller PO#: 1 nd User PO#

usiness Par

Subscription Settings
Domain: td

ption name: Microsoft Azure ([T

Need to access your end m
Order # Vendor Name Delegate Manage sutus . Created On Modified On user's subscription

®

[ iew steps opfion below

nformation on how to get

260371 Micr

pestun tarted
Sandbox

View Steps

14

Microsoft Azure Backup- Step-by-Step Tech Data Corp. All Rights Reserved.



m= Microsoft D TechData |

Location

Select data center location

West Europe

Resource Group Name

TestAzureBackup

Advanced Bundle Settings

File Backup and Cloud Configuration Settings
MName of Recovery Services Vault

AzureBackup

Storage Replication for Recovery Services Vault

(O Locally Redundant Storage (LRS)

® Geo-Redundant Storage (GRS)

® Yes

O No

15
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1.2 Howto connect

Connect to the Azure Portal with your credentials.

* You would need to login to the Azure portal to get the IPaddress.
»  https://portal.azure.com
* You would need to login using the same user name and password as the one
created in StreamOne and what was emailed to you.
*  Forexample: john.doe@contoso.onmicrosoft.com
* It will give you a one-time password and you will need to changeit.

Microsoft Azure

Be Microsoft

Se connecter a Microsoft Azure

‘E-mail, téléphone ou identifiant Skype

Pas de compte ? Créez-en un!

Votre compte n'est pas accessible ?

S
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You will then be connected to the Azure Portal. Go to Resource groups.

A @testingne
/O - o 0| > G : admin@te m?\::

Tableau de bord ¥ + Newdashboard ¥ Upload & Download & Edit & Share  /Fullscreen @ Clone (] Delete
Create a resource

Al services
All resources :
ALL SUBSCRIPTIONS Azure getting started made easy!

= Launchan app of your choice
L on Azure in a few quick steps
Dashboarc [ ;5]
Create DevOps Project
No resources to display nede i @

Try changing your filters if you don't see what you're looking for.
Resource groups y more

App Serv
Function Apps
W sQL databases
¥ Azure Cosmos DB
Virtual machines
Load balancers
ET, Java, Node js, Python, PHP
Storage accounts

Virtual networks Functions &2

P vents with a serverless code architecture

ito a SQL Database
Monitor ’?‘;—? Service Health u Marketplace i

Advisor

Security Center

ost Management + B

All services o add Sz edrcoumns

Subscriptions: Microsoft Azure

Alllogations ~ | [ Ne grouping ~
Dashboard
Titems
All resources NAME suBscripTION LocaTIoN
>
Resource graups () NetAppONTARCloud Microscft Azure North Europe

Virtual machil

Load bal

Storage accounts

Virtual networks

Azure Active Directory

Monitor

* Advisor

urity Center

Management + Billing

Help + suppe
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Post Deployment
Azure Backup Post Deployment for Azure Use Case

Set backup policy to protect VMs

The Backup policy is the schedule for how often and when recovery points are taken. Policy also includes the
retention range for the recovery points.. The following steps show how to create a backup policy.

When you deploy the bundle throught StreamOne a default backup policy is apply we recommend to change to get
the policy that is needed for your business

From the list of Recovery Services vaults, select your recovery vault to open its dashboard.

ft

+ Add ‘ Assign Tags *++ More O Search (Ctrl+/) + Replicate M Delete
Subscriptions: Subscription|D We are listening. Tell us about your experience with Azure Backup and / or Azure Site >
N G Recovery and help us improve our product. Take the survey now!
Filter by name...
X =] Activity log
2items §
Resource group {changs) Backup items
NAME s Access contral [IAM) myResourceGroup a
Status Backup management servers
I ) myRecoveryServicesVault I coo & Tags Active 0
Location Replicated items
i Contoso-vault s H4 Diagnose and solve problems ‘West Europe 0
Subscription name (change)
MSDNenDallas
SETTINGS Subscription 1D
) f7109258-6753-4ca2-b1ae-19379822c9d8
! Properties
B locks Meonitoring
A Automation script Backup Alerts (last 24... Backup Pre-Check Status (Azure VMs)
GETTING STARTED Critical 0 Srnm
B Backup Warning 0 0
TOTAL
WARMING
i Site Recovery 0

On the vault dashboard menu, click Backup to open the Backup menu.

On the Backup Goal menu, in the Where is your workload running drop-down menu, choose Azure. From the What do you
want to backup drop-down, choose Virtual machine, and click Backup.

These actions prepare the Recovery Services vault for interacting with a virtual machine.

I
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Backup Goal

Where is your workload running?

Azure A

What do you want to backup?

Wirtual machine w

Step: Configure Backup

To create a new policy, on the Backup policy menu, from the Choose backup policy drop-down menu, select Create New.

Backup policy

Choose backup policy @
| DefaultPolicy E |

Create Mew

DefaultPolicy

Daily at 1:00 AM

RETENTION RANGE
Retention of daily backup point

Retain backup taken every day at 1:00 AM for 30 Day(s)

In the Backup policy menu, for Policy Name type Finance. Enter the following changes for the Backup policy:

For Backup frequency set the time zone for the one you want. choose the backup frequency set to Daily at your time
preference when that will not impact yours workloads.

For Retention of daily backup point, set the period to the retention wanted the limit is 99 years old.

For Retention of weekly backup point, (Example use the Monday restore point and retain it for 52 weeks.)

—
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For Retention of monthly backup point, (Example) use the restore point from First Sunday of the month, and retain it for
36 months.

Retention of yearly backup point option Click OK to create the backup policy. To keep data on a year point retention

Backup policy

Choose backup policy @

Create New v |

* Palicy name @

Fimance w |

Backup frequency

Daily w 3:30 AM i | (UTC-06:00) Central Time (U5 & Canada) v

Retention range

_7| Retention of daily backup point.

" At Far
w | a0 v.i Dayis)

5 AR

E Retention of weekly backup point.

* On AR Far

Manday L 3:30 AM i | 53 iy Week(s)

v’l Retention of monthly backup point.

Week Based | Day Based

* On * Day * At Far

First v | | sunday v | [330AM ME x| Monthis)

:‘ Retention of yearly backup point.

Mot Configured

After creating the backup policy, associate the policy with the virtual machines.

In the Select virtual machines dialog select myVM and click OK to deploy the backup policy to the virtual machines.

S
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All virtual machines that are in the same location, and are not already associated with a backup policy,

appear. myVMHz1 and myVMR1 are selected to be associated with the New policy.

¢t virtual machines

Filter tems ...

VIRTUAL MACHIME MAME

myVM
myVM H1
myYM R

Selected virtual machines

3

RESOURCE GROUP

rmyResourceGroup

myResourceGroup

myResourceGroup

When the deployment completes, you receive a notification that deployment successfully completed.

Start a backup job

This first backup job creates a full recovery point. Each backup job after this initial backup creates incremental
recovery points. Incremental recovery points are storage and time-efficient, as they only transfer changes made

since the last backup.

I
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myVM - Backup

Virtual machine

O Search (Ctri+/) Settings 9 1 9 ® Stop backup
Essentials ~
B Overview
very services vault Last backup time
= X mvyRec¢ rvS ices It
=] Activity log myRecoveryServicesVau
Subscription name Latest restore point
T H ter: i -
o Access control (IAM) Visual Studio Enterprise
Subscription ID Oldest restore paint
X 4 Tags .
tem type Backup policy
X Diagnose and solve problems Azure virtual machine DailyPolicy
Last backup status Backup Pre-Check
Warning(Initial backup pending) Passed

SETTINGS
Restore points
Networking
Restore points
& Disks

Bl Size Last 30 days 0
Last 7 days 0

f‘x‘: Availability set

] Configuration

& Backup

E,' Extensions

Restore with Azure Backup

In the vault dashboard, on the Backup Items select Azure Virtual Machine.

@ ) Refresn
a'i Overview BACKUP MANAGEMENT TYFE BACKUP ITEM COUNT
B Activity leg | Azure Virtual Machine 3 I
i Access control [IAM) SAP HANA in Azure VM 0
& Tags SQL in Azure VM 0
¥ Diagnose and selve problems Azure Storage (Azure Files) 0
DPM 0
SETTINGS
. Azure Backup Server 0
! Properties
Azure Backup Agent L]
& Llocks
i Automation script

22
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'r_} Refresh + Add T Filter

Fetching data from service completed.

e

LATEST RESTORE POINT

MAME RESOURCE GROUP BACKUF PRE-CHECK LAST BACKUP STATUS
gegMD GegRG & Passed @ Success TA6/2018 1:10:14 AM
gegVZUMD GegRG & Passed @ Success TA62018 10704 AM

From the list, select a VM to open the dashboard. The VM dashboard opens to the monitoring area, which contains
the Recovery points.

All VM level operations like Backup now, File recovery, Stop backup can be performed from this blade. Restore can
be performed in many ways from this blade.

Note that this blade lists only the last 30 days recovery points.

To restore using a restore point from the last 30 days, right-click the VM > Restore VM.

To restore using a restore point older than 30 days, click the link under Restore Points.

To list and filter VMs with customized dates, click Restore VM in the menu. Use the filter to modify the time range
for the displayed restore points. You can also filter on different types of data consistency.

Review the restore point settings:

Data consistency shows the type of consistency in the recovery point.

The Recovery Type shows where the point is stored (in a storage account, in the vault, or both. Learn more about
instant recovery points.

—
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49 Backupnow %) Restore VM % File Recovery (9 Stopbackup ) p M

Alerts and Jobs Backup status Summary
S"iew il Alerts 1 ¥ Backup Pre-Check (@ Passed Recovery services vault  Gegrestorevault
View all Jobs 4 Last backup status @ Success T/16/2018, 1:10:11 AM Backup policy DefaultPolicy

Qldest restore point T/3/2018, 1:09:37 AM (13 day(s) ago)

Restore points (15)
This list is filtered for last 30 days of restore points. To recover from restore point older than 30 days, click here.

CRASH CONSISTENT APPLICATICN COMSISTENT FILE-SYSTEM CONSISTENT

0 15 0

TIME

TAGR01E 1:10:14 AM

TAS20M8 1:10:40 AM

TA472018 1:10:01 AM

TH3/2018 1:02:33 AM

TA22018 1:10:08 AM

TA2018 1:02:14 AM

TA02018 1:10:09 AM

7972018 3:44:00 PM

Tr9/72018 10738 AM

CONSISTENCY

Application Consistent
Application Consistent
Application Consistent
Application Consistent
Application Congiztent
Application Consistent
Application Consistent
Application Consistent

Application Consistent

RECOVERY TYPE

Snapshot and Vault
Snapshot and Vault
Snapshot and Vault
Snapshot and Vault
Snapshot and Vault
Snapshot and Vault
Snapshot and Vault

Snapshot and Vault

Vault

Trar2008 1:01:29 AM Application Consistent Vault

Select a restore point.
Select Restore configuration.
Choose a VM restore configuration

After you select the restore point, choose a VM restore configuration. To configure the restored VM, you can use the
Azure portal or PowerShell.

24
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Restore options

Option Details
Create new-create Equivalent to quick create of a VM. Gets a basic VM up and running
VM from a restore point.

The VM settings can be modified as part of the restore process.

Create new- Creates a VM that you can customize as part of the restore process.
restore disk
This option copies VHDs to the storage account you specify.

- The storage account should be in the same location as the vault.

If you don't have an appropriate storage account you need to create
one.

The storage account replication type is shown in parentheses. Zone
redundant storage (ZRS) isn't supported.

From the storage account you can either attach the restored disks to
an existing VM, or create a new VM from the restored disks using
PowerShell.

Replace existing With this option you don't need to create a VM.

The current VM must exist. If it's been deleted this option can't be
used.

Azure Backup takes a snapshot of the existing VM and stores it in the
staging location specified. The existing disks connected to the VM are
then replaced with the selected restore point. The snapshot created
previously is copied to the vault and stored as a recovery point in
accordance with your backup retention policy.

Replace existing is supported for unencrypted managed VMs. It's not
supported for unmanaged disks, generalized VMs, or for VMs created

using custom images.

If the restore point has more or less disks than the current VM, then
the number of disks in the restore point will only reflect the VM.

—
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Specify the restore setting as follows:
In Restore, select a restore point > Restore configuration.

In Restore configuration, select how you want to restore the VM in accordance with the settings summarized in the
table above.

Restore X Restore configuration O X

ol

1 Restore point v

10/14/2018 1:05:07 AM
To create an alternate

o configuration when restoring

7 your VM (from the following

2 Restore configuration > menus), use PowerShell cmdlets.
Configure

Restore Type @

Create virtual machine A

Create virtual machine

Restore disks

* Resource group @

GegRG v

Create new-Create a VM
In Restore configuration > Create new > Restore Type, select Create a virtual machine.

In Virtual machine name, specify a VM which doesn't exist in the subscription.

In Resource group, select an existing resource group for the new VM, or create a new one with a globally unique
name. If you assign a name that already existing, Azure assigns the group the same name as the VM.

In Virtual network, select the VNet in which the VM will be placed. All VNets associated with the subscription are
displayed. Select the subnet. The first subnet is selected by default.

In Storage Location, specify the storage type used for the VM.

I
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Restore X Restore configuration o X

1 Restore point v,

10/29/2018 1:02:42 AM
To create an alternate configurati...

when restoring your YM (from the
following menus), use PowerShell
2 Restore configuration > cmdlets.
Configure

Restore Type @

Create virtual machine ~

* Virtual machine name @

Gegrestore v

* Resource group @

GegRG Y

* Virtual network @

GegRG-vnet (GegRG) LV
* Subnet @
default e

* Storage Account @

trinadhkgnitediag824 (StandardLRS) AV

Can't find your storage account 7

In Restore configuration, select OK. In Restore, click Restore to trigger the restore operation.
Create new-Restore disks

In Restore configuration > Create new > Restore Type, select Restore disks.

In Resource group, select an existing resource group for the restored disks, or create a new one with a globally
unique name.
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In Storage account, specify the account to which to copy the VHDs. Make sure the account is in the same region as
the vault.

Restore X Restore configuration X

1 Restore point v

10/29/2018 1:02:42 AM
To create an alternate configurati...

o when restoring your VM (from the

) following menus), use PowerShell
2 Restore configuration > cmdlets.
Configure

Restore Type @

| Restore disks N

* Resource group @

GegRG ~

* Storage Account @

trinadhkgnitediag824 (StandardLRS) A%

Can't find your storage account ?

In Restore configuration, select OK. In Restore, click Restore to trigger the restore operation.
After the disk is restored, you can do any of the following to complete the VM restore operation.

Use the template that was generated as part of the restore operation to customize settings, and trigger VM
deployment. You edit the default template settings and submit the template for VM deployment.

You can attach the restored disks to an existing VM.

You can create a new VM from the restored disks using PowerShell.

Replace existing disks

Use this option to replace existing disks in the current VM with the selected restore point.

In Restore configuration, click Replace existing.

e
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In Restore Type, select Replace disk/s (the restore point that will replace the existing VM disk or disks).

In Staging Location, specify where snapshots of the current managed disks should be saved.

10/14/2018 1:05:07 AM
The disk(s) from the selected

S

Restore Type @

2 Restore configuration > about In-Place Restore .

Configure

Replace Disk(s)

* Staging Location @

Restore X Restore configuration O X

restore point will replace the disk(s)
in your exisiting VM. Learn more

trinadhkafs (StandardLRS)

v

Have a question? Need
- Advice? Find more.

Can't find your storage account ?

Track the restore operation

After you trigger the restore operation, the backup service creates a job for tracking the restore operation.

The backup service also creates and temporarily displays the notification in the Notifications area of the portal. If

you don't see the notification, select the Notifications symbol to view your notifications.

O Backuprow ) Restore VM 9 il Recovery (@ Stop backop ()

mationsl Completed All

242 PM

itor progress in
Alerts and Jobs

Backup status Summary

View all Alerts Backup Pre-Check @ Passed Recovery services vaukt  Gegrestorevault

View all Jobs. Last backup status @ Success 7/10/2018, 1:10:06 AM Backup policy

oy
Oldestrestore point  7/3/2018, 10937 AM (7 dayls) age)

I s aoos o

I roemssonn

I meomarsann
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Click on the hyperlink of the notifications to go to BackupJobs list. All the details of the operations for a given job is
available in the BackuplJobs lists.

You can go to BackupJobs from the vault dashboard by clicking the Backup Jobs tile, select Azure virtual
machine to display the jobs associated with the vault.

The Backup jobs blade opens and displays the list of jobs.

WORKLOAD NAME OPERATION STATUS THPE START TIME DURATION

gegmd E{c:(we [ Culrlulelrdj Azure virtual machine 9/10/2018 4:06:24 PM 00:10:49

gegmd Restore © Completed Azure virtual machine 9/10/2018 32303 PM on18:42

Progress bar is now available in the Restore Details blade.

The Restore Details blade can be opened by clicking any restore job which has status in-progress. The Progress
bar is available in all variants of restores like Create New, Restore Disk and Replace existing. The details carried by
Restore Progress bar are estimated time of restore, percentage of restore and number of bytes transferred.

Restore Progress bar details are given below:

Estimated time of restore initially provides the time taken to complete the restore operation. As the operation
progresses, the time taken reduces and reaches o once the restore operation completes.

Percentage of restore provides the data how much percentage of restore operation is completed.

Number of bytes transferred is available in the sub task when restore happens through Create New VM. This
provides the details of how many numbers of bytes were transferred against the total number of bytes to be
transferred.

—
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Azure Backup Post Deployment OnPrem Use Case

The final two deployment options for Azure Backup are System Center Data Protection Manager (DPM) and
Microsoft Azure Backup Server (MABS). Since both are very similar this article will review how to deploy

MABS. Except for the small monthly Azure costs, MABS is completely free. Customers do not need any System
Center or SQL Server licenses, just a license for the Windows Operating System.

Once Azure is finished provisioning your resources, you can click through to your vault, and go
to Backupunder Getting Started. Based on the selections you make here, it will recommend one of the various
Azure Backup solutions. Choose On-premises, and then Files and folders and/or System State. Click OK.

o

- O g azure.com e = L
Getting started with backup Backup Goal

with backup O X Backup Goa

Where is your workload running?

1 Backup goal On-premises

- Select .
Overview What do you want to backup?

2 selected

B Activity log
2 + Files and folders

.
aa Access control (1AM) Hyper-V Virtual Machines
F Viware Virtual Machines
ags
Microsoft SOL Server
x Diagnose and sclve problems Micrasoft SharePaint
Microsoft Exchange
SETTINGS System State

1" Properties Bare Metal Recovery

8 Lods

2 Automation script

GETTING STARTED

& Backup

& Site Recovery

[Recommended) @

MONITORING AND REPORTS

Jobs
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The big downside to this process is, there isnt really an “automatic way” to deploy this solution. It's a manual install
per machine, and you'll need both of these downloads to complete the setup. Use the links for Download Agent for
Windows Server or Windows Client, as well as the Download button for vault credentials.

<

O . AZUTE.COM,

Overview

Activity log

Access contral (LAM)
Tags

X Diagnose and solve problems

SETTINGS
' Properties
8 Llocks

B3 Automation script

GETTING STARTED
& Backup

& Site Recovery

MONITORING AND REPORTS
Jobs

»  Alerts and Events

ed with backup Prepare infrastru

tarted with backup O

Backup goal

Cn-premises

Prepare infrastructure
Instructions

Recovery Services Agent
Please follow the steps mentioned below.

-
+ Install Recovery Services agent
Download Agent for Windows Server or
Windows Client
Download Agent for Windows Server
Essentials

. Dewnload vault credentials to register the
server to the vault. Vault credentials will

expire after 2 days,

3. Schedule backup using Recovery Services
Agent Ul

.

Once the backups are scheduled, you can
use backup jobs page to monitor the
backups. Browse jobs page

You can also Configure Notifications from
alerts page to receive email alerts for
backup failures. Browse alerts page

Learn More

Select all the files and click Next. Download all the files coming in from the Microsoft Azure Backup download page,
and place all the files in the same folder.
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Choose the download you want
File Name Size
Download Summary:
MicrosoftAzureBackuplnstaller.exe 484 KB
1. MicrosoftAzureBackuplnstaller.exe
2. MicrosoftAzureBackuplnstaller-1.bin
MicrosoftAzureBackuplinstaller-1.bin 701.4 MB 3. MicrosoftAzureBackupinstaller-2.bin
4. MicrosoftAzureBackuplnstaller-3.bin
5. MicrosoftAzureBackuplnstaller-4.bin
MicrosoftAzureBackuplnstaller-2.bin 701.9 MB 6. MicrosoftAzureBackuplnstaller-5.bin
MicrosoftAzureBackuplnstaller-3.bin 701.9 MB
MicrosoftAzureBackuplnstaller-4.bin 701.9 MB
) . Total Size: 3.2 GB
MicrosoftAzureBackuplnstaller-5.bin 446.1 MB

Next ‘

Since the download size of all the files together is > 3G, on a 20Mbps download link it may take up to 60 minutes for
the download to complete.

MABS Prerequisites

Can be installed on any of the following 64-bit Operating systems with the latest Service Packs:
Windows Server 2016 (recommended)

Installing on Windows Server 2016 allows you to use Modern Backup Storage which provides more efficient
storage, faster backups, and workload-aware storage.

Windows Server 2012 R2 (including Storage server)

Windows Server 2012 (including Storage server)

Cannot be collocated on any other server role

Must be domain-joined

Internet Connectivity

Can be installed on-premises or in Azure laaS

If deployed in Azure, recommend using A2 Standard sizing or higher

If deployed on-premises, recommend using Dual core and 4GB RAM or higher
Local storage equal to the size of the total amount being backed up
Recommend Local storage pool to be created 1.5 times size of data being backed up.
Scratch location of at least 5% of data being backed up to Azure

Software requirements

.Net Framework 4.6

Hyper-V Server Role w/PowerShell

SQL Server 2014 SP1 or above

Installer comes with SQL 2016 SP1

—
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Installing the software package

Click Microsoft Azure Backup to launch the setup wizard.

—
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B Microsoft

Microsoft Azure Backup

Install
Microsoft Azure Backup I Additional Resources
OPM Protection Agent Microsoft Azure Backup Documentation

DPM Remote Administration

SQL Self Service Recovery

On the Welcome screen click the Next button. This takes you to the Prerequisite Checks section. On this screen,
click Check to determine if the hardware and software prerequisites for Azure Backup Server have been met. If all
prerequisites are met successfully, you will see a message indicating that the machine meets the requirements.
Click on the Nextbutton.

—
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Microsoft Azure Backup Setup (3]

Installation Stages

@ Velcome

@ Prereguisite Checks

@ SOL Settings
Installation settings
Security seftings
Microsoft Update Opt-In
Summary of setiings

« & & & =&

Installation

P-__]/‘ Prerequisite Checks
h tJ Pleass wait while this wizard checkes for the required hardware and software
4

Prerequisites Check
This step will perform the basic Prerequisite checks required for Microsoft Azure Backup o run.

Press Check Again to perform the checks.

Check Again

This computer meets the software and hardware reguirements for Microsoft Azure Backup.

Click Mext to coninue,

<Back |[ Nea> Cancel | Hep |

Microsoft Azure Backup Server requires SQL Server Enterprise. Further, the Azure Backup Server installation
package comes bundled with the appropriate SQL Server binaries needed if you do not wish to use your own SQL.
When starting with a new Azure Backup Server installation, you should pick the option Install new Instance of SQL
Server with this Setup and click the Check and Install button. Once the prerequisites are successfully installed,

click Next.

—
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Microsoft Azure Backup Setup -
[-4.___]) S0L Setlings
h ‘J Please wait while the wizard checks for required hardware and software.
4

Installation Stages Microsoft Azure Backup requires a database. You can only use a local instance of SQL Server. 2014

@ Welcome Standard or higher.

@ Prerequisite Checks m Install new Instance of SQL Server with this Setup

» SOL Settings Use an existing_ insla@ af SQL.Sen.-er

Select the appropriate option and click on the button to perform the

@ Instzllation seftings prerequisite check and install the missing Windows components. Check and Instal

& Secunty settings

@ Microsoft Update Opt-In

@ Summary of setiings

@ Installation

<Back | mews | camcd | Hep |

If a failure occurs with a recommendation to restart the machine, do so and click Check Again. In case of any SQL
configuration issues, reconfigure SQL as per the SQL guidelines and retry to install/upgrade MABS using the
existing instance of SQL.

['INOTE] Azure Backup Server will not work with a remote SQL Server instance. The instance being used by Azure
Backup Server needs to be local. In case you are using an existing SQL server for MABS, MABS setup only supports
the use of named instances of SQL server.

—
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Manual configuration
When you use your own instance of SQL, make sure you add builtin\Administrators to sysadmin role to master DB.

SSRS Configuration with SQL 2017

When you are using own instance of SQL 2017, you need to manually configure SSRS. After SSRS configuration,
ensure that /s/nitialized property of SSRS is set to True. When this is set to True, MABS assumes that SSRS is already
configured and will skip the SSRS configuration.

Use the following values for SSRS configuration:

- Service Account: ‘Use built-in account’ should be Network Service

- Web Service URL: ‘Virtual Directory’ should be ReportServer_<SQLInstanceName>
- Database: DatabaseName should be ReportServer$<SQLInstanceName>

- Web Portal URL: ‘Virtual Directory’ should be Reports_<SQLInstanceName>

Provide a location for the installation of Microsoft Azure Backup server files and click Next.

B e T e S (2]

|-_f-—__.|f Installation Settings
h 1J Specify installation locations for the MAB program files, Cache location and settings for SQL Sarver,
4

Inztallation Stages — Microsot Azure Backup Fles

@ Welcome Program files:
C:\Program Files\Microacft Azure Backup DFM

@ Prerequisite Checks
& S0L Settings

Change. ..

Scratch Location (Must have free space at least 5% of the data backed-up to cloud):

@ Installation settings C\Program Files\Microsot Azure Backup\DPM\DPM'Cache T

A4

@ Security seftings
@ Microsaoft Uipdate Opt-in Diatabase files:
@ Summary of setings C\Program Files'\Microsoft Azure Backup \DPM\DPM\DFMDE Change.,
@ Installation
Space requirements
Required Available
System drive: 2160 ME 25982 MB
Program files drive: 4500 ME 255382 MB
Cache files drive: Min 5% of backed up data 25982 MB
Database files dive: 300 MB 25382 MB

For more details on gforage requirement click on the link below,
http:/igo.microsoft. comfdink FLinkld=177402

<Back || MNea> | Cencel Help
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The scratch location is a requirement for back up to Azure. Ensure the scratch location is at least 5% of the data
planned to be backed up to the cloud. For disk protection, separate disks need to be configured once the installation
completes.

Provide a strong password for restricted local user accounts and click Next.

9 Microsoft Azure Backup Setup
“—7 Security Settings
h 1 | Enter security seftings information.
Inatolivion Stagee Microsoft Azure Backup Setup creates the following restricted local user accounts, Specify a strong password
& 'Welcoms for the accounts. This password does not expire.
@ Prerequisite Checks
» SOL Settings MICROSOFTSDPMSACct Runs the SAL Server service and the SQL Server Agent senvice.
o Installation settings DPMRSEKP-H2-VENUS3 Securely generates reports.
& Security settings Password: ||
# Microzoft Update Opt-In Confimn pasewand: [
@ Summary of seftings
@ Installation
<Back | Cancel |  Hep

Select whether you want to use Microsoft Update to check for updates and click Next.

['NOTE] We recommend having Windows Update redirect to Microsoft Update, which offers security and important

updates for Windows and other products like Microsoft Azure Backup Server.
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Installation Stages
Microsoft Update offers security and important updates for Windows and
@ Welcome 'f“‘ other Microsoft products, including Microsoft Azure backup. Updates are
i 5 “  gelivered using your Automatic Updates setting, or you can visit the

@ Prerequisite Checks Microsoft Update Web site. If you select to use Microsoft Update, a new

SQL Sett shortcut to the service will be placed on the Start menu. and the Windows
e ngs Update icon will redirect to Microsoft Update.
@ Installation settings
@ Security settings
» Microsoft Update Opt-in & & Use Microsoft Update when | check for updates (recommended)
i byAtuekings @ " | do not want to use Microsoft Update
@ Installation

See the Microsoft Update FAQ

<Back [ Net> | Cancel Hebp

Review the Summary of Settings and click Install.
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Microsoft Azure Backup Setup L x|

Installation Siages

@ 'elcome

Prerequisite Checks
SO Settings
Installation setlings
Security seftings
Microsoft Update Opt-In

« & & & &

Summary of settings

[

Installation

&

f—7  Summary of Seitings
4 i Click Install to install MAB and its prerequisite software

SGL Serverinstance:

Reporting instance:

Program files location:

Database location:

BKP-H2VENUSIMSDPMINSTANCE
BKP-H2-VENUSIMSDPMINSTANCE

C\Program Files\Microsoft Azure Backup \DFM
C\Program Files'\Microsoft Azure Backiup\DPM\DPM\DPMDB

< Back || istal | Cancel | Help |

The installation happens in phases. In the first phase the Microsoft Azure Recovery Services Agent is installed on the
server. The wizard also checks for Internet connectivity. If Internet connectivity is available you can proceed with
installation, if not, you need to provide proxy details to connect to the Internet.

The next step is to configure the Microsoft Azure Recovery Services Agent. As a part of the configuration, you will
have to provide your vault credentials to register the machine to the recovery services vault. You will also provide a
passphrase to encrypt/decrypt the data sent between Azure and your premises. You can automatically generate a
passphrase or provide your own minimum 16-character passphrase. Continue with the wizard until the agent has

been configured.
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[EJ Register Server Wizard

Vault Identification

Encryption Setting

SEMFEF REqIsration

Vault Identification

Select the vault credentials downloaded from the quick start page in the Microsoft Azure Backup

Wault.
\&I

Wault Credentials:

Microsoft Azure Backup

Validating Vault credentials ...

< Previous MWewt = Finish Cancel

Note: if you just downloaded your credentials but the wizard rejects them, suggesting that you should download
them again and use within two days, check your system clock—and be sure you are syncing to a proper time

authority.

After your credentials are validated, you will choose or generate an encryption passphrase, and save it to a file (store
this somewhere safe for your customers, not on the local machine).
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Register Server Wizard *

Encryption Setting

Vault Identification Backups are encrypted to protect the confidentiality of your data.

Encryption Setting

Generate or type a passphrase to encrypt and decrypt backups from this server,
Server Registration

Enter Passphrase (minimum of 16 characters)

i (36) I Generate Passphrase |I

Coenfirm Passphrase

| (26)

Enter a location to save the passphrase

! o[ ]

If your passphrase is lost or forgotten, the data cannot be recovered. Microsoft Online
L Services does not save or manage this passphrase. It is strongly recommended you save
your passphrase to an external location like a USE drive or network drive,

< Previous

| Finish Cancel
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Register Server Wizard -
Vault Identification
vault Klentriication Select the vault credentials downloaded from the quick start page in the Microsoft Azure Backup
Encryption Setting Vault.
Server Registration
Vault Credentials: C\Users\administrator. DPMDOMO2\Desktop\TestVenusResourced | Browse
Backup Vault: TestVenusResourcef35775539810073165
Region: uUs
Subseription dentifier:  T70dad21d-dece-49fa-8d9a-257706099b43
Previous Next > inis Cancel

Once registration of the Microsoft Azure Backup server successfully completes, the overall setup wizard proceeds to
the installation and configuration of SQL Server and the Azure Backup Server components. Once the SQL Server
component installation completes, the Azure Backup Server components are installed.
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= Microsoft Azure Backup Setup E3

I-f-;:lr Installation
}e 1,J Setup is instaling DPM and @5 prerequisite softwarne.
F

Installation Stages W —

of Microsoft Azure Recovery Senvices Agent
J S0L Sarver 2014

@ Welcome
& Prerequisite Checks
& SOL Seltings

of SGL Server2014 Tools and Workstation Components
@ Insizllation settings

=p Microsoft Azure Backup
Security settings

Microsoft Update Opt-In
Summary of sefings

E & & &

Installation

Status ]

Flease wait while Setup installs Microsoft Azure Backup .
Wiiting system registry values. .

Cacel | Hep |

When the installation step has completed, the product's desktop icons will have been created as well. Just double-
click the icon to launch the product.

The installation of MABS is now complete and ready to be configured for backup operations to Azure. As previously
mentions, MABS and DPM are very similar to deploy, but there are differences. DPM is designed for the enterprise
customer that already has System Center deployed. MABS was designed for the smaller customers that do not
already have System Center. Our final article in the Azure Backup series will review the configuration process of
MABS for backup and recovery operations.

Troubleshooting tips

When checking the prerequisites in the SQL Settings steps, you might encounter the error ".Net 3.5 SP1 is not
installed on this machine” and "The missing prerequisite (Hyper-VPowerShell) has been installed" if you didn't meet
the prerequisites mentioned at the beginning of the article.
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Microsoft Azure Backup Server Setup =

£~ S0l Settings
& || Please wal while the wizard checks for required hardware and software.

F i
Installabion Stages Microsoft Azure Backup Server reguires a database. You can only use a local instance of SQL Server
o Welcome 2014 5P or higher. SGIL 2016 5P shipped along with MABS is the recommended version.

(®) Install new Instance of SOL Server with this Setup
() Use an existing instance of SOL Server

@ Prereguisite Checks

¢ SO Setings Select the appropriste option and click on the button ta perform the .
# Instaliation settings prerequisite check and install the missing \Windows components Check Again
@ Secunty setiings

o Microsoh Updste Optin ¢ e e and thon ok et 1 comimse e smmisgon~ o o™

¢ Summary of setiings Details

@ Installation Met 3.5 5P is nat installed on this machine. Install it and reun Setup.

€3 The missing prerequisite (HyperVPowerShell) has been installed Restart the computer 2nd run the
apphcaton agan

(1) Formore information, pleass look at the log file at C\Program Fles'\Microsoft Azure Backup
Server'DPM'\DPMLogs\DpmSetup log

< Back Mext » Cancel Help

Missing prerequisites

During the server registration to the Recovery Services vault, you might encounter the following error: "Invalid vault
credentials provided. The file is either corrupted or does not have the latest credentials associated with recovery
service." This error may occur for one of the following reasons:

You might have downloaded the vault credentials from more than two days ago. In this case, you need to
redownload the vault credentials and use the new downloaded file.

The vault credentials file is located at a network location. You need to change it to a local path.

The folder C:\Windows\Temp contains more than 60,000 files. You then have to delete some of the unneeded files
to free up space for the Azure agent.

The date and time of your server are incorrect.

—

Microsoft Azure Backup- Step-by-Step Tech Data Corp. All Rights Reserved.


https://4sysops.com/wp-content/uploads/2018/07/Missing-prerequisites.png

m= Microsoft D TechData |

Microsoft Azure Recovery Services Agenit n

ey Invalid vault credentials provided. The file is efther comupted or does not have the latest
'.9.' credentials associated with recovery service. (ID: 34513)

‘We recommend you download a new vauk credentials file from the portal and use it within 2
days.
More information

Copy Text

Invalid vault credentials error
During the installation, you might face some of the following issues:

Setup could not update the registry metadata. This update failure could lead to overuse of storage consumption. To
avoid this, update the Resilient File System (ReFS) trimming registry entry:

Set the SYSTEM\CurrentControlSet\Control\FileSystem\RefsEnablelnlineTrim dword value to 1.
With the above issue, you also have to create the registry key SOFTWARE\Microsoft Data Protection
Manager\Configuration\VolSnapOptimization\Writeldswith an empty string value.

Enable System State Backup (recommended)

NOTE: If you want to include the System State (critical for Domain Controllers), then at the time of this writing you
will need to create a new registry key as follows:

Create a new REG_DWORD value
called TurnOffSSBFeature in HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Azure
Backup\Config\CloudBackupProviderand set the value to 2.

—
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Windows Media Player N55
Windows Messaging Subsystem
Windows NT

Windows Performance Toolkit
Windows Phone

Windows Photo Yiewer
Windows Portable Devices
Windows Script Host

Windows Search

Windows Security Health
WindowsRuntime

Lal

D TechData |

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Azure Backup\ConfighCloudBackupProvider

CA\Program Files\Microsoft Azure Recovery Sen|
http:/go.microsoft.com/fwlink/?Linkld= 205490
http:/go.microseft.com/fwlink/?Linkld=22130¢
http:/go.microseft.com/fwlink/p/Linkld= 2237
http:/go.microseft.com/fwlink/?Linkld=817333

Mame Type Data
ab| (Default) REG SZ (value not set)
8| DedupeRegistrationFinished REG_DWORD CheDOOO00DD (0)
ab|Seratchlocation REG 57
ab| StorageQuotaPurchaselink REG_SZ
ab| WABprivacyStatement REG_SZ
ab| WaABUpdateKBLink REG_SZ
ab|WebPortallink REG_SZ
8| TurnOffSSBFeature REG_DWORD DxD00D000Z (2
Edit DWORD (32-bit) Value X
Walue name:
ITumOH S55BFeature I
Value data: Base
B (® Hexadecimal
() Decimal
Cancel

Configure the MARS Agent Backup Schedule

The Microsoft Azure Backup console will look very familiar to most Windows Admins (it has an uncanny
resemblance to Windows Server Backup. Click Schedule Backup to begin.
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Actions

Backup -

Register Server
“% Schedule Backup I < I

e'f, Microsoft Azure Backup

File Action ¥iew Help
&= =

a A

Microsoft Azure Backup

<~ Microsoft Azure Backup supports scheduled backups of files and folders to an ¢

/. Backups have not been configured for this server. Click "Schedule Backup” in the Actions pane to config

You can also Configure Netifications from Alerts blade to receive email alerts for backup failures. Learn Maore.

Jobs (Activity in the past 7 days, double click on the message to see details)

Jobs  Alerts

Time v Message Description

Status

Last Backup Next Backup Available Recovery
Status: - Status: Mot Scheduled Total backups: Mor
Time: - Time: - Latest copy:

View details Oldest copy:

View details
v
< >
Creates a backup schedule for periodically taking backups.

& Recover Data
Change Properties
Open Portal
About Microsoft Azure Recovery Services Agent
& Privacy & Cookies
View »

ﬂ Help

Step through the wizard adding the items you need to protect. You will notice that there is an option for System

State now!
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& Microsoft Azure Backup — s
—6 Schedule Backup Wizard

[ -
}\_( J'_\" Select Items to Backup
o,

q
Getting started Click Agets b colact tha il A £alal tioloacl

Select ltems to Backup Name Select ltems W

| Specify Backup Schedule

Specify items to include in the backup by selecting or clearing the associated check boxes. The items that you
K . . have included in the cument backup are already selected.
Select Retention Policy

K} Choose Initial Backup Type

j Confirmation

BAM! System State

=# C

[oYSysem Stz

Medify Backup Progress
SRECYCLE.BIN
1480eb68d680be4f255489163d
Company

Technical

Eion Settings

] ==

=

If a backup location includes file types or sub-folders that you do not want to
back up, click Exclusion Settings to remove those items from the backup.

< Previous Cancel

Although many small businesses will be okay with one backup per day, it is always a good idea to go through a
downtime tolerance exercise with your clients, to ensure that you are on the same page about RPO and RTO when
designing a backup & disaster recovery solution. We can configure a maximum of three backups per day here.
Click Next.

S0—
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¥ Schedule Backup Wizard *

|\ Specify Backup Schedule

Getting started Define the schedule when you want to create a backup copy

Select [tems to Backup
Select Retention Policy
Choose Initial Backup Type ® Day O Week

Confirmation

Files and Folders backup schedule

Schedule a backup every

Dty e e At following times (Maximum allowed is three times a day)

4:00 AM ~ 12:30 PM ~ 5:00 PM -

< Previous Fi Cancel

As | mentioned, retention options have grown substantially and is one of the reasons we are seeing more adoption
of this service in the SMB | SME space. Modify the default values as needed, then click Next.

—
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% Schedule Backup Wizard X

;.. |, Select Retention Policy

Getting started Specify the retention policy for backup of files and folders

Select ltems to Backup & Daiy jon Policy
Retertion

Specify Backup Schedule . . e _
Retain backup copies taken At 12:30 PM for | 180 (£ Days
Choose Initial Backup Type Weekly Retention Policy S:00 PM
Confi :
Moondil';ym;::k::p Progress f‘?;?;tb:kiuzn Saturday Modify At ‘ :20036A:‘L: for | 104 = Weeks
Morthly Retention Policy
E&?;?:tb:k‘iugn ® fuﬂ:l;'kd“}’ of tast Modify At ‘ :ZOOSGA;“IC for 60 5= Months
o On day(s) 1 Modify
Yearly Retention Policy
Baieat © |Weekoftercn Moty | A [1s0n e for 10 3 Vems

o March 1 Modify

< Previous Next > = Cancel

Most of us will just choose to upload the backup directly from the server into the Azure cloud, however, some folks
may choose to pre-seed the data in Azure by sending physical media (so that you only have to upload incremental
changes over the wire). There is an offline option here with a link to further instructions, but otherwise just accept
the default: Automatically over the network. Next.

—
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% Schedule Backup Wizard

LE‘ Choose Initial Backup Type

Getting started Specify the option to be used by Azure Backup to create initial backup copy.

Select Items to Backup (@) Automatically over the network

Specify Backup Schedule O Offline Backup

Select Retention Policy To create an offline backup, please read the instructions for the Import workflow _here,

Initial Backup Type Staging Location
Enter local foider or netwaork share to which the initial backup copy needs 1o be staged

Confirmation
Modify Backup Progress

Azure Publish Settings
Select Azure Publish Settings file of the Azure account where the initial backup copy would be shipped

Azure Import Job Name
Define a name for the Azure Import Job which would be used as a reference to ship the initial copy of disk

Azure Subseription ID
Enter Azure Subscrption ID associated with the Azure Import Job mentoned above

Azure Storage Account
Enter Azute S1orage Account 3530Ciated with the Azure Import Job mentioned above

Azure Storage Container
Enter destination biob S1orage contlines 1o which the fies will be mported

< Previous

Cancel

And just like that, you're done. Review your selections and click Finish.
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% Schedule Backup Wizard X
Lf' l—l Confirmation

Getting started You are about to save the following backup schedule:

Select ltems to Backup

Backup items: Selected files (C:\)
Specify Backup Schedule .
Files and Folders Backup
Select Retention Policy
Choose Initial Backup Type File(s) Excluded: None
Backup Time: 4:00 AM, 12:30 PM, 9:00 PM
Modify Backup Progress Backup Days: Everyday

Initial Backup Creation Network

< Previous Next Cancel

Setup Notifications

You might want to setup notifications on your backup jobs. Return to your Azure Recovery Vault in the Azure Portal.
Scroll down to find Alerts and Events. Then click on Backup Alerts.

—
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b3
I
M
RS

& - O |E| portal.azure.com/

Vault-AlexF and Events

8 Locks

B} Automation script i Backup Alerts

Site Recovery Events
GETTING STARTED

& Backup

& Site Recovery

MONITORING AND REPORTS

Jobs

Ry—— <:|

fiil Backup Reports

POLICIES

[E Backup policies

PROTECTED ITEMS

B Badkup items

%) Replicated items

MANAGE

On this next page, just click Configure Notifications.

—
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BackupVault-AlexF - Alerts and Events Backup Alerts

) «

Filtered by: Status - Status - All, Severity - All Severities, Start Time - 8/26/2017 2:49:04 PM, End Time - 8/27/2017 2:49:04 FM

S8 Choose columns Y Filter

Completed fetching data from the service.

Filter items.

ALERT bl BACKUP ITEM ol PROTECTED SERVER ~ SEVERITY - DURATION

Mo alerts found for the selected filter values.

D TechData |

CREATION TIME . STATUS L

Now pick the settings appropriate to your need, and Save at the top.
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<~ - O 8 azure.com W = L o=

BackupVault-AlexF - Alerts and Events > Backup Alerts > Configure notifications

) Refresh @ X Discard

notifications
[ ] ties, Start Time - 8/26/2017 2:49:04 PM, End Time - 8/27/2017 2:458:04 PM Email notifications
On Off
L1
= * Recipients (Email) @

alex@itpromentor.co 'nl

. PROTECTED SERVER “ SEVERITY . DURATION - CREATION TIME . STATUS - Privacy statement
. Notify @
R Hourly Digest

Ii’ Severity

|| Critica
- [¥] Waming

[ nformatio
=
-
l
.
b

All done. See below for an example of a notification alert which | have received on this backup agent.

£ Reply all| ¥ M Delete Junk|V  ses X

Severity : Critical
Alert : Backup failure
Backup item(s) : System State on corp-wse.corp.local

Description : Backup failed because of system file errors. This could be due to one or
more actions (such as a reboot) pending on this server.

Recommended action(s) : Run System File Checker to repair system file errors,
reboot as required and try the operation again. For more info refer to:
https://support.microsoft.com/help/929833

—
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Infrastructure Design Overview of Azure Backup

Azure Backup OnPrem to Azure

Azure Backup Reso
gro

()

iurce
up

Bacl
Restore Source \

4
i

s}

©

)

=

(Y]

=

©

Microsoft Azure Backup- Step-by-Step

kup

Repository

Backup Job

Exchange
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Azure Backup Azure

D

Microsoft
Azure

(o] Sl

VM

VM
Domain Controller
VM Appsl

Data Disk VM Jumpbox

Resuurce
group
Recove ry Vault

an'gure

LVSS Snapshot

i

Data Disk

5“"”“<>

Virtual Network
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