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1. Tech Data Azure Backup Step by Step 

1.0 Things to know prior to using this Guide 

• You would need to familiarize yourself with this document prior to diving in. 

• All the Screen Shots in this Guide are for reference only. 

• This Guide will assist you with the deployment of the Azure Backup Bundle in an Azure CSP 

subscription that was purchased through the StreamOne Portal. 

In depth training on Azure is outside of this guide. 
 

 
• Accessing the Azure Backup in Azure 

You would need to login to the Azure portal to get the IP address 

▪ https://portal.azure.com 

▪ You would need to login using the same user name and password as the one created in 

StreamOne and what was emailed to you. 

• For example: john.doe@contoso.onmicrosoft.com 

• It will give you a one-time password and you will need to change it. 

▪ To access the Azure Backup, you must ensure you have the Login and 

Password that were created during the StreamOne ordering process. 

▪ If you were not the person who accessed the StreamOne ordering portal to do the 

purchasing, please get with that person and obtain the user login and password that were 

initially created.

https://portal.azure.com/
mailto:john.doe@contoso.onmicrosoft.com
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1.1 Azure Backup on Azure deployment. 

 
Connect to StreamOne Cloud Marketplace: 

 

 

 

You can search for the Microsoft Azure SKU in Most Viewed, browsing by Categories or Vendor, or 

directly searching for it in the search field: 
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Click on Microsoft Azure: 
 

 

 
Click on "ADD TO CART" button of registration SKU: 
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Click on "View Cart" button: 
 

 
 

Click on 'Proceed to Checkout' button: 
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Fill End User information or select any end user using your email and click on "Continue to 

Configuration" button. 
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Click on "Continue Configuration" button available in Bundle Summary section. 

Configuration page should be displayed. 

Fill in your Microsoft Partner Network ID. 
 

Click on Create a New end customer Microsoft account button. 
 

 

Enter any unique domain name and click on Check Availability button. 
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Select "The End Customer email" radio button from the "Account Administration" module. 
 

Or select "I will administer the account" radio button from the account administration module and enter 

the Delegate admin email ID. 

 

 

Click on "Continue to Payment" button. 
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Enter Reseller PO number. 
 

 

Click on "Continue to Summary" button. 
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Verify the information shown and click on "Place Order" button. 
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Your order should be complete. 
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You should receive an email with your Microsoft Subscription Informations: 
 

 
 

Now click on Reseller Portal, then Customer Admin. Look for your Customer and click on IaaS/PaaS.  
 

 
 
 
 
Then Click on Modify: 
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Then click on “Click to Configure”:  
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1.2 How to connect 
 

Connect to the Azure Portal with your credentials. 
 

• You would need to login to the Azure portal to get the IP address. 

▪ https://portal.azure.com 

▪ You would need to login using the same user name and password as the one 

created in StreamOne and what was emailed to you. 

• For example: john.doe@contoso.onmicrosoft.com 

• It will give you a one-time password and you will need to change it. 

 
 

https://portal.azure.com/
mailto:john.doe@contoso.onmicrosoft.com
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You will then be connected to the Azure Portal. Go to Resource groups. 
 

 

 

You will find the Resource Group into which your resources have been deployed.
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Post Deployment 

 

Azure Backup Post Deployment for Azure Use Case 

 

Set backup policy to protect VMs 

 
The Backup policy is the schedule for how often and when recovery points are taken. Policy also includes the 
retention range for the recovery points.. The following steps show how to create a backup policy. 

When you deploy the bundle throught StreamOne a default backup policy is apply we recommend to change to get 
the policy that is needed for your business 

From the list of Recovery Services vaults, select your recovery vault to open its dashboard. 

 

On the vault dashboard menu, click Backup to open the Backup menu. 

On the Backup Goal menu, in the Where is your workload running drop-down menu, choose Azure. From the What do you 
want to backup drop-down, choose Virtual machine, and click Backup. 

These actions prepare the Recovery Services vault for interacting with a virtual machine. 
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To create a new policy, on the Backup policy menu, from the Choose backup policy drop-down menu, select Create New. 

 

In the Backup policy menu, for Policy Name type Finance. Enter the following changes for the Backup policy: 

For Backup frequency set the time zone for the one you want. choose the backup frequency set to Daily at your time 
preference when that will not impact yours workloads. 

For Retention of daily backup point, set the period to the retention wanted the limit is 99 years old. 

For Retention of weekly backup point, (Example use the Monday restore point and retain it for 52 weeks.) 
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For Retention of monthly backup point, (Example) use the restore point from First Sunday of the month, and retain it for 
36 months. 

Retention of yearly backup point option Click OK to create the backup policy. To keep data on a year point retention 

 

After creating the backup policy, associate the policy with the virtual machines. 

In the Select virtual machines dialog select myVM and click OK to deploy the backup policy to the virtual machines. 
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All virtual machines that are in the same location, and are not already associated with a backup policy, 
appear. myVMH1 and myVMR1 are selected to be associated with the New policy. 

 

 
When the deployment completes, you receive a notification that deployment successfully completed. 

 

Start a backup job 

 
This first backup job creates a full recovery point. Each backup job after this initial backup creates incremental 
recovery points. Incremental recovery points are storage and time-efficient, as they only transfer changes made 
since the last backup. 
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Restore with Azure Backup 

 
In the vault dashboard, on the Backup Items  select Azure Virtual Machine. 
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The Backup Items with the differents VM are backup into is vault appear. 

 

 
 

From the list, select a VM to open the dashboard. The VM dashboard opens to the monitoring area, which contains 
the Recovery points.  

 

All VM level operations like Backup now, File recovery, Stop backup can be performed from this blade. Restore can 
be performed in many ways from this blade.  

 

Note that this blade lists only the last 30 days recovery points. 

To restore using a restore point from the last 30 days, right-click the VM > Restore VM. 

To restore using a restore point older than 30 days, click the link under Restore Points. 

To list and filter VMs with customized dates, click Restore VM in the menu. Use the filter to modify the time range 
for the displayed restore points. You can also filter on different types of data consistency. 

Review the restore point settings: 

Data consistency shows the type of consistency in the recovery point. 

The Recovery Type shows where the point is stored (in a storage account, in the vault, or both. Learn more about 
instant recovery points. 

https://docs.microsoft.com/en-gb/azure/backup/backup-azure-vms-introduction#consistency-types
https://azure.microsoft.com/blog/large-disk-support/
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Select a restore point. 

 

Select Restore configuration.  

 

Choose a VM restore configuration 

 

After you select the restore point, choose a VM restore configuration. To configure the restored VM, you can use the 
Azure portal or PowerShell. 
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Restore options 

 

Option Details 

Create new-create 
VM 

Equivalent to quick create of a VM. Gets a basic VM up and running 
from a restore point. 
 
The VM settings can be modified as part of the restore process. 

Create new-
restore disk 

Creates a VM that you can customize as part of the restore process. 
 
This option copies VHDs to the storage account you specify. 
 
- The storage account should be in the same location as the vault. 
 
If you don't have an appropriate storage account you need to create 
one. 
 
The storage account replication type is shown in parentheses. Zone 
redundant storage (ZRS) isn't supported. 
 
From the storage account you can either attach the restored disks to 
an existing VM, or create a new VM from the restored disks using 
PowerShell. 

Replace existing With this option you don't need to create a VM. 
 
The current VM must exist. If it's been deleted this option can't be 
used. 
 
Azure Backup takes a snapshot of the existing VM and stores it in the 
staging location specified. The existing disks connected to the VM are 
then replaced with the selected restore point. The snapshot created 
previously is copied to the vault and stored as a recovery point in 
accordance with your backup retention policy. 
 
Replace existing is supported for unencrypted managed VMs. It's not 
supported for unmanaged disks, generalized VMs, or for VMs created 
using custom images. 
 
If the restore point has more or less disks than the current VM, then 
the number of disks in the restore point will only reflect the VM. 

  

 

https://docs.microsoft.com/azure/virtual-machines/windows/capture-image-resource
https://azure.microsoft.com/resources/videos/create-a-custom-virtual-machine-image-in-azure-resource-manager-with-powershell/
https://azure.microsoft.com/resources/videos/create-a-custom-virtual-machine-image-in-azure-resource-manager-with-powershell/
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Specify the restore setting as follows: 

 

In Restore, select a restore point > Restore configuration. 

 

In Restore configuration, select how you want to restore the VM in accordance with the settings summarized in the 
table above. 

 

 
 

Create new-Create a VM 

In Restore configuration > Create new > Restore Type, select Create a virtual machine. 

 

In Virtual machine name, specify a VM which doesn’t exist in the subscription. 

 

In Resource group, select an existing resource group for the new VM, or create a new one with a globally unique 
name. If you assign a name that already existing, Azure assigns the group the same name as the VM. 

 

In Virtual network, select the VNet in which the VM will be placed. All VNets associated with the subscription are 
displayed. Select the subnet. The first subnet is selected by default. 

 

In Storage Location, specify the storage type used for the VM. 

https://docs.microsoft.com/en-gb/azure/backup/backup-azure-arm-restore-vms#select-a-restore-point-for-restore
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In Restore configuration, select OK. In Restore, click Restore to trigger the restore operation. 

Create new-Restore disks 

 

In Restore configuration > Create new > Restore Type, select Restore disks. 

 

In Resource group, select an existing resource group for the restored disks, or create a new one with a globally 
unique name. 
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In Storage account, specify the account to which to copy the VHDs. Make sure the account is in the same region as 
the vault. 

 

 
In Restore configuration, select OK. In Restore, click Restore to trigger the restore operation. 

 

After the disk is restored, you can do any of the following to complete the VM restore operation. 

 

Use the template that was generated as part of the restore operation to customize settings, and trigger VM 
deployment. You edit the default template settings and submit the template for VM deployment. 

You can attach the restored disks to an existing VM. 

 

You can create a new VM from the restored disks using PowerShell. 

 

Replace existing disks 

 

Use this option to replace existing disks in the current VM with the selected restore point. 

 

In Restore configuration, click Replace existing. 

 

 

https://docs.microsoft.com/azure/virtual-machines/windows/attach-disk-ps
https://docs.microsoft.com/en-gb/azure/backup/backup-azure-vms-automation#restore-an-azure-vm
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In Restore Type, select Replace disk/s (the restore point that will replace the existing VM disk or disks). 

 

In Staging Location, specify where snapshots of the current managed disks should be saved. 

 

 
Track the restore operation 

 

After you trigger the restore operation, the backup service creates a job for tracking the restore operation.  

 

The backup service also creates and temporarily displays the notification in the Notifications area of the portal. If 
you don't see the notification, select the Notifications symbol to view your notifications. 
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Click on the hyperlink of the notifications to go to BackupJobs list. All the details of the operations for a given job is 
available in the BackupJobs lists.  

 

You can go to BackupJobs from the vault dashboard by clicking the Backup Jobs tile, select Azure virtual 
machine to display the jobs associated with the vault. 

 

The Backup jobs blade opens and displays the list of jobs. 

 

 
 

Progress bar is now available in the Restore Details blade.  

 

The Restore Details blade can be opened by clicking any restore job which has status in-progress. The Progress 
bar is available in all variants of restores like Create New, Restore Disk and Replace existing. The details carried by 
Restore Progress bar are estimated time of restore, percentage of restore and number of bytes transferred. 

 

Restore Progress bar details are given below: 

 

Estimated time of restore initially provides the time taken to complete the restore operation. As the operation 
progresses, the time taken reduces and reaches 0 once the restore operation completes. 

 

Percentage of restore provides the data how much percentage of restore operation is completed. 

 

Number of bytes transferred is available in the sub task when restore happens through Create New VM. This 
provides the details of how many numbers of bytes were transferred against the total number of bytes to be 
transferred. 
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Azure Backup Post Deployment OnPrem Use Case 
 

The final two deployment options for Azure Backup are System Center Data Protection Manager (DPM) and 
Microsoft Azure Backup Server (MABS).  Since both are very similar this article will review how to deploy 
MABS.  Except for the small monthly Azure costs, MABS is completely free.  Customers do not need any System 
Center or SQL Server licenses, just a license for the Windows Operating System. 

 

Once Azure is finished provisioning your resources, you can click through to your vault, and go 
to Backupunder Getting Started. Based on the selections you make here, it will recommend one of the various 
Azure Backup solutions. Choose On-premises, and then Files and folders and/or System State. Click OK. 
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The big downside to this process is, there isn’t really an “automatic way” to deploy this solution. It’s a manual install 
per machine, and you’ll need both of these downloads to complete the setup. Use the links for Download Agent for 
Windows Server or Windows Client, as well as the Download button for vault credentials. 

 
 

Select all the files and click Next. Download all the files coming in from the Microsoft Azure Backup download page, 
and place all the files in the same folder. 
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Since the download size of all the files together is > 3G, on a 10Mbps download link it may take up to 60 minutes for 
the download to complete. 

 

MABS Prerequisites 

- Can be installed on any of the following 64-bit Operating systems with the latest Service Packs: 

- Windows Server 2016 (recommended) 

- Installing on Windows Server 2016 allows you to use Modern Backup Storage which provides more efficient 
storage, faster backups, and workload-aware storage. 

- Windows Server 2012 R2 (including Storage server) 

- Windows Server 2012 (including Storage server) 

- Cannot be collocated on any other server role 

- Must be domain-joined 

- Internet Connectivity 

- Can be installed on-premises or in Azure IaaS 

- If deployed in Azure, recommend using A2 Standard sizing or higher 

- If deployed on-premises, recommend using Dual core and 4GB RAM or higher 

- Local storage equal to the size of the total amount being backed up 

- Recommend Local storage pool to be created 1.5 times size of data being backed up. 

- Scratch location of at least 5% of data being backed up to Azure 

- Software requirements 

- .Net Framework 4.6 

- Hyper-V Server Role w/PowerShell 

- SQL Server 2014 SP1 or above 

- Installer comes with SQL 2016 SP1 

 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/downloadcenter.png


34 

Microsoft Azure Backup- Step-by-Step  Tech Data Corp. All Rights Reserved.  

                              

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Installing the software package 

 

Click Microsoft Azure Backup to launch the setup wizard. 
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On the Welcome screen click the Next button. This takes you to the Prerequisite Checks section. On this screen, 
click Check to determine if the hardware and software prerequisites for Azure Backup Server have been met. If all 
prerequisites are met successfully, you will see a message indicating that the machine meets the requirements. 
Click on the Nextbutton. 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/launch-screen2.png
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Microsoft Azure Backup Server requires SQL Server Enterprise. Further, the Azure Backup Server installation 
package comes bundled with the appropriate SQL Server binaries needed if you do not wish to use your own SQL. 
When starting with a new Azure Backup Server installation, you should pick the option Install new Instance of SQL 
Server with this Setup and click the Check and Install button. Once the prerequisites are successfully installed, 
click Next. 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/prereq/prereq-screen2.png
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If a failure occurs with a recommendation to restart the machine, do so and click Check Again. In case of any SQL 
configuration issues, reconfigure SQL as per the SQL guidelines and retry to install/upgrade MABS using the 
existing instance of SQL. 

[!NOTE] Azure Backup Server will not work with a remote SQL Server instance. The instance being used by Azure 
Backup Server needs to be local. In case you are using an existing SQL server for MABS, MABS setup only supports 
the use of named instances of SQL server. 

 

 

 

 

 

 

 

 

 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/sql/01.png
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Manual configuration 

When you use your own instance of SQL, make sure you add builtin\Administrators to sysadmin role to master DB. 

 

SSRS Configuration with SQL 2017 

When you are using own instance of SQL 2017, you need to manually configure SSRS. After SSRS configuration, 
ensure that IsInitialized property of SSRS is set to True. When this is set to True, MABS assumes that SSRS is already 
configured and will skip the SSRS configuration. 

Use the following values for SSRS configuration: 

 - Service Account: ‘Use built-in account’ should be Network Service 

 - Web Service URL: ‘Virtual Directory’ should be ReportServer_<SQLInstanceName> 

 - Database: DatabaseName should be ReportServer$<SQLInstanceName> 

 - Web Portal URL: ‘Virtual Directory’ should be Reports_<SQLInstanceName> 

 

Provide a location for the installation of Microsoft Azure Backup server files and click Next. 

 
 

 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/space-screen.png
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The scratch location is a requirement for back up to Azure. Ensure the scratch location is at least 5% of the data 
planned to be backed up to the cloud. For disk protection, separate disks need to be configured once the installation 
completes.  

 

Provide a strong password for restricted local user accounts and click Next. 

 
 

Select whether you want to use Microsoft Update to check for updates and click Next. 

 

[!NOTE] We recommend having Windows Update redirect to Microsoft Update, which offers security and important 
updates for Windows and other products like Microsoft Azure Backup Server. 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/security-screen.png
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Review the Summary of Settings and click Install. 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/update-opt-screen2.png
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The installation happens in phases. In the first phase the Microsoft Azure Recovery Services Agent is installed on the 
server. The wizard also checks for Internet connectivity. If Internet connectivity is available you can proceed with 
installation, if not, you need to provide proxy details to connect to the Internet. 

 

The next step is to configure the Microsoft Azure Recovery Services Agent. As a part of the configuration, you will 
have to provide your vault credentials to register the machine to the recovery services vault. You will also provide a 
passphrase to encrypt/decrypt the data sent between Azure and your premises. You can automatically generate a 
passphrase or provide your own minimum 16-character passphrase. Continue with the wizard until the agent has 
been configured. 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/summary-screen.png
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Note: if you just downloaded your credentials but the wizard rejects them, suggesting that you should download 
them again and use within two days, check your system clock–and be sure you are syncing to a proper time 
authority. 

 

After your credentials are validated, you will choose or generate an encryption passphrase, and save it to a file (store 
this somewhere safe for your customers, not on the local machine). 
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Once registration of the Microsoft Azure Backup server successfully completes, the overall setup wizard proceeds to 
the installation and configuration of SQL Server and the Azure Backup Server components. Once the SQL Server 
component installation completes, the Azure Backup Server components are installed. 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/mars/04.png
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When the installation step has completed, the product's desktop icons will have been created as well. Just double-
click the icon to launch the product. 

 

The installation of MABS is now complete and ready to be configured for backup operations to Azure.  As previously 
mentions, MABS and DPM are very similar to deploy, but there are differences.  DPM is designed for the enterprise 
customer that already has System Center deployed.  MABS was designed for the smaller customers that do not 
already have System Center.  Our final article in the Azure Backup series will review the configuration process of 
MABS for backup and recovery operations. 

 

Troubleshooting tips 

When checking the prerequisites in the SQL Settings steps, you might encounter the error ".Net 3.5 SP1 is not 
installed on this machine" and "The missing prerequisite (Hyper-VPowerShell) has been installed" if you didn't meet 
the prerequisites mentioned at the beginning of the article. 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/backup/media/backup-azure-microsoft-azure-backup/final-install/venus-installation-screen.png
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Missing prerequisites 

 

During the server registration to the Recovery Services vault, you might encounter the following error: "Invalid vault 
credentials provided. The file is either corrupted or does not have the latest credentials associated with recovery 
service." This error may occur for one of the following reasons: 

 

You might have downloaded the vault credentials from more than two days ago. In this case, you need to 
redownload the vault credentials and use the new downloaded file. 

 

The vault credentials file is located at a network location. You need to change it to a local path. 

 

The folder C:\Windows\Temp contains more than 60,000 files. You then have to delete some of the unneeded files 
to free up space for the Azure agent. 

 

The date and time of your server are incorrect. 

https://4sysops.com/wp-content/uploads/2018/07/Missing-prerequisites.png
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Invalid vault credentials error 

 

During the installation, you might face some of the following issues: 

 

Setup could not update the registry metadata. This update failure could lead to overuse of storage consumption. To 
avoid this, update the Resilient File System (ReFS) trimming registry entry:  

 

Set the SYSTEM\CurrentControlSet\Control\FileSystem\RefsEnableInlineTrim dword value to 1. 

With the above issue, you also have to create the registry key SOFTWARE\Microsoft Data Protection 
Manager\Configuration\VolSnapOptimization\WriteIdswith an empty string value. 

 

 

Enable System State Backup (recommended) 

 

NOTE: If you want to include the System State (critical for Domain Controllers), then at the time of this writing you 
will need to create a new registry key as follows: 

 

Create a new REG_DWORD value 
called TurnOffSSBFeature in HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Azure 
Backup\Config\CloudBackupProviderand set the value to 2. 

 

https://4sysops.com/wp-content/uploads/2018/07/Invalid-vault-credentials-error.png
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Be sure to restart the Microsoft Azure Recovery Services Agent (obengine) service before configuring your backup. 

 

 
 

Configure the MARS Agent Backup Schedule 

 

The Microsoft Azure Backup console will look very familiar to most Windows Admins (it has an uncanny 
resemblance to Windows Server Backup. Click Schedule Backup to begin. 
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Step through the wizard adding the items you need to protect. You will notice that there is an option for System 
State now! 
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Although many small businesses will be okay with one backup per day, it is always a good idea to go through a 
downtime tolerance exercise with your clients, to ensure that you are on the same page about RPO and RTO when 
designing a backup & disaster recovery solution. We can configure a maximum of three backups per day here. 
Click Next. 
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As I mentioned, retention options have grown substantially and is one of the reasons we are seeing more adoption 
of this service in the SMB / SME space. Modify the default values as needed, then click Next. 
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Most of us will just choose to upload the backup directly from the server into the Azure cloud, however, some folks 
may choose to pre-seed the data in Azure by sending physical media (so that you only have to upload incremental 
changes over the wire). There is an offline option here with a link to further instructions, but otherwise just accept 
the default: Automatically over the network. Next. 
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And just like that, you’re done. Review your selections and click Finish. 
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Setup Notifications 

You might want to setup notifications on your backup jobs. Return to your Azure Recovery Vault in the Azure Portal. 
Scroll down to find Alerts and Events. Then click on Backup Alerts. 
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On this next page, just click Configure Notifications. 
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Now pick the settings appropriate to your need, and Save at the top. 
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All done. See below for an example of a notification alert which I have received on this backup agent. 
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2. Azure Notions  
 

    

    

   

   

 

 

 

Infrastructure Design Overview of Azure Backup 

 
 

Azure Backup OnPrem to Azure 
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Azure Backup Azure  
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