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1. Tech Data Site Recovery Step by Step

1.0 Things to know prior to using this Guide

* You would need to familiarize yourself with this document prior to divingin.

* Allthe Screen Shots in this Guide are for reference only.

*  This Guide will assist you with the deployment of the Azure Site Recovery Bundle in an
Azure CSP subscription that was purchased through the StreamOne Portal.
In depth training on Azure is outside of this guide.

*  Accessing the Azure Site Recovery in Azure
You would need to login to the Azure portal to get the IP address
»  https://portal.azure.com
* Youwould need to login using the same user name and password as the one created in
StreamOne and what was emailed to you.
* Forexample: john.doe@contoso.onmicrosoft.com
* It will give you a one-time password and you will need to changeit.
* Toaccess the Azure Backup, you must ensure you have the Login and
Password that were created during the StreamOne ordering process.
= If you were not the person who accessed the StreamOne ordering portal to do the
purchasing, please get with that person and obtain the user login and password that were
initially created.
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1.1 Azure Backup on Azure deployment.

Connect to StreamOne Cloud Marketplace:

Reseller Resource Center | Reseller Portal | Contact | Cart =

NE

y orderi ic of TECH DATA FINLAND OY EI TILAUKSIA Change Reseller
m Browse By Categories Browse By Vendor

@ BitTitan D Emlgmud /

Better margins for you, better experiences
for your customers

Notifications

Dear reseller, We are pleased to announce that StreamOne is now live in Slovakia. With this addition the
platform reaches now 17 European countries, strengthening the TD Cloud presence in Europe.

— ViE\ved idiusleke

>Go back to Tech Data

Explore Resources

Office 365 Enterprise Sass UAT TEST Sprint 3.30 SaaS
Microsoft Microsoft >Reseller Portal
Office Application Cloud Storage
3] - — Advertisement
Microsoft Azure 1aaS/PaasS Automation_MSP_Listing_FIN SaaS
Microsoft oneQATest
Business Intelligence Cloud Storage
Kéyttéohjeet

BitTitan Cloud Enablement Services SaasS Microsoft Annual Billing SaasS y ] X
SitTitan Microsoft kohta kohdalta suomeksi!
Encryption Email Archiving
Automation Listing FIN Saas Cisco Spark — Prepaid Annual SaasS
oneQATest Cisco
Migrations Tools Communications
Cisco Spark— Monthly SaaS Intercompany Test SaasS
Cisco IBM Softiayer US ER
Communications Cloud Storage

MANUAL

You can search for the Microsoft Azure SKU in Most Viewed, browsing by Categories or Vendor, or
directly searching for it in the search field:

Reseller Resource Center | Reseller Portal | Contact | Cart &

You are currently ordering for Aida Dzinovic of TECH DATA FINLAND OY EI TILAUKSIA Change Reseller
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Click on Microsoft Azure:

Reseller Res

You are cunenﬂy ordering for Aida Dzinovic of TECH DATA FINLAND OY EI TILAUKSIA Change Reseller

Browse By Vendor

Home Browse By Categories

PRODUCT SEARCH RESULTS FOR "Azure

laaS/PaaS

Microsoft Azure

Microsoft

isresenf Microsoft Azure is a market leading cloud piatform that enables you to

M‘(’rOSO“ quickly build, deploy, and manage applications across a global network CLICKCEOR DETAR.S |
Azure of Microsoft-managed datacentres. Microsoft provides Cloud

nfrastructure as a Service, Application Platform as a Service, and
Cloud Storage Services

With Tech Data, you can sell the complete Azure experience. This
covers everything from assessing cloud readiness to spinning up a2 VM
instance. and migrations to ongoing management of assets. Tech Data
have partnered with NetEnrich sllowing resellers to offer white-labelled
services for Azure

Details Screenshots

Click on "ADD TO CART" button of registration SKU:

by Microsoft

Microsoft Azure is a market leading cloud platfmm that enables you to quickly build deploy and manage
applications across a global network of Cloud
as a Service, Application Platform as a Service, and Cloud Storage Serwces

\Mlh Tech Data you can sell me complete Azure expenence This covers everything from assessing cloud
fo upaVl , and mig| to ongoing management of assets. Tech Data have
with P il a||owmg to offer white-labelled services for Azure

View Features

This product will be provisioned directly to your end user.

Shop by Product Name

Search: [ Clear Filters Display: 10
Name s Register

Azure Account Creation
TD# SK8387 MFR#: MS-AZR-0145P
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Click on "View Cart" button:

@ ltem Added to Cart

The item was successfully added to your cart.

Cart: 1 ltem

Azure Account Creation Based On
Usage

Total: €0,00

Click on 'Proceed to Checkout' button:

Your Shopping Cart

Quantity Date Added Product Number Product Details Payment Details
07/05/2018 TD# SK838T Microsoft Azure Per month, Bazed on Based on ~ Remove
e MS-AZR- Azure Account beginning on: Usage Usage
0145P Creation Details 27/05/2018*
Total £0,00

*** The prices shown here are subject fo change. See the Order Summary page at fime of checkout for the actual unit pricing.

Our billing cut date is by the 27th of each month. Your account will be activated from the day of purchase and you will be
charged on a monthly basis depending on your consumption. You can cancel the subscription at any given time from the
Reseller Portal.

There is currently no end user assigned to this order. Click "Proceed to Checkout’ to assign one.

PROCEED TO CHECKOUT
CONTINUE SHOPPING SAVE FOR LATER CREATE QUOTE
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Fill End User information or select any end user using your email and click on "Continue to
Configuration" button.

The following products require end user information: *indicates a required field

» Azure Account Creation

Please select or enter an end user for the products above:

Select From Address Book

Company Name=™*
| Techdzata France I

First Mame:* Last Mame=* Title/Position:

| alexandre I | Mmoreaux J | Cloud Architect

Phone Mumber

| 0644892378 |

End Customer Emnail-~ @ This emsil address MUST be associated with the end

r N oustomes domain to:set up the sconunt propery. 1 you do
| alexandre. moreauxi@techdata.com J notv

Confirm End Customer Email -+
|a|acsndre.mnresum@techdata.mm J

Address Line 1-*

| 142 Avenue Stalingrad J

mL'rEZ )
|_ J
|. Colombes ‘

Country=" Zip/Code=*

[ France El | 92700 '

Continue to Configuration

I
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Click on "Continue Configuration" button available in Bundle Summary section.
Configuration page should be displayed.

Fill in your Microsoft Partner Network ID.

Click on Create a New end customer Microsoft account button.

STREAM&NE 8 teom
=== Logged inwith ID: 345802 | LogOut
Cart End Customer Info Azure Settings Configuration Payment Summary Complete
< Return to Shopping (3) Sales and Customer Support: 358 20 1553 694

Microsoft Partner Network ID

Please verify your MPN ID:*

1570826 Change

End Customer Microsoft Account

Transferring an Advisor, Open or
Which end customer Microsoft account would you like to use Trial account to CSP?
for this order?”

n Transfer an Advisor, Open, or Trial account LSS
> Authorisation steps
u Create a New end customer Microsoft account

Please enter a new primary domain name:
(¥) Good news: this domain is available

williamtestopenshift.onmicrosoft.com

Change

n Existing end customer Microsoft account

Enter any unique domain name and click on Check Availability button.

I
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Select "The End Customer email" radio button from the "Account Administration" module.

Or select "l will administer the account" radio button from the account administration module and enter

the Delegate admin email ID.

Microsoft Partner Metwork 1D

Please verify your MPN ID-*
1570526 Chang=

End Customer Microsofit Account

Which end austomer Microsoft account would you like to use Trial account to CSP?
for this order™

n Transfer an Advisor, Open, or Trial account

u Create 2 New end customer Microsoft account

Please enter 2 new primary domain name:
Good neves this domain iz available
MetappOMNTAR onmicrosoft.com
Change

n Existing end customer Microsoft account

Account Administration

Who should receive the acoount credentials?
@ The End Customer {alexandre moreaudgtechdata.com)

O | would like to specify a custom account email address

Click on "Continue to Payment" button.
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Enter Reseller PO number.

p B Checkout

STREAM&ENE d inwith ID:

Software 2 emand = WRERHEES

Cart End Customer Info Azure Settings Configuration Payment Summary Completd

< Return to Shopping (3) sales and Customer Support: £358 20 1553 694
(¥) Purchase Order Info (©) Payment Method

Reseller PO Number:* Your default payment method will be used:=*

[ 123456789 ] @ Terms

End User PO Number:

[ )

y sed on usage. We will temporarily block
€500,00 from your account to guarantee initial consumption expenses
coverage.

Continue to Summary

e

You are about to buy some products b

Click on "Continue to Summary" button.

S
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Verify the information shown and click on "Place Order" button.

(+) End Customer Information Chanze () Configuration Change
Techdata France MetApp OMTAP Cloud:
Wiest Europe

glexandre moreauwx

142 avenue de Stalingrad
Colombes, 92700 France
glexandre moreaux@techdata.com

Microsoft Accourt Domain:
MetappOMTAR onmicrosaft.com

Credentials will be sent to;
glexandre moreauxigtechdata.com

i) Order Summary Edit Cart
Quantity  Product Price Each Total
1 Azure Account Creation Basedon Based on
Uzzge Uzage

Microsoft's cloud platform, 2n industry leader for bath infrastructure...
Yauwill be billed based on account usage

r
Have 3 proma codes Total-€0,00

(. )&n

i) Payment Method Change (+] Terms and Conditions

Reseller PO Number: «| |haveread and agree to the Reseller

123436787 rarketplace Terms™
Payment Method:
v | | haveread and zgree to Vendor Terms For
Terms Microsaft®
Place Order
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Your order should be complete.

(® Order Complete

Order #5000186786

Thank you for your business.
Your order is currently being processed.

To check the status of your order please visit the Reseller Portal and view Order Tracking

When we have completed processing your order:
- An email will be sent to your end user with getting started instructions,

Order Summary

Order Date: 15-06-2018 02:48 PM CEST

Reseller PO #: 123456789

Sold To: End Customer Information:
Tech Data Ltd DEmo

Wessex House, Oxford Road Chineham Business Park alexandre moreaux

Newbury, RG14 1PAGB 142 avenue de Stalingrad

1111111111 Colombes 92700
arun.rana@techdata.com France

alexandre.moreaux@techdata.com

Items Purchased

Qty M/Part# Vendor Description Date Promo Each Total
1  td-getting-star Microsoft = Azure creation sandbox 15/06/2018 Basedon  Based onusage
ted-ms-azure-ia usage
as
Total £0.00

.
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You should receive an email with your Microsoft Subscription Informations:

Dear alexandre moreaux,
Your Microsoft account has been setup.

Please continue to https://login.microsoftonline.com and login with the username and password below for your Office 365 subscriptions.
For Azure, please use https://portal.azure.com/

L admin@alexandreNETAPP2.onmicrosoft.com

Password: [X3JNu(3

Your Subscriptions:

Name Quantity

Azure Account Creation 1

Now click on Reseller Portal, then Customer Admin. Look for your Customer and click on laaS/PaasS.

Reseller Resource Center | Reseller Portal | Contact | Cart

D TechData StreamOne" Cloud Marketplace

You are currently ordering for Aida adzinovic of Tech Data Change Reseller

Home Browse By Categories Browse By Vendor

Welcome Tech Data 703212 Address Book | [N
Home Page
Customer Admin
Orders
Insights
show | 100 | entries Search: |ryan.b
Company $ Email $
|
Address Book SaaS 1aaS/Paas [ Bmng ] [ ouotes | [ companyinfo | | Carts |
Opportunities Showing 110 1 of 1 entries (Filtered from 37 total entries)
First | Previous | |1  Next | Last
My Profile

Then Click on Modify:

. ———————

Microsoft Azure Backup- Step-by-Step Tech Data Corp. All Rights Reserved.



S Microsoft

14

both

as-a-service
and
platform-..

infrastructure-

TechData|

16/01/19 S000260371 StreamOne |Microsoft MS-AZR-
05:52:PM CET | Sandbox 0145P

SK7608 azrhos11td Azure

Account
Creation
Microsoft's
cloud
platform, an
industry
leader for
both
infrastructure-
as-a-service
and
platform-

Showing 1 to 12 of 12 entries

Cancelled laaS/Paa$ Applications

Then click on “Click to Configure”:

First | | Previous = 1) | Next | | Last

e

Home  Browse By Categories ~ Browse By Vendor
Welcome Tech Data 703212 |Address Book
Home Page
Orders. Status of Subscription Current Billing Cycle Current Budget Subscripf
Active 12/01/2019 - 11/02/2019 £0.00 £(
Insights
Recurring Billing
_ Usage Threshold Notification at: 0% ([0}
Address Book
Opportunities
My Profile Beseller Information Fnd User Information
Reseller PO#: 1234 End User F
1siness Par
Subscription Settings
Domain: azrhos11td
Subscription name: Microsoft Azure ([
Order # Vendor Name Delegate Manage Status § Created Or
000260371  Micr 16/01/2019
Sandboy Depste - = 5:22 PM CET

Microsoft Azure Backup- Step-by-Step

tion Usage
) 00

Disclaimer: Data updates every

24 hours

Need to access your end Ib
user's subscription

Modified On

View Steps

Tech Data Corp. All Rights Reserved.
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Location

Select data center location

North Europe

Resource Group Name:

ASR

Advanced Bundle Settings

Name of Recovery Services Vault

AzureSiteRecovery

Storage Replication for Recovery Services Vault

@ Locally Redundant Storage (LRS)

() Geo-Redundant Storage (GRS}

 oevior o |

ASR post deployment with Hyper-V Source

Register your Hyper-V host(s)

On-premises

Make sure the host is running Windows Server 2012 R2 or above.
Download the Agent

The installer for the Microsoft Azure Site Recovery Provider.

Download the vault registration key to register the host in a Hyper-V site

The AzureSiteRecoveryProvider.exe download has completed. Run Open folder View downloads

This download is replication agent to Azure and need to be installed on the Hyper-v
Server

GETTING STARTED

& Backup

& Site Recovery —

IVIICTOSOTT AZUre bdCKup- dtep-pny->tep lech Data Corp. All Rights Reserved.
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GEMNERAL

Step 1: Prepare Infrastructure

Step 2: Replicate Application

Step 3: Manage Recovery Plans

Selecting the Site Recovery and start with Step 1

X Prepare infrastructure 0 X Protection goal

Where do you want to replicate your machines
Yd

! to?
1 Pratection goal o LT

_— v

GENERAL Select o fre

- - Are your machines virtualized?
@ Step 1: Prepare Infrastructure ¥o '

Yes, with Hyper-V v
& Step 2: Replicate Application

Are you using m Center VMM to manage
B Step 3: Manage Recovery Plans > your Hyper-\
No

W

In this step We select our Protection goal select To Azure, and select Yes, with

Hyper-V. Select No to confirm you're not using VMM.

16 l
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m Microsoft

Prepare infrastructure
Protection goal
Hyper-V VMs to Azure

Source

Prepare

Prepare source

o= Hyper-VSite ==

Step1: Select Hyper-V site

(0 sites found) Click on +Hyper...
. Site in the command bar above

to add a site.

Step 2 : Ensure Hyper-V servers are added

Complete previous s

We need to create a Site of this hyper-v server.

D TechData |

Create Hyper-V site

MName

This is a Cosmetic name and points to the Hyper-v server or servers, if this is a Test server

then this should be HVtest etc.

Prepare infrastructure
Protection goal
Hyper-V VMs to Azure

Source

Prepare

Prepare source S =
== Hyper-vSite  =fm Hyper-V Server

+/ Step1: Select Hyper-V site

Hyper-V Site

Single-HV01

Step 2 : Ensure Hyper-V servers are added

0 Found... Click on +Hyper-V
server in top command bar to

. add a Hyper-V server to the site.
This may take approximately 15
min to 30 min,

x

Add Server

Server type

Adding Hyper-V server may take 1...
minutes to 30 minutes

Register your Hyper-V host(s)

Make sure the host is running Windows
Server 2012 R2 or above.

Configure Proxy setting and ensure each host
can access the

the installer for the Microsoft
Azure Site Recovery Provider.

Download the vault registration key to
register the host in a Hyper-V site

Download

Install the Provider on the Hyper-V host and
use the registration key to register the host in
the vault.

| need to install the Agent and use the vault keys to connect to Azure. Also downloaded

here

17

Do you want to open or save HVbackupASR_Single-HV01_Tue Feb 07 2017.VaultCredentials (4.42 KB) from portal.azure.com?

Qpen Save | T Cancel

Microsoft Azure Backup- Step-by-Step

Tech Data Corp. All Rights Reserved.
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Installing the Hyper-v Agent

Use the Exe just downloaded and follow the steps.

“ Azure Site Recovery Provider Setup (Hyper-V server) x

Microsoft Update

Microsoft Update offers security and important updates for Windows and other Microsoft software, including
Microsoft Azure Site Recovery. Updates are delivered using Automatic Updates, or you can visit Microsoft website.
@ Installation & On (recommended)
Use Microsoft Update to check for updates.
Off

Do not automatically check for updates.
Microsoft Update FAQ

Microsoft Update Privacy Statement

Next H Cancel

£ Azure Site Recovery Provider Setup (Hyper-V server) X

Provider Installation

Specify where you want to install the Microsoft Azure Site Recovery Provider. This setup will install Azure Site
® Microsoft Update Recavery Provider and Azure Recovery Services Agent on this computer.

— Installation Location  C:\Program Files\Microsoft Azure Site Recovery Provider

18 Use a location be careful if not installing on the C drive and not replication the other -
drive there can be miscommunication in the VM. Better leave this default.

Microsoft Azure Backup- Step-by-Step Tech Data Corp. All Rights

Reserved.
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£ Azure Site Recovery Provider Setup (Hyper-V server) %

Provider Installation

Specify where you want to install the Microsoft Azure Site Recovery Provider. This setup will install Azure Site
® Microsoft Update Recovery Provider and Azure Recovery Services Agent on this computer.

— Installation Location  C:\Program Files\Microsoft Azure Site Recovery Provider Browse

@ Configuring Service
@ Installation of Azure Recovery Services Agent completed

@ Installation of Azure Site Recovery Provider completed

But in case You already played with this or want different naming and started all over the
may be an issue “ the server is already registered”

@ Installation of Azure Site Recovery Provider completed
The server is already registered in vault Hyper-v-ASR. Click Reregister to register it again.

To fix this error and enable the ASR Provider and agent setup to complete successfully,
follow these steps:

Go to the Register
Make a backup of the following registry key:

HKEY_LOCAL_MACHINESOFTWAREMicrosoftAzure Site Recovery

AutoBV I
Azure Site Recovery
..... ProxySettings
> - Registration
— AzureStack

Delete the registry key that you backed up in step 2.

FRestart the Provider and agent setup. —

Microsoft Azure Backup- Step-by-Step Tech Data Corp. All Rights Reserved.
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£ Microseft Azure Site Recovery Registration Wizard X

Vault Settings...

‘ Select the registration key file you downloaded from the Azure Site Recovery portal and specify vault settings. Learn More

Key file
@ Proxy Settings

@ Registration Subscription
Vault name

Hyper-V site name

Use the downloaded Keys and import them.

£ Microsoft Azure Site Recovery Registration Wizard »

Vault Settings...

— Select the regitrabion key file you downloaded from the Azure Site Recovery portal and speafy vault settings, Learn Maore
HVbackupASR_Single-HV01_Tue Feb 0T 2017.VaultCredentials

Key file

@ Proxy Settings

L ] Flegistration Subscription BadBd95c-a131-4f8-b2e8-ccBocc BT 5acl
Vault name HVbackupASR
Hyper-V site name Single-HVN

Microsoft Azure Backup- Step-by-Step Tech Data Corp. All Rights Reserved.
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> AudioCompressionManage A || Name Type Data
? AuthHost T e REG_SZ T (value not set)
< :zu::f::e Recovery "';AcsCeniﬁca(ePrivateKtyContainevName REG_SZ {40F2C3E9-9CT71-465C-9F6B-549D47A28FF8}
ProxySettings "’; AcsCertificateThumbprint REG_SZ F3168AE689D318ADEOFFID3EREASTAEAOTEIFSFS
Registration bl AcsUd REG_SZ https://wepod0lidimachine54.accesscontrol.windows.net
s AneStack ab) AudienceUrl REG_SZ http://windowscloudbackup/m3
$ BaselineConfigurationAnal ?-{Channellntegrityl(ey REG_BINARY 010000 00 d0 8¢ 9d df 01 15 d1 11 8¢ 72 00 c0 4f c2 97 eb 01
5 BestPractices %3 ChannelintegrityKeyTokenLifetime REG_DWORD 0x00000150 (336)
N Bidinterface b Containerld REG_SZ cloud_b56658cf-5f06-5a43-8328- 77532146474
CallAndMessagingEnhance ‘b.; DRARegistered REG_SZ True
Cellular 2] DraVersionBackup REG_SZ 5.1.2000.0
> Chkdsk ab) Fabricld REG_SZ b56658¢f-5f06-5a43-8328-7¢7532146474
ClipboardServer b FriendlyName REG_SZ Hyperv1201.mvp.local
> Code Store Database b |sAadAuthType REG_SZ False
> CcoM3 b) OrgldUserName REG_SZ HVbackupASR
Command Processor ab) Resourceld REG_SZ 8533770143790787569
CommsAPHost ab|ResourceName REG_SZ HVbackupASR
Communicator ab)SiteName REG_SZ Single-HVO01
s csat :

Checking the Register you can see that the key is valid and all the info is there.

" Microsoft Azure Site Recovery Registration Wizard b4
Proxy Settings...
Specify how the Provider running on the server connect to Azure Site Recovery, Connectivity will be verified when
W Vol Settings you dlick Next.
_ Click neeit 1o check conmectivity with Azure Site Recovery Service.
& Registration

® Connext directly to Azure Site Recovery without a prooy senver
) Connect to Azure Site Recowery using a proxy sener

preous | [ Hest ] [ Cancel |

21 .
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Micresoft Azure Site Recenvery Registration Wizard

Registration

& Vpult Settings

& Proxy Settings

) The server was registered in the Azure Site Recovery wault

Firuth

And the installation is done. It can take some time to add the server to Azure maybe

several hops back and forth to the menu
Prepare source
+ Hyper-V Site + Hyper-V Server

" Step1: Select Hyper-V site

Hyper-V Site
Single-HVO1

Step 2 : Ensure Hyper-V servers are added

0 Found... Click on +Hyper-V
server in top command bar to

. add a Hyper-Y server to the site.
This may take approximately 15
min to 30 min.

22
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v [1] OBRecoveryServicesManagementigent.exe 0% 13.1 MB
., Microsoft Azure Recovery Services Management Agent

You can see the process running in the Task manager.

Prepare infrastructure Prepare source - B X|

HVback HVba

+ Hyper-V Site + Hyper-V Server

v/ Step1: Select Hyper-V site
Protection goal

Hyper-V VMs to Azure Hyper-V Site
Single-HVO1

Source
Prepare v/ Step 2 : Ensure Hyper-V servers are added

Hyperv1201.mvp.local

Jumping back and to the step 2 you can see the Hyper-v server is added to the Vault.

23 l
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Prepare infrastructure

HVbackupASR

Protection goal
Hyper-V VMs to Azure

Source
Single-HV01

Target
Prepare

D TechData |

Target

R

+ Storage account + Metwork

+ Step 1 : Select Azure subscription

Subscription @

Developer Benefit MVP

Select the deployment model used after
failover ®

Resource Manager

/' Step 2 : Ensure that at least one compatible
Azure storage account exist

Storage account(s) @

Found 2 compatible Azure storage accounts
out of 2 available in the subscription

" Step 3 : Ensure that at least one compatible

Azure virtual network exist

Metwork(s) @

Azure-ASR-Vnet

Added a storage account and a network. If this is not the storage account or network you
want no worry you can change this before the replication starts.

Target

+ Storage account + Network

Check this if you want a new account or different network.

24 -
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Replication policy

+ Create and Ass... =k

Step 1 : Ensure 'Single-HVO01' is associated to at least one replication policy

No replication policies exist. Click '+Create and Associate' button on top to create a
replication policy and associate ‘Single-HVO01' to it.

Next step would be creating a replication policy.

Create and associate po... — B X

Name @

hvasr-pol0l

Source type @

Target type @

30 Seconds
5 Minutes
15 Minutes

Recovery point retention in hours @
2

i

App-consistent snapshot frequency in hours ®
1

Initial replication start time @

Immediately

Associated Hyper-V site @
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In Create and associate policy specify a policy name.
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In Copy frequency specify how often you want to replicate delta data after the initial
replication (every 30 seconds, 5 or 15 minutes).

In Recovery point retention, specify in hours how long the retention window will be for
each recovery point. Protected machines can be recovered to any point within a window.

In App-consistent snapshot frequency specify how frequently (1-12 hours) recovery
points containing application-consistent snapshots will be created.

Hyper-V uses two types of snapshots — a standard snapshot that provides an
incremental snapshot of the entire virtual machine, and an application-consistent
snapshot that takes a point-in-time snapshot of the application data inside the virtual
machine.

Application-consistent snapshots use Volume Shadow Copy Service (VSS) to ensure that
applications are in a consistent state when the snapshot is taken. Note that if you enable
application-consistent snapshots, it will affect the performance of applications running
on source virtual machines.

Ensure that the value you set is less than the number of additional recovery points you
configure.

In Initial replication start time specify when to start the initial replication. The replication
occurs over your internet bandwidth so you might want to schedule it outside your busy
hours.

Prepare infrastructure Replication policy

+ Create and Ass...

+/ Step 1: Ensure "Single-HV01" is associated to at least one replication policy

Protection goal
Hyper-V VMs to Azure Replication policy @

asr-polll

Source ® Successfully created replication policy
Single-HVO1
cessfully associated 'Single-HV01' to replication policy

Target

Azure

Replication settings

Prepare
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As you can see the policy’s are applied but you can create multiple but you can use only
one at each site.

R

Prepare infrastructure Capacity planning
HVbackupASR HVbackupASR

Site Recovery performs optimally when sufficient
network bandwidth and storage are provisioned.
Allocating insufficient capacity can lead to
replication issues.

Protection goal
Hyper-V VMs to Azure

and run the capacity planner to
accurately estimate network bandwidth, storage
and other requirements to meet your replication
needs.

Source
Single-HVO1

Have you completed capacity planning?

Select

Replication settings
hvasr-pol01

Capacity planning
Select

Allocating insufficient capacity can lead to replication issues. Site Recovery provides a
capacity planner to help you allocate the right resources for your source environment,
the site recovery components, networking and storage.

You can run the planner in quick mode for estimations based on an average number of
VMs, disks, and storage, or in detailed mode in which you'll input figures at the workload
level.
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Get the Azure Site Recovery Capacity planner here : Download

Capacity Planner

INPUTS QUTPUT
e o ——— I ————
Select your scenario | HvReEr-V 1o Azure = Bandwidth required for delta replication (in Megabits/sec) 200 Mbps
Total nurmber of wirtual machines 100| Bandwidth required for initial replication (In Megabits/sec) b 180 Mbps | Adjust B18,819 to suit available bandwidth
Average number of VHDs per virtual machine 2 Bandwidth refiers to dedicated bandwidth for replication.
Average size of VHD (in GBs) 300 Azure requirements .
Awverage utilization per disk [3) Storage required (in GBs) 43400
Total data 1o be replicated (in GBs) Total HOPS on standard storage accounts b 3186
Number of standard storage accounts required b 5
Nurmber of Blob disks required 1 200
Number of premium storage sccounts required b 0
Total IOPS an premium storage accounts b 0
Amount of data Xiered per day (in GBs)
Retention Inwu‘ Other Infra requirements. o
Number of recovery points Number of Configuration Servers required NA
Imitial Inputs| Number of additional Process Servers required 1 MA|
Nurmiber af hours in which initial replication for b
the batch of virtual machines should complete 16| 100% additional storage on the Source BO000)
Number of virtual machines per initial le-pliu:im‘
batch 3

A quick overview of the Azure Site Recovery Capacity planner

If you skip this or thinking this will be fine I'll show you later what can happen.

Prepare infrastructure

rce

Single-HVO1

Target

AZure

Replication settings
heasr-pol0l

Capacity planning

| have done it

Now that all steps are completed in the ASR infrastructure we can start

. ———————
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Enable replication Source
HvbackupASR H k

Select your source environment

Source

Source by On-premises
Configure

Source location ®

Single-HVO1

The replication can’t be Throttled only for backup operations you can Enable internet

bandwidth usage throttling.

Target
Configure

Target - 0O X

Choose virtual network

r target settings for recovery

Target @

These are the virtual networks in
the selected subscription and

Subscription ® location "West Europe’.

Post-failover resource group @

ASRO1

+ Create new

Azure-ASR-Vnet
Post-failover deployment model ® - S

Storage account @
hvasr01

Azure network @

Configure now for selected machines.

Post-failover Azure network @

Select

Subnet ®

Selecting the Right networks for the replicated VM's and subnets and the correct Storage

account.
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Target
Select your target settings for recovery

Target ®

Subscription @

Developer Benefit MVP

Post-failover resource group @

ASRO1

Post-failover deployment model @

Resource Manager

Storage account @

hvasr(1

Azure network @

Configure now for selected machines.

Post-faillover Azure network @

Azure-ASR-Vnet

Subnet @

ASR (10.0.0.0/16)

Next is selecting what VM's | need to replicate. If there is no VM list then there is
something wrong with your connection.

. ———————
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Source o o Finished retrieving data.
GENERAL Single-HVO1

@ Step 1: Prepare Infrastructure

Target

& Step 2: Replicate Application Azure MVPSCORCH12

E Step 3: Manage Recovery Plans MVPAZHFS01
Virtual machines Windows 2012 WDS live
MVPRAS0T

Windows 2016 DC Live

MVPGWO02
Windows 2012 DC Live
ex2010

tstegl161

Selected virtual machines

0

v MVPNLB504

v MVPNLB502

Enable replication X Configure properties

Source A Selected Virtual Machines (1) has non supported name format. Please enter a valid name.
Single-HV01

DISKS TO REFLICATE
Target

Azure Defaulbts Heed to select per VM Heed to select per VML Fixx peer VM
MVPNLBS01 Select MVPMLES0

Virtual machines )

4 Selected MVPNLBS02 Select MVPHLES02

MVPNLBS0S elact Select MVPNLES04

Properties > Windows 2012 WIS live £ Select Windows 2012 WDS 1 (8 .,
Configure properties
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Selecting a few VM's you can see even the names can be changed to the right Azure style
or if there a characters in the name that are not supported.

Configure properties

‘ Selected Virtual Machines (1) has nen supported name format. Please enter a valid name.

Defaults Select

MVPNLES0T Windows

MVYPMNLES02 Windows

MVPMNLES0S Windows

Windows 2012 WDS live Windows

05 DISK

Meed to select per VM.

MVYPNLES01

MVYPNLES02

MVYPHLES0S

Windows 2012 W...

you can select what disk you want and what to skip.

All Disks [17] v  MVPNLE504

MVPNLB504-1 [1000 GB]

MVPNLB504-10 [1000 GB]
MVPNLB504-11 [1000 GB]
MVPNLB504-12 [1000 GB]
MVPNLB504-13 [1000 GB]
MVPNLB504-14 [1000 GB]
MVPNLB504-15 [1000 GB]

v
o
v
v
L
o
v
v

MVPNLE504-16 [1000 GE]

_After these final steps we are ready to replicate

32
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DISKS TO REPLICATE

Meed to select per V.
Al Disks [17]

S ————
All Disks [17]
All Disks [17]

Al Disks [2]
— ]

TARGET MAME
Fix per VM
MVPMLESO
MVPNLES02
MVPNLE S04

Windows2012WDS
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Enable replication O X Configure replication settings

Replication policy
Source
Single-HVO01 hvasr-pol01

Copy frequency S Minutes
Recovery point retention 2 Hours

App consistent snapshot frequency 1 Hour

Virtual machines

Initial replication start time Immediate
4 Selected P Y

Encrypt data stored on Azure Off

Properties g VMM settings Not configured
Configured

Replication settings

Configure replication settings

In a quick overview we can start the replication.

U Refresh + Replicate =2 Columns

Search (Ctrf+4 Last refreshed at: 2/7/2017 4:46:50 PM

B Automation script
Finished loading data from senvice.

GETTING STARTED

&' Backup

ACTIVE LOCATION
& Site Recovery

Windows 2012 WDS live Single-HVD1

MONITORING AND REPORTS MYPNLESO4 Single-HV01

bals MVPNLBS02 Single-HVO1

Al
erts and Events MVPMLESO1 Single-HV01

POLICIES

B Backup policies

PROTECTED ITEMS
W Backup items

W Replicated items
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The replication is started and as you can see here comes the ASR Capacity planner.

STATUS ACTIVE LOCATION
012 WIS live @ 0K 0% synchronized Singhe-HWO1
MVPNLBS0S & 0K 0% synchronized Singbe-HVO1
MVYPNLBSO2 & 0K 0% synchronized Sangle-HWO1

MYPNLESON MK 0% r]'ru:hr-:jnlzc-::l 'E.lngfq Hyo1

ACTIVE LOCATION

Windows 2012 WDS live @ OK Protected Single-HV01

MVPNLE504 ) 40% synchronized Single-HV01

MVPMNLB502 @ 0K 39% synchronized Single-HV01

MVPMNLE501 @ 0K % synchronized Single-HVO1
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Window WDS live # _ MO %
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Windows
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AZure-ASR-)
AZure-ASHE B Compute and Network
Replication
Health Tt RESOURCE MANAGEMINT
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Status Protected

Latest Recovery
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But As ASR is using ASR you can also drill down on the replica options.

e and Network

Compute properties

PROPERTIES ON-FREMISES MICROSOFT AZURE
SUPPORT + TROUBLESHOOTING

. Diagnose and solve problems Name Windows 2012 WDS live Windows2012WDS

Resource group - ASRO1 bt
GENERAL
Size 1 cores, 1 GE memory, 1 NICs A1 (1 cores, 1.75 GB memory, 1 NICs) w

Il Froperties
MNetwork properties
B Compute and Network etwork propertie

&= Disks > ON-PFREMISES NETWORK ON-PREMISES. SUBNET TARGET NETWORK TARGET SUBNET TARGET IP (OPTIOMAL)

HVMNET Azure-ASR-Vinet W ASR (10.0.0.0/16) v
RESOURCE MANAGEMENT

8 locks

When the replica is done you can change the Azure VM in any way change the network
, VM size the VM can be better than on prem.

Windows 2012 WDS live

tem

Rer

ﬁ} Settings E“i Planned Failover [; Unplanned Fail... 6 Test Failover

Essentials ~

As ASR stands for recovery you can do a test failover or planned. As you are not using
VMM the Azure portal is the Orchestrator for the Failover.
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Test failover

Failover direction

From @

Recovery Point
Choose a recovery point @

Latest processed (low RTO) (2/7/2017 6:1.. w

Azure virtual network @

Azure-ASR-Vnet

It is recommended that for a test
failover you use a network different

A from production network (as
specified under Compute and
Metwork settings of the virtual
machine).

Testing the VM is easy a you can run the VM Side by Side and you can change all the
settings. A great option to get started with Azure.
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ASR post deployment with VMware Source

ft AZure RecoveryServicesVault - Site Recovery » Prepare infrastructure > Protection goal /O Search resources
UIH RecoveryServicesVault - Site Recovery # X Prepare infrastructure Protection goal
BRE Recovery Services vaue Recov icesVault RecoveryServicesVault
O Search (Ctri+) Filter settings These are long running tasks done on-premises. * Where are your machines located?
On-premises v
L - 2 FOR ON-PREMISES MACHINES
& Overview A . .
1 Protection goal -7, * Where do you want to replicate your machines
o €4 Prepare Infrastructure > VMware VMs/physical servers t... to?
B Activity log To Azure v
L1} 5
&M Access control (IAM) FOR ON-PREMISES MACHINES AND AZURE VMS * Are your machines virtualized?
Source >
p 2 Yes, with VMware vSphere Hypervisor v
L @ Togs & Step 1: Replicate Application > Prepare
- S “
= K Diagnose and solve problems Step 2 Manage Recovery Plans 5
L] SETTINGS 3
V4 1! Properties
8 Locks 4 Prepare
Q‘ E3  Automation script
B GETTING STARTED 5
& Backup
@ & Site Recovery
€ MONITORING AND REPORTS
o Jobs
# Alerts and Events
@
fifl Backup Reports
0]
. POLICIES
M
[ Backup policies
L
N PROTECTED ITEMS
%2 Backup items
) Replicated items v

Next, we will prepare the source.
We will use the Configuration Server.

This must be installed on Server 2012 R2 on-prem, and will act as a processor to
continuously back up VMs to ASR.

Download the setup and vault credentials in step 3 and 4.

. ———————
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Vault

Prepare infrastructure Prepare source

Rec ySen

These are long running tasks done on-premises. = Configuration Server == vCenter Server type

{ Configuration Server v

~» Step 1: Select Configuration Server
1 Protection goal <
VMware VMs/physical servers t... X Adding Configuration Server may
(Qeervers foynd) felick an take 15 minutes to 30 minutes
+Configuration Server in the
@ command bar above to setup
2 Source > one on your source environment

A reigisii it with fhis vadit Register your Configuration Server

On-premises

Prepare

1. Make sure server on which you plan to set up
Step 2: Select vCenter server/vSphere host the Configuration Server is running Windows
Server 2012 R2 virtual machine

Complete previous step(s).

2. Configure Proxy so that server can access the
Service URLs

4 repare 7 3: e Microsoft Azure Site Recovery

Unified Setup

o
D
m

4. Download the vault registration key

5, ovimen ~

5. Run the installer to set up the Configuration
Server and Process Server and use the vault
registration key to register it with the vault.
Learn more.

6. Run cspsconfigtool.exe to create one or more
management accounts on the configuration
server.

7. If you're protecting VMware VMs make sure
the management accounts have
administrator permissions on the vCenter
server/vSphere host Server/ESXi host from
which you'll replicate virtual machines. Learn
more.

8. If you're protecting physical servers make
sure the management accounts have
administrator permissions on the physical
server.

Run the Configuration Server setup and choose to install the Configuration Server and
process server.

. ————————
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Before You Begin

The Azure Site Recovery Unified Setup wizard helps you to set up protection for workloads running on physical
servers and VMware virtual machines by replicating them to Azure.

@ Third Party Software License

@ Registration (® Install the configuration server and process server

Select this option if you are setting up Site Recovery for the first time,
® Configuration Server Details

® Internet Settings () Add additional process servers to scale out deployment

@ Prerequisites Check Select this option to add more process servers to handle the replication load.
@ MySQL Configuration
® Environment Details
@ Install Location

@ Network Selection

® Summary

@ Installation Progress

| Previous Il Next ” Cancel

Enter the path to the vault credentials you downloaded on the next step.

Registration

@ Before You Begin Site Recovery Registration Key

® Third Party Software License C\Users\Administrator\Desktop\RecoveryServicesVault_Mon Sep 04 2017\

@ Internet Settings

@ Prerequisites Check
@ MySQL Configuration
@ Environment Details
® |nstall Location

@ Network Selection

® Summary

@ |nstallation Progress

Microsoft Azure Backup- Step-by-Step Tech Data Corp. All Rights Reserved.
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Configure a proxy server if you server does not have a direct connection to the Internet.
ASR works directly over the Internet or proxy and does not require a VPN connection to
Azure.

Internet connection

Specify how the Provider running on the server connect to Azure Site Recovery. Connectivity will be verified when
® Before You Begin you click Next.
® Third Party Software License Click next to check for connectivity with Azure Site Recovery Service...

@ Registration

I (®) Connect directly to Azure Site Recovery without a proxy server I

(_) Connect to Azure Site Recovery using a proxy server {only HTTP proxy allowed)
® Prerequisites Check

@ MySQL Configuration
@ Environment Details
® Install Location

@ Network Selection

® Summary

® Installation Progress

Previous ]l Next H Cancel

Check that you pass all prerequisites and continue.

41 ‘ l
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Prerequisites Check

@ Before You Begin Prerequisites Check: Passed: 7, Failed:0, Waming:2, Skipped: 0

® Third Party Software License
® Registration

® Internet Settings

e e —— =

@ 1ySQL Configuration .4 Min Memory and CPU checks Warning
@  Restart pending.  Passed
® Environment Details ‘ Q | Min OS version and Domain Controller check |Passed
@ Install Location @  Checking for required IIS configurations {Passed
‘ o |Checking for incompatible Group Policies | Passed
WibictwarkSkection @ _ Global time sync check Passed
@ Summary ‘ A |Free space requirements | Warning
@  Checking for Static IP Addresses | Passed
® Installation Progress € Checking for Strawberry Perl(v5.8.8) Passed
Previous | | Next | | Cancel

Choose a MySQL password and continue the wizard.

MySQL Configuration

® Before You Begin RS

g g LYY ) o
® Third Party Software License

® Registration
MySQL database (svsystems user) password
@ Internet Settings

secccccse o
® Prerequisites Check
@ Environment Details
@ Install Location Note: Passwords must
@ Contain at least one letter

® Network Selection Contain at least one number

Be between 8-16 characters

Contain no spaces

@
® Summary @ Contain at least one special character (_!@#3%)
) @
@ Installation Progress P

Previous II Next ” Cancel
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Choose yes when asked to protect VMware virtual machines. This may require you to
install VMware tools and the vSphere PowerCLI if they are not already present on the
Configuration Server.

Environment Details

@ Before You Begin If you want to protect VMware virtual machines, Azure Site Recovery need to check for additional components.

® Third Party Software License Do you want to protect VMware virtual machines?
@ Registration @ Yes
® Internet Settings O No

® Prerequisites Check
@ MySQL Configuration

o vSphere PowerCLI 6.0 is installed.
® Install Location

5 0 VMware Tools are installed.
® Network Selection
® Summary

@ |nstallation Progress

Previous J| Next H Cancel

Choose an install location for the ASR Configuration Server and choose the network
interface used for replication traffic on the Configuration Server.

43 .

Microsoft Azure Backup- Step-by-Step Tech Data Corp. All Rights Reserved.


https://i1.wp.com/joshheffner.com/wp-content/uploads/2017/09/asr11.jpg?ssl=1

m= Microsoft D TechData|

Network Selection

@ Before You Begin Select a Network Interface Card(NIC) and Port for receiving replication traffic.

® Third Party Software License Network Interface I Ethernet0 [10.255.252.171] l']

® Registration

5 Port 09443
® |Internet Settings

® Prerequisites Check
@ MySQL Configuration
® Environment Details

@ Install Location

Note : Azure Site Recovery Unified Setup will open two ports for inbound connection on this server.
» Port 443 will be used by a web server which orchestrates replication operations, This port will be opened on
all Network Interfaces assigned to this computer.
» The data transport port specified above will be used to send/receive replication data. This port will be opened
only on the Network Interface selected above.

® Summary

® |nstallation Progress

Previous H Next || Cancel

Allow setup to complete. It should take 15 minutes or so.

Installation Progress

® Before You Begin Currently: Downloading MySQL setup file (approximately 5 minutes)

® Third Party Software License et )

® Registration

® |nternet Settings Steps [ status
@ Prerequisites Check | :’l_)iowr_llqard MySQL - Dmvnloadg
Configuring Internet Information Services features | Pending

® MySQL Configuration Tlnstalllthiird-part»yﬂ components Pendmg

® Environment Details |Install configuration server and processserver | Pending

, | Install Microsoft azure site recovery provider {Pending

® Install Location Install master target server :Pendi{lg
. :Conﬁg_ure master target server | Pending

S Hletwort Sefestion Install Microsoft azure recovery services agent | Pending

® Summary , {Registering with Site Recovery {Pending

| Validating server configuration | Pending
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Save the passphrase generated at the end of the installation.

This will be used as an approval mechanism when ASR agents are deployed. You can also
regenerate the passphrase later if desired.

& Microsoft Azure Site Recovery Unified Setup

Installation Progress =

I." 'n| Configuration Server Connection Passphrase: |
WY Youwill be asked for the connection passphrase when installing agents
on source and target environment,

® Before You Begin
Do you want to copy passphrase to clipboard?

® Third Party Software License

@ Registration ‘

® |nternet Settings

Steps I
® Prerequisites Check @ Download MySQL Done
) . @' Configuring Internet Information Services features |Done
® MySQL Configuration '@ Install third-party components ‘Done |
® Ervironment Detalls '@ Install configuration server and process server 'Done |
@ Install Microsoft azure site recovery provider ‘Done |
® |nstall Location ‘0 Install master target server Pone
. @ Configure master target server ‘Done
® Network Selection @ Install Microsoft azure recovery services agent Done |
® Summary 'a Registering with Site Recovery Done
(a' Validating server configuration Done

When the installation is complete, you will be prompted to reboot the server — do that
before continuing.

After reboot, launch the ASR Configuration tool from Start Menu or just type in
“cspsconfigtool.exe” from command prompt.

. ———————
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Administrator: Command Prompt

icrosoft Windows [Uersion 6.