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1. Introduction

This is a step by step guide for deploying Tech Data SQL Server on Windows Server in an
Azure CSP subscription that was purchased through the StreamOne Portal. Prior knowledge
is required with SQL Server, Windows Server, and Microsoft Azure. In depth training on these
technologies is outside of this guide. Most of the Figures provided in this guide are extracted
from Microsoft online official documentations. Screenshots are taken as an example.

SQL Server on Azure virtual machines enables you to use full versions of SQL Server in the
Cloud without having to manage any on-premises hardware. SQL on Windows includes a SQL
Server 2017 image installed on a Windows Server 2016 and with different version options:
SQL Server 2017 Enterprise Windows Server 2016

SQL Server 2017 Standard on Windows Server 2016

SQL Server 2017 Web on Windows Server 2016

Free SQL Server License: SQL Server 2017 Express on Windows Server 2016

Free SQL Server License: SQL Server 2017 Developer on Windows Server 2016

VVVYVYVYYVY

Azure virtual machines run in many different geographic regions around the world. They also
offer a variety of machine sizes. The virtual machine image gallery allows you to create a SQL
Server VM with the right version, edition, and operating system. This makes virtual machines
a good option for many different SQL Server workloads.

Although itis not a PaasS solution, it provides several advantages such as automated patching,
automated Backup high availability, instant scaling, pay for what you consume, and high-
availability.

The solution provides a validated pre-architected design with the recommended configurations
and the necessary assessment to choose the right version and facilitates SQL Server
deployment. It also provides the necessary deployment documentation and the Performance
best practices for SQL Server in Azure Virtual Machines. Everything is deployed with a simple
click.

Installing SQL server on Azure VMs as an laaS have several advantages mainly in terms of
cost reduction and administration burden as described in Figure 1.
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On premises Hybrid Cloud

NG
Shared /
Lower cost
Platform Software
as a service as a service
Infrastructure Azure SQL Database
as a service Virtualized Databases
SQL Server in Azure VM
Virtualized Machines
Physical SQL Server Private Cloud
Virtualized Machines + Appliances
Ea SQL Server
Qedicated Physical Machines (raw iron) Off premises
Higher cost
Higher administration Lower administration

Figure 1. Advantages of SQL Server as an laaS

A brief description of each image is provided as follows:

SQL Server 2017 Enterprise Windows Server 2016

This image contains the full version of SQL Server 2017 Enterprise edition on Windows Server 2016. SQL Server
2017 represents a major step towards making SQL Server a platform that gives you choices of development
languages, data types, on-premises or cloud, and operating systems by bringing the power of SQL Server to Linux,
Linux-based Docker containers, and Windows. It provides comprehensive capabilities for mission-critical
transactional processing, data warehousing, and real-time business intelligence. It includes the database engine
with support for In-Memory transactional processing and analytics, automatic database tuning and new graph
capabilities for modeling many-to-many relationships. This edition also includes Always On for +99.99% high
availability and read scale-out capabilities. Various layers of protection, including innovative features like Always
Encrypted and Row-Level Security for the highest data protection. SQL Server Machine Learning Services for
integrated advanced analytics with Python and R language support. Includes Integration Services for moving and
transforming data, Analysis Services for data mining and Master Data Services for data modeling.

SQL Server 2017 Standard on Windows Server 2016

This image contains the Standard edition of SQL Server 2017 on Windows Server 2016. Standard edition provides
core data management capabilities for medium-size transactional processing and data warehousing. It includes
the database engine with a basic version of Always On high availability and Row-Level Security. Includes
Management Studio for integrated administration and development, Integration Services for moving and
transforming data and Analysis Services for data mining.

SQL Server 2017 Web on Windows Server 2016

This image contains the Web edition of SQL Server 2017 on Windows Server 2016. This provides a low-cost

database solution for medium-size web applications. It includes the core database engine and Management Studio

for integrated administration and development. Also includes Integration Services for moving and transforming

data, and Analysis Services for data mining. We recommend that you use a virtual machine size of DS12 or higher.
I —————
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Free SQL Server License: SQL Server 2017 Express on Windows Server 2016

This image contains the Express edition of SQL Server 2017 on Windows Server 2016. This is a free (no SQL
Server licensing cost) database system for lightweight applications. It includes the core database engine, limited
to 1 GB memory and 10 GB storage, and Management Studio for integrated administration and development.

Free SQL Server License: SQL Server 2017 Developer on Windows Server 2016

This image contains the Developer edition of SQL Server 2017 on Windows Server 2016. This free edition (no SQL
Server licensing cost) includes all the functionality of Enterprise edition, but it is licensed for development and
testing only, not production. It provides comprehensive capabilities for mission-critical transactional processing,
data warehousing, and real-time business intelligence. It includes the database engine with support for In-Memory
transactional processing and analytics, automatic database tuning and new graph capabilities for modeling many-
to-many relationships. This edition also includes Always On for +99.99% high availability and read scale-out
capabilities. Various layers of protection, including innovative features like Always Encrypted and Row-Level
Security for the highest data protection. SQL Server Machine Learning Services for integrated advanced analytics
with Python and R language support. Includes Integration Services for moving and transforming data, Analysis
Services for data mining and Master Data Services for data modeling.

Enterprise Standard Express Developer
Mission critical high availability End-to-end database security Development and management Build, test, and demo apps in
with Always Encrypted tools non-production environments

Enhanced in-memory

performance Enhanced in-memory Free to use (no software costs) Free to use (no software costs)
performance for all workloads

Faster performance with Adaptive All Enterprise Edition features

Query Processing Basic reporting available

Unparalleled data security Basic analytics

End-to-end mobile BI with rich
visualizations on all major
platforms

In-database advanced analytics
built-in at scale with R and Python

Figure 2. SQL Server Version Comparison
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2. Deploy in StreamOne Cloud Marketplace.

» Connectto StreamOne Cloud Marketplace and search for the Microsoft Azure SKU in Most
Viewed, browsing by Categories or Vendor, or directly searching for it in the upright search
field

Reseller Resource Center | Reseller Portal | Contact | Cart &

STREAMSNE

You are currently ordering for Aida Dzinovic of TECH DATA FINLAND OY EI TILAUKSIA Change Reseller

Browse By Categories Browse By Vendor

&Y BitTitan D Cloud /
Office 365 automated assessment,
migration and deployment

o
»
)

Better margins for you, better experiences
for your customers

i
SORERSS - =
Notifications

Dear reseller, We are pleased to announce that StreamOne is now live in Slovakia. With this addition the
platform reaches now 17 European countries, strengthening the TD Cloud presence in Europe.

>Go back to Tech Data

Explore Resources

Office 365 Enterprise SaaS UAT TEST Sprint 3.30 SaaS
Microsoft Microsoft >Reseller Portal
Office Application Cloud Storage
Microsoft Azure laaS/PaaS | Automation_MSP_Listing_FIN SaaS
Microsoft oneQATest
= Cloud Storage g - s
BitTitan Cloud Enablement Services SaaS || Microsoft Annual Billing SaaS KayttOOhJ eet )
SitTitan Microsoft kohta kohdalta suomeksi!
Encryption Email Archiving
Automation Listing FIN SaaS | Cisco Spark — Prepaid Annual SaaS
oneQATest Cisco
Migrations Tools Communications
Cisco Spark— Monthly SaaS Intercompany Test SaasS
Cisco IBM Softlayer US ER
Communications Cloud Storage
MANUAL

> Click on Microsoft Azure

1 —
SQL SERVER ON AZURE - STEP BY STEP GUIDE 7



Reseller Res

Demard

You are currently ordering for Aida Dzinovic of TECH DATA FINLAND OY El TILAUKSIA

Change Reseller

Home Browse By Categories Browse By Vendor

PRO T SEARCH RE S FOR "Azure’

icrosoft Azure
Microsoft Azure is a market leading eloud platform that enables you to -
quickly build, deploy, and manage applications across a global network EECELR R s |

of Micresoft-managed datacentres. Microsoft provides Cloud

nfrastructure as a Service, Application Platform as a Service, and
Cloud Storage Services

laasPaas

\With Tech Data, you can sell the complete Azure experience. This
covers everything from assessing clowd readiness to spinning up a WM
instamce. and migrations to ongoing management of assets. Tech Data
hawve partnered with MetEnrich allowing resellers to offer white-labelled
services for Azure.

Details Screenshois

> You will then be able to browse the different skus, Click on "ADD TO CART" button of
registration SKU

Shop by Product Name
Search: [ Clear Filters Display: 10
Name ¢ Register
Azure Backup
TD# SK8398 MFR2: td-backup-on-ms-azure o
Azure Registration - For Sandbox testing
TD# SK35380 MFR#: td-on-ms-azure e
Azure Site Recovery
Azure Site Recover
TD# SK8339 MFR#: td-site-recovery-ms-azure e
Azure SQL DBaas
TD# SK2401 MFR#: id-sgiserver-ms-cloud -
Azure Storage
TD# SK&400 MFR#: td-file-storage-ms-azure-std -
Azure -Virtual Machine
TD# SK35322 MFR#: MS-AZR-0146P22
Backup On Azure Production l} +\
TD# SK35316 MFR#: td-backupp-on-ms-azure —
NetApp Cloud Volumes N\
TD# SK35323 MFRE: MS-AZR-0146PM ——
Red Hat OpenShift L\
TD# SK35327 MFR#: MS-AZR-0146P o
Small Business Cloud Server v2 -
TD# S5K35343 MFR#: azure-shcsv2-uk-sku s
Showing 1 to 10 of 11 entries
First | | Previous | [1| 2 || Next | Last

> Click on "View Cart" button
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@ Item Added to Cart

The item was successfully added to your cart.

Cart: 1 tem

Azure Account Creation Based On
Usage

> Click on 'Proceeed to Checkout' button

Your Shopping Cart

Quantity Date Added Product Number Product Details Payment Details
07/05/2018 TD#: SK838T Microsoft Azure Per month, Baszed on Bazed on | Remaove
Mg MS-AZR- Azure Account beginning on: Usage Usage
0145P Creation Details 27/05/2018*
Total €0,00

*** The prices shown here are subject fo change. See the Order Summary page at fime of checkout for the actual unit pricing.

Qur billing cut date is by the 27th of each month. Your account will be activated from the day of purchase and you will be
charged on a monthly basis depending on your consumption. You can cancel the subscription at any given time from the
Reseller Portal.

There is currently no end user assigned to this order. Click "Proceed to Checkout' to assign one.

I PROCEED TO CHECKOUT
CONTINUE SHOPPING SAVE FOR LATER CREATE QUOTE

» Fill End User information or select any end user using your email and click on "Continue
to Configuration” button

SQL SERVER ON AZURE - STEP BY STEP GUIDE 9



f Checkout
inwith 1D: | Log Out

STREAM&:?NE

Cart End Customer Info Azure Settings Configuration Payrnent Surmnmary Complete

< Return to Shopping () 5ales and Customer Support: +358 20 1553 694

(¥) End Customer Info

The following products require end user information: “indicates a required field

= Azure Account Creation

Please select or enter an end user for the products above:

Select From Address Book

Company Name:*
[ Techdata France ]

First Name:* Last Name:* Title/Position:
[ William ] [ Matyas ] [ Cloud Architect

Phone Number:*
[ 0033682323069 ]

End Customer Email=* @ This email address MUST be associated with the end
] customer domain to set up the account property. IF

[ william.matyas@techdata.com thi

Confirm End Custorner Email:*

[ william.matyas@techdata.com ]

Address Line 1:*

[ 142 avenue de Stalingrad

Address Line 2:
L 1

Configuration page should be displayed.

Fill in your Microsoft Partner Network ID.
Click on Create a New end customer Microsoft account button.
Enter any unique domain name and click on Check Availability button.

1 —
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Cart End Customes Info Configuration Paryrvent

< Return to Shopping

Microsoft Partner Network ID

Please verify your MPN ID-*

4993596 Commex

End Customer Microsoft Account

‘Which end customers Microsoft account would you like to use
for this order”
n Transfer an Advisor, Open, or Trial account

u Create 2 New end customer Microsoft account

Please enter 3 new primary domain name:
S

azrhos11td onmicrosoft.com

Change

u Existing end customer Microsoft account

Semins 3

(§.‘ The End Customer {ryanberger@techdata com)

Q | would like to specify a custom account email address

Select "The End Customer email” radio button from the "Account Administration" module.
Or select "l will administer the account" radio button from the account administration module and
enter the Delegate admin email ID.

Click on "Continue to Payment" button.

Click on "Continue to Summary" button.
Verify the information shown and click on "Place Order" button.

SQL SERVER ON AZURE - STEP BY STEP GUIDE 11



Cart End Customer Info Configuration Payment Susmmany Complete

< Return to Shappeng J Zales and Cuszzmer Support: 3441256 JRR 050
(+) End Customer Information Charge  (+) Configuration Change

Ryan Berger's Burgers Microsaft Account Domain:

arrhas11td onmicrosoft.com

Ryan Berger

BB York Credentials will be sent to:

155t Peters Grove ryanberger@techdata.com

York, Y030 6AC, United Kingdom

ryanberger@techdata.com
(2 Order Summary Edit Cart

Quantity Product Price Each Total

1 Red Hat OpenShift Basedon Basedon
Usage
Red Hat Openshift

You will be billed based on account usage

Have 2 promo code?

&=

Total £0.00

! Payment Method Chanze (4] Terms and Conditions

Reseller PO Mumber:

" I have read and agree to the Reseller
1234

Marketplace Terms®

Payment Method:

+" I have read and agree to Viendor Terms For
Terms

Microsoft™

Your order should be complete.
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@ Order Complete

Order #5000186103

Thank you for your business.

Return to Shopping

Your order is currently being processed.

Ta check the status of your order please visit the Reseller Portal and view Order Tracking

When we have completed processing your order:

« An email will be sent to your end user with getting started instructions,

Order Date: 07-05-2018 12:34 PM CEST

Reseller PO #: 123456789

Sold To:

TECH DATA FINLAND OY EI TILAUKSIA

End Customer Information:

Techdata France

TALLE ASIAKASNUMEROLLE SOKERILINNANTIE11C William Matyas

ESPOQ, 02600 FI
Q099900909
S510QATestingEmail@techdata.com

142 avenue de Stalingrad
Colombes 92700

France
william.matyas@techdata.com

ltems Purchased

1 MS-AZR-0145P  Microsoft  Azure

Account Creation 07/05/2018 Basedon  Based onusage
usage
Total €0,00

Return to Shopping

SQL SERVER ON WINDOWS SERVER - STEP BY STEP GUIDE
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You should receive an email with your Microsoft Subscription Information:

0soft

d Service Provider

Debr Willlam Matyas.
Your Microsoft account has been setup.

Please continué to hitps:/login.micresoftonline.com and login with the userame and password below far your Office 365 subscriplions
For Azure, please use hitps:/iportal.azure.com/

Username: admin@viliamlestocp.cnmicrosoft.com

Password; *+= .

Your Subscriptions:
Name Quantity

Azure Account Creation B

And  another email regarding the deployment of your Azure Bundle:

Bm Microsoft Azure

Hi!

Your Azure Bundle has been deployed!

This is to inform you that the Azure Bundle has been deployed successfully. Please
find the details below.

Sales Order Details

Sales Order #: S000186148
Reseller PO: test

End Customer PO:

Account Number: 0000345802

End Customer Email: william.matyas@techdata.com

Bundle Details

Bundle Name: Red Hat OpenShift
L . 475e5e96-bf99-4ab9-ab76-
Subscription Id: a9d5Tbfd9a32

Datacenter Location: West Europe

Credentials

SQL SERVER ON AZURE - STEP BY STEP GUIDE 14



Now click on Reseller Portal, then Customer Admin. Look for your Customer and click on
laaS/PaasS.

Reseller Resoi ce Center | Reseller Portal | Contact | Car

D TechData StreamOne

You are currently ordering for Aida adzinovic of Tech Data  Change Reseller
Home Browse By Categories Browse By Vendor

Welcome Tech Data 703212

Home Page

Customer Admin
Orders
Insights

Show entries Search: | lyan b

Company $ Email $
_. b ] [0 | oonseners s ) | o

Address Book [ saas I | rsaspaas | I[ Biing | [ ouotes | [ cCompanyinfo | [ cams |
Opportunities Showing 110 1 of 1 entries (Filtered from 37 total entries)

First | Previous |1  Next | Last

Then Click on Modify:

both
infrastructure-
as-a-service
and
platform-...

16/01/19 S000260371 |StreamOne |Microsoft | MS-AZR- SK7608 azrhos11td Azure 1
05:52:PM CET
Modif;

Sandbox 0145P Account

Creation

Microsoft's L
cloud

platform, an
industry
leader for
both
infrastructure-
as-a-service
and

platform-

Showing 1 to 12 of 12 entries
First | | Previous | (1 | Next | | Last

Cancelled laaS/PaaS$ Applications

1 —
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Then click on “Click to Configure”:

YYou are currently ordering for Aida adzinovic of Tech Data  Change Reseller

Home  Browse By Categories ~ Browse By Vendor

Welcome Tech Data 703212
Home Page
Orders

Address Book m

Status of Subscription Current Billing Cycle Current Budget Subscription Usage
Act 12/01/2019 - 11/02/2019 £0.00 £0.00

Usage Threshold Notification at: 0% ([

Reseller Information End User Information
34 End User PO#

Reseller 234

Subscription Settings

Domain: azrhos11td

Subscription name: Microsoft Azure ([[XJ

Order # Vendor Name Delegate Manage Status Created On Modified On

jou
oM Dclegate 2 =
- Click to Configure l

S000260371
Sandbox

Disclaimer: Data updates every
24hours

Need to access your end Q
user's subscription

Click the View steps oplion below
for more information on how to get
started

View Steps

1 —
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Information related to selected bundle should be displayed.

Location

Select data center location

North Europe

Resource Group Name

azrhos11td

Basic Information

Admin username

redhara(ln\in[

Admin password

Confirm password

SSH Private Key

MIICJQIBADANBgkqhkiGOWOBAQEFAASCA]l8wggIbAgEAACGBAKRMVZ/DZIS57pctE jmipz10/g+8w
siZzX9Wa10kejtD6Iu2cWEZGWSmgMR+TfaqUH2XodzqjMnsVABV+hqcgyPWBsDQImIE/KUeoF413
rdAAMCSgTgXxMONSbRmral1gVVzh/Vx195RogvGUfaF iAnNgxcn9w88XEOVAQ8q2R16qzAGMBAAEC
gYEANEt2]/d5SEShcMhyo2qavB8acxfADzqS5tdARLNIZivKayQjgbbGRDGOKSSTR1igBbAWTKXYKV
4Z1vDbmmhomSwxQHNs 7tMdts+xeRdddWVay6SfDHUB+iPg6YGCtaeKpfqaCzMz 7hSxHES5sHZs Ltk
HkSVer1DM8nbg6gENO/ §IMECQQDprIwB+Zokiizw7pXCbXkZISTwjEhzhIFX6NNhDLT81YKDFpCK
p7IHOUQN4I3Qk1hnATILNKzLOF32ec/INYESAKEAtBtmOle+FEINVUMUVZubuXcIMgWQVPUQOWRF

mDl 2 LA TS /02 2ank ) v Tuna2T 9710 9N aml I0INERAVTC! RUCLT /RA1T AC Al Aldmens /AR LTI | e

Fill the Basic Information.
Please note that the Admin Username and the Admin Password will be used to access the
OpensShift Container Platform Console.

Select Location from location drop down and fill in the Resource Group Name.

1 —
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A SSH key pair will get generated and you need to copy and save the private key.

Once the OpenShift bundle is deployed in the Azure portal, you might need to use this Key to login
into the underlying VMs.

Enter Red Hat Subscription Manager credentials:

SSH Private Key

MIICAQIBADANBgkqhkiGOWOBAQEFAASCALBwEgIbAgEAAOGBAKRMVZ /DZIS7pctEjmipzI0/g+8w
siZzX9Wa10kejtDEIu2cWEZGWSmMEMR+TfaqUH2Xodz g jMnsVABV+hqcgyPW8sDQImIE/KUeoF413
rdAAMCSgTgXxMINIbRmralgWzh/Vx195RogvGUfaF iAnNgxcn9w88XEOVAQBq2R16qzAgMBAAEC
gYEANEt21/d5SEShcMhyo2qavBacxfADzq5tdARLNIZivKayQjgbbGRDGOKSsTR1igBbAWTKXYKV
4ZIvDbmmhomSwxQHNs7tMdt s+xeRdddWvay6S fDHUB+iPg6YGCtaeKpfqaCzMz7hSxHtSsHZs Ltk
HkSVer1DM8nbg6gENO/ jImECQQDprIwB+Zokiizw7pXChbXKkZISTwjEhzhIfX6NNhDLT81YKDFpCK
p7JHoUQN413Qk1hnAfILNKzLOF32ec/ INYESAKEAtBtmO1e+f6INVUMUV7 ubuXcIMgWQVPUQOWR F
mDL8UWULtS/y22gph2x1wne8T227)y20zggU920fbcYISLRHSWI /BO1dErK6Hmoy /VR3WZWSLLby
8JRxryplFEoyhNXg@gXaDj6mRa7348Um20gpplreaEOnTLWYSMEfLpSTEwWNBAKAXNSBAtZYRWPXO
HSWy9Diloutd2ET6H7qlQumiv2PknY/DyiNQ92wexqilew727XVUy61LUy1KUSER1CYiEOMDIAKAU
6fyAI1YDXmNczYyH]ydBm20WpImea0i8rvxshd4RXiWmuyvHQ38VywwHqL+qa7gkTa7ak jkn5QrXC
LgcadMuf

Private Key secured

;) Your SSH Private Key is required to logon to the Bastion instance directly.
= Please make sure to store your key in a safe place. It will never be displayed again and Tech
Data will keep no copy of it.

Check the box to proceed if you have secured your Private Key.

Red Hat Subscription Manager Credentials

Red Hat Subscription Manager username

Red Hat Subscription Manager password

Red Hat Subscription Manager pool 1D

SSH Private Key:

You will be given your Private SSH Key during the order of you OpenShift Container
Platform bundle. Please make sure you secure this key and store it in a safe place as
you will need it for SSH access to any of your instances. Your key will be displayed
only once and there is no way to recover it later on. For security reasons, Tech Data
does not keep a copy.

1 —
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Then, Click on Validate.
An API call will be hit from backend and validate the Red Hat Subscription Manager Username.
It will also retrieve the Red Hat Subscription Manager Pool ID.

Ked Hat Subscription Manager Credentials

Red Hat Subscription Manager username

william.matyas

Red Hat Subscription Manager password

LL L Ll 2l L]

Red Hat Subscription Manager pool 1D

Advanced Bundle Settings

% Deployment size

OpenShift duster pefix

openshift

Enable Container Native Storage

You can then select the Deployment Size.

OpenShift Cluster Prefix: Cluster Prefix used to configure hostnames for all nodes (bastion,
master, infra and app nodes).

Enable Metrics: Enable Metrics if you wish to deploy Metrics

Enable Logging: Enable Logging if you wish to deploy Logging

Enable Container Native Storage: Enable CNS if you wish to deploy an extra Gluster File Storage
for Container storage

Click on ‘Continue Configuration’ button.

1 —
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3. Connect to Azure Portal

Connect to the Azure Portal https://portal.azure.com with your credentials. You would need to
login using the same user name and password as the one created in StreamOne and what
was emailed to you.

Microsoft Azure

B8 Microsoft

Sign in

to continue to Microsoft Azure

Email, phone, or Skype

Mo account? Create one!

Can't access your account?

Figure 3. Sign-in to Azure Portal

You will then be connected to the Azure Portal. Go to Resource groups and choose the
resource group name in which the resources are deployed, it is the resource group name you
initially provided in Stream one.

SQL SERVER ON AZURE - STEP BY STEP GUIDE 20


https://portal.azure.com/

Microsoft Azure P Search reso

Home > Resource groups

Resource groups
S——

& 2dd

Edit columns C_J Refresh L

1 tags w Export to C5V

Subscriptions: Visual Studic Enterprise — MPN — Don't see a su DSCI’IptIDn?@EJ:EHDII’ECtDr}-’:{:S:L:I:b:S:EI’IptICn sett:"__c:g

Filter by name... All locations
4 items
NAME
[i'] Backup
-
(l ] myResourceGroup227717413
-
[! ] myResourceGroup496385002
(i"] NetworkWatcherRG

Figure 4. Resource groups list

After deployment, you would see the resources as follows

[.0] myResourceGroup496385002

Resource group

O Search (Ctri+ « +Add EE bdit columns @ Delete resource group O Refresh | =% Move L gn ta w Export to CSV
. ) Subscription (change) : Visual Studio Enterprise — MPN Deployments : 1 Succeeded
) Overview
§ Subscription ID : d66f13b7-4a33-4d7c-9d5¢-f7b2650d5236
=] Activity log
Tags {change) ¢ Click here to add tags
M Access control (IAM) .
& Tags
Events All types ~ All locations ~
10items |+ Show hidden types @
Settings
NAME TYPE LOCATION
i Quickstart
Resource costs gbbqy35cczess Storage account ‘West Europe
+ .’ shutdown-computevm-sqlvm Microsoft.DevTestLab/schedules West Europe
= Deployments
© Policies A sqlip Public IP address West Europe
IS Properties ! sqlnic Network interface West Europe
8 locks O sqlnsg MNetwork security group ‘West Europe
. . & fi d .
2 Automation script 48 sglvm Wirtual machine West Europe
.’ SqllaasExtension (sqlvm/SqllaasExtension) Microsoft.Compute/virtualMachines/extensions West Europe
Monitoring
&8 sqlvm_disk2_23fab86785e041bcb45cbd1c60d0cff6 Disk West Europe
L Insights (preview)
3 sqlvm_OsDisk_1_636b378a833b43b0ad9574ac53d6572b Disk West Europe
Alerts
&9 wnet Virtual network West Europe

fis1 Metrics

Figure 5. Resources within the provisioned resource group
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Since RDP is by default enabled in this solution, you can go to the windows Server VM (sqglvm)
and connect

Home » Resource groups > myResourceGroup496385002 » sqglvm

sqlvm
- Virtual maching
|/:_-\, Search (Ctrl+/) « e connect | P stz QY Restart W Stop - Capture [ Delete Q) Rrefresh
. a Resource group (change) @ myResourceGroup496385002
Bl Overview group ge) Y P
Status : Running
B Activity log )
Location ¢ West Europe
.
iM Access control IAM) Subscription (change) : Visual Studio Enterprise — MPN
& Tags Subscription ID : d66f13b7-4333-4d7c-8d5c-f7b2650d5236

*®

Diagnose and solve problems

. Tags (change) ¢ Click here to add tags
Settings

£

MNetwaorking

3 Disks Show data for last: 6 hours | 12 hours

Figure 6. connect to Azure VM

1day | 7 days | 30 days |

Download the RDP file and connect using

sgivm
11 sqlvm
=== Virual machine A To improve security, enable just-in-time access on this VM. =
O Search (Cirle/} onne Start estal op :3: Capture
LD Search (Ctrl+/) « @ C ct 4 Q. Restart M stop & Capture
RDP | S5H
2o . - Resource group (change) : myResourceGroup496385002 ‘
verview
Status : Running To connect to your virtual machine via RDP, select an IP address,
B Activity log i opticnally change the pert number, and download the RDP file,
Location : West Europe
s Access control (IAM) * [P address

Subscription (change) : Visual Studio Enterprize — MPN

| Public IP address (52.232.62.228)

& Tage Subscription ID ¢ d66f13b7-4a33-4d7c-9d5c-f7b2650d523

; * Port number
X Diagnose and solve problems ort numbe

| 2389
. Tags {change) ¢ Click here to add tags
Settings
Download RDP File
£ Networking
£ Disks Show data for last: 6 hours ‘ 12 hours 1day | Inbound traffic to the Public IP address may be blocked.
o You can update inbound port rules in the VM
B size Networking page.
o Security CPU (average) ;?

x You can troubleshoot VM connection issues by cpening

[ Extensions the Diagnose and solve problems page.

- -

Fiéure 7. Download RDP file

Use the admin user name and password you initially provided in stream one to log into the
remote session.
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& Remote Desktop Connection ﬁ

i\ﬁ The publisher of this remote connection can't be identified. Do you want to
4 connect anyway 7

This remote connection could harm your local or remote computer. Do not connect unless you know
where thiz connection came from or have used it before.

Publisher: Unknown publisher
NS Type: Remote Desktop Connection
Remote computer: b2 23262 228

[7] Dont a=k me again for connections to this computer

= Show Details Connect ] [ Cancel

Figure 8. Initiate a RDP session

Once logged in to the VM, open Microsoft SQL Server Management Studio 17

Most used Windows Server

4 Snipping Tool 4

Paint > =
> 5
Windows Windows
Server Manager  PowerShell PowerShell ISE

Microsoft SQL Server 20017

Micr Microsoft SQL Server Management Studio 17 g E RVER GROUPS

groups: 1 | Sern

Windows
Microsoft SQL Server Manageme... Administrat r... Task Manager Control Panel

) P

Event Viewer File Explorer

Search
Server Manager

Settings

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows Suctem

= o € m &

Figure 9. Open SSMS

SQL SERVER ON AZURE - STEP BY STEP GUIDE

23



You would be able to login into Database engine using either the VM (Windows Server) admin
account via Windows Authentication or using SQL Server Admin account and password via
SQL Server Authentication, the SQL Server Admin account and password are those you
initially provided in stream one

I_&: Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrl+Q)
File Edit View Debug T

. |ﬁ- -2

Object Explorer SQL Server

Connect = i

o Connect to Server

Servertype: Databaze Engine

Server name: |SCI|V|T|

Authentication: _W‘lndows Authentication
sglvm\admin-50536 7507

Cancel Cptions >>

Figure 10. Login to the Database Engine using Windows Authentication
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L‘x: Microsoft SOL Server Management Studie (Administrator) Quick Launch (Ctrl+Q)
File Edit View Debug T
- i | 5 - 5

Object Explor.e.r SQ I_ Ser\fer

Connect~ ¥

I;I; Connect to Server

Server type: Database Engine

Server name: |sqlvm

Authentication: SQL Server Mhentication_

Login: [admin-2141487644
Password: |

[ Remember password
E—

Cancel Options =3

Ready

Figure 11.Login to the Database Engine using SQL server Authentication

Once successfully logged in, you would be able to access the Database engine

I_xx: Microsoft SQL Server Management Studio (Administrator) Quick Launch (Ctrl+Q) P - O x
File  Edit View Debug Tools Window Help

- |al*|3' - & HH|J%NEWQUEW P - '|@| z
Object Explorer

Connect= ¥ VIES

= @ sqlvm (SOL Server 14.0.3048.4 - admin-2141487644)
Databases

Security

Server Objects

Replication
PolyBase
Always On High Availability
Management
Integration Services Catalogs
B 50L Server Agent (Agent XPs disabled)

HEEBEEEEE

%] XEvent Profiler

Figure 12. Object Explorer in SSMS
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4. Post-Deployment Tasks

After you have successfully deployed the solution, you can configure additional items, amng
the:

4.1 Azure hybrid benefit

The Azure Hybrid Benefit for Windows Server allows you to save up to 40% on Windows
Server VMs in Azure by utilizing your on-premises Windows Server licenses with Software
Assurance. You can configure enable it from the configuration section.
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Microsoft Azure P Search resources, services, and docs

Home > Resource groups > myResourceGroup496385002 > sqlvm - Configuration

sglvm - Configuration

- virtual machine
Search (Ctrl+/) « Hsave X Discard
A Overview Just-in-time access
. o improve security, enable a just-in-time access policy. @
H Activity log Upgrade your Security Center subscription to enable a just-in-time access policy

M Access control [AM) Azure hybrid benefit
' TEgS ——

X Diagnose and solve prablems

Settings h

£ Networking l-:cnf rm [ have an eligible Windows license with Software Assurance or Windows Server subscription to apply this Azure Hybrid Benefit.
Review Azure hybrid benefit compliance

= Disks
Size
0 Security
Extensions
» Continuous delivery (Preview)

3 Availability set

» 0 B S @O <2 O 1

J= Configuration |

Tdentity

Figure 13. Azure Hybrid Benefit

Additionally, there are two licensing models for a virtual machine (VM) hosting SQL Server -
pay-per-usage, and bring your own license (BYOL). And now, using either PowerShell or
Azure CLI, you can modify which licensing model your SQL Server VM uses.

Switching between the two license models incurs no downtime, does not restart the VM, adds
no additional cost (in fact, activating AHB reduces cost) and is effective immediately.

You can use PowerShell to change your licensing model as follows. Be sure that your SQL
Server VM has already been registered with the new SQL resource provider before switching
the licensing model.

$Sq1vm = Get-AzureRmResource -ResourceType Microsoft.SqlVirtualMachine/SqlVirtualMachines -
ResourceGroupName <resource_group_name> -ResourceName <VM_name>
$SqlVm.Properties.sqlServerLicenseType="AHUB"

<# the following code snippet is only necessary if using Azure Powershell version > 4

$SqlVm.Kind= "LicenseChange"

$SgqlVm.Plan= [Microsoft.Azure.Management.ResourceManager.Models.Plan]: :new()

$SglVm.Sku= [Microsoft.Azure.Management.ResourceManager.Models.Sku]::new() #>

$Sqlvm | Set-AzureRmResource -Force

For more information, refer to the article below:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sqgl/virtual-machines-
windows-sqgl-ahb

Alternatively, you can switch in the portal in the SQL server configuration section of the VM.

1 —
SQL SERVER ON AZURE - STEP BY STEP GUIDE 27


https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-ahb
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-ahb

Microsoft Azure

Home * Resource groups * myResource

sqlvm

. Wirtual machine

“

S Overview
B Activity log

Access control ([TAM)

Tags

P

Diagnose and solve problems

Settings

Metworking

= Disks

2 Size

0 Security

Extensions

. Continuous delivery (Preview)

Availability set

t
€
a
L
H
(& ]
L 4

& Configuration
Identity

ﬁI' SQL Server configuration

1" Properties

Figure 14. SQL Server Configuration
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SQL Server configuration O

SQL Server 2017 Enterprise

Storage usage

' Eai
120058 | avaasie
| otHer
00GiB
| sqLoata
800GiB SQLLOG

F D
SQL data SQLlog Available

54w |55ms |27.5e | 1.1

I SQL Server License @ I X Cancel
ance

License type Pzy Az You Go

Save up to 43% with licenses you already own. Already have a SQL Server license?
/'\ )
(O Yes ®MNo

Figure 15. switch SQL Server License

4.2 Size

The following VM sizes are selected for the provided versions:
» Standard_DS3_v2 (Enterprise)
» Standard_DS2_v2 (Standard or Web)
» Standard_DS1 v2 (Free Express)
» Standard_D2s_v3 (Free Developer)

You can still scale up and change VM size after deployment from size section.
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Home » Resource groups * myResourceGroup496385002 » sqglvm - Size

.‘ sglvm - Size

Virtual machine
&« - L i - -
O Search (Ctri+/) P! Ls:.-'cﬂ by VM size... X Clear all filters
I Overview Size: Small (0-4) @ Generation : Current @ Family : General purpose @ Premium disk : Supported @ iy
=] Activity log Showing 12 of 41 VM sizes. |  Subscription: Visual Studio Enterprise—MPN | Region: West Europe | Current size: Standard_DS:
» c 1
M Access control (IAM) VM SIZE OFFERING FAMILY VCPUS RAM (GB) DATA DISKS MAX I0PS
L4 Tags
Blms Standard General purpose 1 2 2 800
XK Diagnose and solve problems
Bls Standard General purpose 1 1 2 400
Settings
B2ms Standard General purpose 2 8 4 2400
Z Networking
B2s Standard General purpose 2 4 4 1600
= Disks
i Bdms Standard General purpose 4 16 g 3600
Bl size
25 v3 ndar Gener: - 5 -
0 security D2s w3 Standard General purpose 2 8 4 3200
“Y Extensions Dds w2 Standard General purpose 4 16 g 6400
i Continuous delivery (Preview) DS1 w2 Standard General purpose 1 3.3 4 3200
8] Availability set D52 v2 Standard General purpose 2 7 8 6400
= Configuration DS2 w2 Promo General purpose 2 7 g 6400
Identity
D53 w2 Standard General purpose 4 14 16 12800
£ sQL server configuration
D532 Promo General purpose 4 14 16 12800

It Properties

Figure 16. Size SQL Server VM

4.3 Backup

By default, Enterprise, Standard, and Free Developer versions have Automated backup
enabled with 30 days retention period. You provide the password for Encryption certificate
while provisioning these a solution with these versions in stream one. If the password
changes, a new certificate is generated with that password, but the old certificate remains to
restore prior backups. Backup is configured to use the same storage account used for Boot
Diagnostics.

You can still modify the backup configuration from the SQL server configuration section of the
SQL VM.
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Microsoft Azure

Home * Resource groups * myResource

sqlvm

. Wirtual machine

“

S Overview
B Activity log

Access control ([TAM)

Tags

P

Diagnose and solve problems

Settings

Metworking

= Disks

2 Size

0 Security

Extensions

. Continuous delivery (Preview)

Availability set

t
€
a
L
H
(& ]
L 4

& Configuration

Identity

ﬁI' SQL Server configuration

1" Properties

Figure 17. SQL Server Configuration

Select the Edit part in the “Automated Backup” section.
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Microsoft Azure

A Home * Resource groups * myResourceGroupd496385002 » sglvm * SQL Server configur

SQL Server configuration O
"‘ - F
Port 1433
=
SQL Authentication Enabled
*
uan Automated patchin
P J & Edit
Automated patching Enabled
Maintenance schedule Sunday

) O €

E

Maintenance start hour (local time)

Maintenance window duration

02:00

: © 0B &2 @ B <=

(minutes) 50
Automated backup -
Automated backup Enabled

Retention period (days) 30

Storage account gbbgy35cczoss

Encryption Enabled

Backup system databases Disabled

Configure backup schedule Automated

Azure Key Vault integration

Figure 18. Automated Backup

# Edit
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Automated backup

Cancel
* Automated backup | Disable

* Retention period (days) )

* Storage account gbbgy35cczess

b
* Encryption | Disable “
|

* Password |

* Backup system

databases
schedule

Figure 19. Edit Automated Backup Settings

4.4 Auto-shutdown

By Default, the VMs of all SQL versions are scheduled to Auto-shutdown on 7 PM UTC. You
can still modify this configuration afterwards from Operations>Auto-shutdown section.
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.ﬁ' sqlvm - Auto-shutdown

‘Wirtual machine

|<< Hosave X Discard W Feedback

.....

B Availability set - Enabled

..... - _

& Configuration
Scheduled shutdown

Identity
T:00:00 PM
ﬁ} SQL Server configuration
Time zone
e :
il Properties | (UTQ) Coordinated Universal Time
ﬂ Locks

Send notification before auto-shutdown?

B} automation script No

Operations Mebhook URL @

gt |

& Auto-shutdown

& Backup

& Disaster recovery

Figure 20. Auto-Shutdown Settings

4.5 Automated Patching

SQL server automated patching is enabled by default to start on Sundays at 2:00 local time
for 60 minutes of Maintenance windows duration. You can modify this configuration at SQL
Server Configuration>Automated Patching section.
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i“ sqlvm X SQL Server configuration

Virtual machine

e —

— « |
&2 Search (Ctrl+/) i Port 1433
=7 Extensions Ai SQL Authentication Enabled

% Continuous delivery (Preview)

Automated patching

3 ) & Edit
& Configuration Automated patching Enabled
. Identity Maintenance schedule Sunday
£+ sqL server configuration i Maintenance start hour (local time) 02:00
HE Properties | Maintenance window duration 50
: (minutes)
B Locks |
BN Automation script '
| Automated backup R
| & Edit

Figuré 21. Automated Patching Settings

4.6 Boot Diagnostics

By Default, Boot Diagnostics is enabled and captured serial console output and screenshots
of the virtual machine running on a host are stored in a general purpose v2 LRS Azure storage
account, which name is randomly generated.

You can disable or modify this configuration from the section Support + Troubleshooting>Boot
Diagnostics> Settings
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@ sqlvm - Boot diagnostics

Search (Cirl+ « C) Refresh ﬁ Settings
Bl Update management Screenshoti Serial log
we Inventory Updated: Monday, February 11, 2019, 1:24:00 PM UTC Downloa

Change tracking
BB Configuration management ...
(% Policies
4 Run cormmand
Monitoring
? Insights (preview)
Alerts
Metrics
Diagnostics settings Press Ctrl+Alt+Deleté

W Advisor recommendations -

/‘ . 2 3 |
% Connection monitor ¥

Support + troubleshooting M O r] CI ayf Fe b ru a ry 11

Resource health

® Logs

I Boot diagnostics I

Figure 22. Boot diagnostics Settings

4.7 Performance Best-Practices

This solution follows best practices guidelines in terms of VM size and storage, for more details
on further performance enhancements, please refer to the link below:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sgl/virtual-machines-
windows-sgl-performance
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5. Architecture

A

Microsoft

o N

|

|

%) |onR >y . :
I ESGUICE  virtual Network i I
| ordup T I |
| = o ’
| E SQL on Windows oS Data Diagnostics :

: NG VM Default Subnet |
| |
| |

Figure 23. Provisioned Architecture of the solution

6. BOM

Virtual Machine (on which SQL server is installed)
o Standard_DS3_v2 (Enterprise)
o Standard_DS2_v2 (Standard or Web)
o Standard_DS1 v2 (Free Express)
o Standard_D2s_v3 (Free Developer)
= A Default subnet (address range: 10.0.0.0/24) within a virtual network
= Network interface card for the VM
= A Premium 1 TB SSD managed disks for Data
= A Premium 127 GB SSD managed disks for OS
= A Public dynamic IP address — Basic SKU
= Network security group: act as a firewall for the default subnet in which the VM is
connected
= Locally redundant V2 storage account for boot diagnostics and Automated Backup (if
necessary).

7. Limitations

The below are common references for features comparison, for more details please refer to
the official documentations at:
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https://docs.microsoft.com/en-us/azure/sgl-database/sgl-database-paas-vs-sql-server-
iaas?toc=%2fazure%2fvirtual-machines%2fwindows%2fsql%?2ftoc.json#a-closer-look-at-azure-
sgl-database-and-sql-server-on-azure-vms

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-
machines-windows-sql-backup-recovery

SQL Server on VM

You have full control over the SQL Server
engine.

Up to 99.95% availability.

Full parity with the matching version of
on-premises SQL Server,

Fixed, well-known database engine
version,

Easy migration from SQL Server on-
premises.

Private IP address within Azure VNet.
You have ability to deploy application or
services on the host where 5QL Server is
placed.

You nead to manage your backups and
patches.

You nead to implement your own High-
Availability solution.

There is a downtime while changing the
resources(CPU/storage)

Managed instance in SQL Database

High compatibility with SQL Server on-
premises.

99.99% availability guarantzed.

Built-in backups, patching, recovery.
Latest stable Database Engine version.
Easy migration from SQL Server.

Private IP address within Azure VNet.
Built-in advanced intelligence and security.
Online change of resources (CPU/storage).

There is still some minimal number of 5QL
Server features that are not available.

Mo guaranteed exact maintenance time (but
nearly transparent).

Compatibility with the SQL Server version can
be achieved only using database compatibility
levels.

Single database / elastic pool in SQL
Database

The most commonly used SQL Server features
are available.

99.99% availability guarantzed.

Built-in backups, patching, recovery.

Latest stable Database Engine version.

Ability to assign necessary resources
(CPU/storage) to individual databases.

Built-in advanced intelligence and security.
Online change of resources (CPU/storage).

Migration from SQL Server might be hard.
Some SQL Server features are not available.
Mo guaranteed exact maintenance time (but
nearly transparent).

Compatibility with the SQL Server wersion can
be achieved only using database compatibility
levels.

Private IP address cannot be assigned (you can
limit the access using firewall rules).

Figure 24. Feature comparison among different SQL Database deployment options 1
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Azure SQL Database
Logical servers, elastic pools, and
single databases

Best for: New cloud-designed applications that
want to use the latest stable SQL Server
features and have time constraints in
development and marketing.

Teams that need built-in high availability,
disaster recovery, and upgrade for the
database.

Teams that do not want to manage the
underlying operating system and
configuration settings.

Databases of up to 100 TE.

Compatibility Supports most on-premises database-
level capabilities.

Azure SQL
Database
Managed Instance

New applications
or existing on-
premises
applications that
want to use the
latest stable SQL
Server features and
that are migrated
to the cloud with
minimal changes.

Same as SQL
Database.

Same as SQL
Database.

Same as 5QL
Database.

Supports almost all
on-premises
instance-level and
database-level
capabilities.

Azure Virtual Machine
SQL Server

Existing applications that require fast migration to the
cloud with minimal changes or no changes. Rapid
development and test scenarios when you do not want
to buy on-premises non-production SQL Server
hardware.

Teams that can configure, fine tune, customize, and
manage high availability, disaster recovery, and
patching for SQL Server. Some provided automated
features dramatically simplify this.

You need a customized environment with full
administrative rights.

SQL Server instances with up to 64 TB of storage. The
instance can support as many databases as needed.

Supports all on-premises capabilities.
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Resources:

Total cost of
ownership:

Business
continuity:

Hybrid cloud:

You do not want to employ IT resocurces
for configuration and management of the
underlying infrastructure but want to
focus on the application layer.

Eliminates hardware costs and reduces
administrative costs.

In addition to built-in fault tolerance
infrastructure capabilities, Azure SQL
Database provides features, such as
automated backups, Point-In-Time
Restore, geo-restore, and failover groups
and active geo-replication to increase
business continuity. For more
information, see SQL Database business
continuity overview.

Your on-premises application can access
data in Azure SQL Database.

Supports SQL Server transactional
replication as a subscriber to replicate
data.

Same as S0L
Database.

Same as SQL
Database.

Same as SQL
Database, plus
user-initiated,
copy-only backups
are available.

Mative wirtual
network
implementation
and connectivity to
your on-premises
environment using
Azure Express
Route or VPN
Gateway.

Replication is not
supported for
Azure 50QL
Database Managed
Instance.

You have some IT resources for configuration and
management. Some provided automated features
dramatically simplify this.

Eliminates hardware costs.

SQL Server on Azure WMs lets you set up a high
availability and disaster recovery solution for your
database’s specific needs. Therefore, you can have a
system that is highly optimized for your application.
You can test and run failovers by yourself when needed.
For more information, see High Availability and Disaster
Recovery for SQL Server on Azure Virtual Machines.

With SQL Server on Azure VMs, you can have
applications that run partly in the cloud and partly on-
premises. For example, you can extend your on-
premises network and Active Directory Domain to the
cloud via Azure Virtual Network. In addition, you can
store on-premises data files in Azure Storage using SQL
Server Data Files in Azure. For more information, see
Introduction to SQL Server 2014 Hybrid Cloud.

Fully supports SQL Server transactional replication,
Always On Availability Groups, Integration Services, and
Log Shipping to replicate data. Also, traditional SQL
Server backups are fully supported

Figure 25.Feature comparison among different SQL Database deployment options 2
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Automated Backup Azure Backup for SQL Manual backup
Requires additional Azure service 0‘
Configure backup policy in Azure portal 0
Restore databases in Azure portal

Manage multiple servers in one dashboard

Point-in-time restore 0 0
15-minute Recovery Point Objective (RPO) 0 0
Short-term backup retention policy (days) 0

Long-term backup retention policy (months, years)
Built-in support for SQL Server Always On

Backup to Azure Storage account(s) 0 (automatic) (automatic) 0 (customer managed)

O 0 0 0 0 0 0 0 0 o

Management of storage and backup files
Backup to attached disks on the VM 0
Central customizable backup reports
Consolidated email alerts for failures

Customize monitoring based on Log Analytics

@ &0 0 o

Monitor backup jobs with S5M5 or Transact-SQL scripts 0

Restore databases with S5MS or Transact-5QL scripts 0 0

Figure 26.Feature comparison among different Backup options
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