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1. Introduction 
 

This is a step by step guide for deploying Tech Data SQL Server on Windows Server in an 

Azure CSP subscription that was purchased through the StreamOne Portal. Prior knowledge 

is required with SQL Server, Windows Server, and Microsoft Azure. In depth training on these 

technologies is outside of this guide. Most of the Figures provided in this guide are extracted 

from Microsoft online official documentations.  Screenshots are taken as an example. 

 

SQL Server on Azure virtual machines enables you to use full versions of SQL Server in the 

Cloud without having to manage any on-premises hardware. SQL on Windows includes a SQL 

Server 2017 image installed on a Windows Server 2016 and with different version options:  
➢ SQL Server 2017 Enterprise Windows Server 2016 

➢ SQL Server 2017 Standard on Windows Server 2016 

➢ SQL Server 2017 Web on Windows Server 2016 

➢ Free SQL Server License: SQL Server 2017 Express on Windows Server 2016 

➢ Free SQL Server License: SQL Server 2017 Developer on Windows Server 2016 

 

Azure virtual machines run in many different geographic regions around the world. They also 

offer a variety of machine sizes. The virtual machine image gallery allows you to create a SQL 

Server VM with the right version, edition, and operating system. This makes virtual machines 

a good option for many different SQL Server workloads. 

Although it is not a PaaS solution, it provides several advantages such as automated patching, 

automated Backup high availability, instant scaling, pay for what you consume, and high-

availability.  

 

The solution provides a validated pre-architected design with the recommended configurations 

and the necessary assessment to choose the right version and facilitates SQL Server 

deployment. It also provides the necessary deployment documentation and the Performance 

best practices for SQL Server in Azure Virtual Machines. Everything is deployed with a simple 

click. 

 

Installing SQL server on Azure VMs as an IaaS have several advantages mainly in terms of 

cost reduction and administration burden as described in Figure 1. 
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Figure 1. Advantages of SQL Server as an IaaS 

 

A brief description of each image is provided as follows: 

 

 

SQL Server 2017 Enterprise Windows Server 2016 
This image contains the full version of SQL Server 2017 Enterprise edition on Windows Server 2016. SQL Server 

2017 represents a major step towards making SQL Server a platform that gives you choices of development 

languages, data types, on-premises or cloud, and operating systems by bringing the power of SQL Server to Linux, 

Linux-based Docker containers, and Windows. It provides comprehensive capabilities for mission-critical 

transactional processing, data warehousing, and real-time business intelligence. It includes the database engine 

with support for In-Memory transactional processing and analytics, automatic database tuning and new graph 

capabilities for modeling many-to-many relationships. This edition also includes Always On for +99.99% high 

availability and read scale-out capabilities. Various layers of protection, including innovative features like Always 

Encrypted and Row-Level Security for the highest data protection. SQL Server Machine Learning Services for 

integrated advanced analytics with Python and R language support. Includes Integration Services for moving and 

transforming data, Analysis Services for data mining and Master Data Services for data modeling.   

 

SQL Server 2017 Standard on Windows Server 2016 
This image contains the Standard edition of SQL Server 2017 on Windows Server 2016. Standard edition provides 

core data management capabilities for medium-size transactional processing and data warehousing. It includes 

the database engine with a basic version of Always On high availability and Row-Level Security. Includes 

Management Studio for integrated administration and development, Integration Services for moving and 

transforming data and Analysis Services for data mining.   

 

SQL Server 2017 Web on Windows Server 2016 
This image contains the Web edition of SQL Server 2017 on Windows Server 2016. This provides a low-cost 

database solution for medium-size web applications. It includes the core database engine and Management Studio 

for integrated administration and development. Also includes Integration Services for moving and transforming 

data, and Analysis Services for data mining. We recommend that you use a virtual machine size of DS12 or higher. 
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Free SQL Server License: SQL Server 2017 Express on Windows Server 2016 
This image contains the Express edition of SQL Server 2017 on Windows Server 2016. This is a free (no SQL 

Server licensing cost) database system for lightweight applications. It includes the core database engine, limited 

to 1 GB memory and 10 GB storage, and Management Studio for integrated administration and development.  

 

Free SQL Server License: SQL Server 2017 Developer on Windows Server 2016 
This image contains the Developer edition of SQL Server 2017 on Windows Server 2016. This free edition (no SQL 

Server licensing cost) includes all the functionality of Enterprise edition, but it is licensed for development and 

testing only, not production. It provides comprehensive capabilities for mission-critical transactional processing, 

data warehousing, and real-time business intelligence. It includes the database engine with support for In-Memory 

transactional processing and analytics, automatic database tuning and new graph capabilities for modeling many-

to-many relationships. This edition also includes Always On for +99.99% high availability and read scale-out 

capabilities. Various layers of protection, including innovative features like Always Encrypted and Row-Level 

Security for the highest data protection. SQL Server Machine Learning Services for integrated advanced analytics 

with Python and R language support. Includes Integration Services for moving and transforming data, Analysis 

Services for data mining and Master Data Services for data modeling.   

 

 

 

 

Figure 2. SQL Server Version Comparison 
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2. Deploy in StreamOne Cloud Marketplace. 
 

➢ Connect to StreamOne Cloud Marketplace and search for the Microsoft Azure SKU in Most 

Viewed, browsing by Categories or Vendor, or directly searching for it in the upright search 

field 

 

 
 

➢ Click on Microsoft Azure 
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➢ You will then be able to browse the different skus, Click on "ADD TO CART" button of 

registration SKU 

 
 

 

 

➢ Click on "View Cart" button  
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➢ Click on 'Proceeed to Checkout' button 

 

 
 

 

 

 

 

➢ Fill End User information or select any end user using your email and click on "Continue 

to Configuration" button 
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Configuration page should be displayed. 

 

Fill in your Microsoft Partner Network ID. 

Click on Create a New end customer Microsoft account button. 

Enter any unique domain name and click on Check Availability button. 
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Select "The End Customer email" radio button from the "Account Administration" module.  

Or select "I will administer the account" radio button from the account administration module and 

enter the Delegate admin email ID. 

 

 

Click on "Continue to Payment" button.  

 

 

 

 

 

 

 

 

Click on "Continue to Summary" button. 

Verify the information shown and click on "Place Order" button. 
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Your order should be complete. 
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SubscriptionMicrosoftyourwithemailanreceiveshouldYou Information: 

 

 
 

Bundle:AzureyourofdeploymenttheregardingemailanotherAnd  
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Now click on Reseller Portal, then Customer Admin. Look for your Customer and click on 

IaaS/PaaS.  

 

 
 

 

 

Then Click on Modify: 
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Then click on “Click to Configure”:  
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Information related to selected bundle should be displayed. 

 

 
 

Fill the Basic Information. 

Please note that the Admin Username and the Admin Password will be used to access the 

OpenShift Container Platform Console. 

 

Select Location from location drop down and fill in the Resource Group Name. 

 

 

 

 

 

 

 

 

 

 

 



  

         

 

  

  SQL SERVER ON AZURE - STEP BY STEP GUIDE  18 

 

A SSH key pair will get generated and you need to copy and save the private key.  

Once the OpenShift bundle is deployed in the Azure portal, you might need to use this Key to login 

into the underlying VMs. 

Enter Red Hat Subscription Manager credentials: 

 

 
 

SSH Private Key: 

You will be given your Private SSH Key during the order of you OpenShift Container 

Platform bundle. Please make sure you secure this key and store it in a safe place as 

you will need it for SSH access to any of your instances. Your key will be displayed 

only once and there is no way to recover it later on. For security reasons, Tech Data 

does not keep a copy. 
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Then, Click on Validate.  

An API call will be hit from backend and validate the Red Hat Subscription Manager Username. 

It will also retrieve the Red Hat Subscription Manager Pool ID. 

 

 
 

 

You can then select the Deployment Size. 

OpenShift Cluster Prefix: Cluster Prefix used to configure hostnames for all nodes (bastion, 

master, infra and app nodes). 

Enable Metrics: Enable Metrics if you wish to deploy Metrics 

Enable Logging: Enable Logging if you wish to deploy Logging 

Enable Container Native Storage: Enable CNS if you wish to deploy an extra Gluster File Storage 

for Container storage 

Click on ‘Continue Configuration’ button. 
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3. Connect to Azure Portal 
 

Connect to the Azure Portal https://portal.azure.com with your credentials. You would need to 

login using the same user name and password as the one created in StreamOne and what 

was emailed to you.   

 

 
Figure 3. Sign-in to Azure Portal 

 

 

You will then be connected to the Azure Portal. Go to Resource groups and choose the 

resource group name in which the resources are deployed, it is the resource group name you 

initially provided in Stream one.   

 

 

https://portal.azure.com/
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Figure 4. Resource groups list 

 

After deployment, you would see the resources as follows 

 

 
Figure 5. Resources within the provisioned resource group 
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Since RDP is by default enabled in this solution, you can go to the windows Server VM (sqlvm) 

and connect 

 

 
Figure 6. connect to Azure VM 

 

Download the RDP file and connect using  

 

 

 
Figure 7. Download RDP file 

 

Use the admin user name and password you initially provided in stream one to log into the 

remote session. 
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Figure 8. Initiate a RDP session 

 

Once logged in to the VM, open Microsoft SQL Server Management Studio 17 

 

 
Figure 9. Open SSMS 
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You would be able to login into Database engine using either the VM (Windows Server) admin 

account via Windows Authentication or using SQL Server Admin account and password via 

SQL Server Authentication, the SQL Server Admin account and password are those you 

initially provided in stream one 

  

 
Figure 10. Login to the Database Engine using Windows Authentication 
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Figure 11.Login to the Database Engine using SQL server Authentication 

 

Once successfully logged in, you would be able to access the Database engine 

 

 
Figure 12. Object Explorer in SSMS 
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4. Post-Deployment Tasks 
 

After you have successfully deployed the solution, you can configure additional items, amng 

the: 

 

4.1 Azure hybrid benefit 
 

The Azure Hybrid Benefit for Windows Server allows you to save up to 40% on Windows 

Server VMs in Azure by utilizing your on-premises Windows Server licenses with Software 

Assurance. You can configure enable it from the configuration section. 
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Figure 13. Azure Hybrid Benefit 

 

Additionally, there are two licensing models for a virtual machine (VM) hosting SQL Server - 

pay-per-usage, and bring your own license (BYOL). And now, using either PowerShell or 

Azure CLI, you can modify which licensing model your SQL Server VM uses. 

 

Switching between the two license models incurs no downtime, does not restart the VM, adds 

no additional cost (in fact, activating AHB reduces cost) and is effective immediately. 

 

You can use PowerShell to change your licensing model as follows. Be sure that your SQL 

Server VM has already been registered with the new SQL resource provider before switching 

the licensing model. 

 
$SqlVm = Get-AzureRmResource -ResourceType Microsoft.SqlVirtualMachine/SqlVirtualMachines -
ResourceGroupName <resource_group_name> -ResourceName <VM_name> 
$SqlVm.Properties.sqlServerLicenseType="AHUB" 
<# the following code snippet is only necessary if using Azure Powershell version > 4 
$SqlVm.Kind= "LicenseChange" 
$SqlVm.Plan= [Microsoft.Azure.Management.ResourceManager.Models.Plan]::new() 
$SqlVm.Sku= [Microsoft.Azure.Management.ResourceManager.Models.Sku]::new() #> 
$SqlVm | Set-AzureRmResource -Force   

 

For more information, refer to the article below: 

 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-

windows-sql-ahb  

 

Alternatively, you can switch in the portal in the SQL server configuration section of the VM. 

 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-ahb
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-ahb
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Figure 14. SQL Server Configuration 
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Figure 15. switch SQL Server License 

 

4.2 Size 
 

The following VM sizes are selected for the provided versions: 
➢ Standard_DS3_v2 (Enterprise) 

➢ Standard_DS2_v2 (Standard or Web) 

➢ Standard_DS1_v2 (Free Express) 

➢ Standard_D2s_v3 (Free Developer) 

You can still scale up and change VM size after deployment from size section. 
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Figure 16. Size SQL Server VM 

 

 

4.3 Backup 
 

By default, Enterprise, Standard, and Free Developer versions have Automated backup 

enabled with 30 days retention period. You provide the password for Encryption certificate 

while provisioning these a solution with these versions in stream one. If the password 

changes, a new certificate is generated with that password, but the old certificate remains to 

restore prior backups. Backup is configured to use the same storage account used for Boot 

Diagnostics. 

 

You can still modify the backup configuration from the SQL server configuration section of the 

SQL VM. 
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Figure 17. SQL Server Configuration 

 

Select the Edit part in the “Automated Backup” section.  
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Figure 18. Automated Backup 
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Figure 19. Edit Automated Backup Settings 

 

 

4.4 Auto-shutdown 
 

By Default, the VMs of all SQL versions are scheduled to Auto-shutdown on 7 PM UTC. You 

can still modify this configuration afterwards from Operations>Auto-shutdown section. 
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Figure 20. Auto-Shutdown Settings 

 

4.5 Automated Patching   
 

SQL server automated patching is enabled by default to start on Sundays at 2:00 local time 

for 60 minutes of Maintenance windows duration. You can modify this configuration at SQL 

Server Configuration>Automated Patching section. 
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Figure 21. Automated Patching Settings 

 

4.6 Boot Diagnostics 
By Default, Boot Diagnostics is enabled and captured serial console output and screenshots 

of the virtual machine running on a host are stored in a general purpose v2 LRS Azure storage 

account, which name is randomly generated. 

 

You can disable or modify this configuration from the section Support + Troubleshooting>Boot 

Diagnostics> Settings 
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Figure 22. Boot diagnostics Settings 

 

 

4.7 Performance Best-Practices 
 

This solution follows best practices guidelines in terms of VM size and storage, for more details 

on further performance enhancements, please refer to the link below: 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-

windows-sql-performance  

 

 

 

 

 

 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-performance
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-performance
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5. Architecture 
 

 Microsoft

Azure

Azure 

subscription
Resource 

group
Virtual Network

Default Subnet
NSG

SQL on Windows 
VM

OS DiagnosticsData

 

Figure 23. Provisioned Architecture of the solution 

 

6. BOM 
 

▪ Virtual Machine (on which SQL server is installed) 
o Standard_DS3_v2 (Enterprise) 

o Standard_DS2_v2 (Standard or Web) 

o Standard_DS1_v2 (Free Express) 

o Standard_D2s_v3 (Free Developer) 

▪ A Default subnet (address range: 10.0.0.0/24) within a virtual network 

▪ Network interface card for the VM 

▪ A Premium 1 TB SSD managed disks for Data 

▪ A Premium 127 GB SSD managed disks for OS 

▪ A Public dynamic IP address – Basic SKU 

▪ Network security group: act as a firewall for the default subnet in which the VM is 

connected 

▪ Locally redundant V2 storage account for boot diagnostics and Automated Backup (if 

necessary). 

 

7. Limitations 
 

The below are common references for features comparison, for more details please refer to 

the official documentations at: 
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https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-

iaas?toc=%2fazure%2fvirtual-machines%2fwindows%2fsql%2ftoc.json#a-closer-look-at-azure-

sql-database-and-sql-server-on-azure-vms  

 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-

machines-windows-sql-backup-recovery 

 

 
Figure 24. Feature comparison among different SQL Database deployment options 1 

 

 

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-iaas?toc=%2fazure%2fvirtual-machines%2fwindows%2fsql%2ftoc.json#a-closer-look-at-azure-sql-database-and-sql-server-on-azure-vms
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-iaas?toc=%2fazure%2fvirtual-machines%2fwindows%2fsql%2ftoc.json#a-closer-look-at-azure-sql-database-and-sql-server-on-azure-vms
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-iaas?toc=%2fazure%2fvirtual-machines%2fwindows%2fsql%2ftoc.json#a-closer-look-at-azure-sql-database-and-sql-server-on-azure-vms
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-backup-recovery
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-backup-recovery
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Figure 25.Feature comparison among different SQL Database deployment options 2 
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Figure 26.Feature comparison among different Backup options 
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