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1.0 Things to know prior to using this Guide

¢ You would need to familiarize yourself with this document prior to diving in.
¢ All the Screen Shots in this Guide are for reference only.
e This Guide will assist you in finalizing the deployment of the Small Business Cloud
Server (SBCS) in a CSP that was purchased thru the StreamOne Portal.
o Indepth training on Azure is outside of this guide.
e Accessing the SBCS Services in Azure
o You would need to login to the Azure portal
= https://portal.azure.com
You would need to login using the same user name and password as the
one created in StreamOne and what was emailed to you.
e For example: john.doe@contoso.onmicrosoft.com
¢ It will give you a one time password and you will need to change it.
= To access the Virtual Machines (VM) thru the Azure Portal. You must
ensure you have the SYSAdmin Login and Password that was created
during the StreamOne ordering process.
= |f you were not the person who accessed the StreamOne ordering portal
to do the purchasing please get with that person and obtain the user login
and password that were initially created.
= |f the VM User name and Password are no longer accessible you will need
to follow the link below to change it thru the Azure Portal.
e How to reset the Remote Desktop service or its login password in a
Windows VM
e Architecture and Diagrams of the SBCS is located at the back of this document.
e Prior knowledge is required on how to configure Active Directory, O365 and Remote
Desktop Services.
o The SBCS server will have completed installation (but not final configuration) of
Microsoft Essentials roles and features.
o When you first login (to SRA-01) the Windows Server Essentials installation
would have already deployed:
= Active Directory
= Certificate Services

* DNS
» File and Storage Services
= IS

= Remote Desktop Services (RDS)
e Windows Server Essentials
o There Must Not Be Any Pre-Existing Domain Controllers deployed.
= During the final stages of Windows Server Essentials it will ask you to
configure Active Directory as the first Domain Controller.
o If you plan to attach the SBCS servers to an existing Windows Active Directory
Domain.
= You can remove Windows Server Essentials and keep certain other
Domain Controller roles and features.
o It will fall outside the scope of this document.
= Here is guidance to assist you: Install Windows Server 2012 R2 Essentials
as a new replica domain controller
= Oryou would need to UNINSTALL Windows Server Essentials from all
the SBCS VM'’s.
e During the StreamOne ordering process
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o There would have been given a choice to create Small, Medium and Large VM's.
= Small Deployment (< 5 Users)
= Medium Deployment (< 20 Users)
= Large Deployment (< 50 Users)
o You would also have been given the choice of using Windows Server 2012 R2 or
Windows 2016 for the deployment.
o This document can be used for either one. Since there are many similarities
between the two.
e 0365
o You must have an O365 Administrator account and a working knowledge of it.
o Since you will be connecting the SBCS SRA-01 Server to the O365 tenant.
¢ Windows Server Remote Desktop Services (RDS)
o Part of this guide will refer you to configuring RDS Server
o To configure external internet access to the RDS Session you would need to
follow this guide:
= Remote Desktop Web Access (RD Web Access)
o If RDS Services are only to be accessed internally using VPN connections then
external web access is not required.
e Azure VPN
o Creating an Azure Site to Site VPN Connection is not covered in this guide. You
would need to refer to:
= Create a Site-to-Site connection in the Azure portal
e Azure Backup
o Prior to doing the final configuration it is highly recommended that a backup is
performed of the VM’s.
o The reason why that is; in Azure there is no concept of snap shots as there is
when working with on-premises virtualization technologies such as Windows
Server Hyper-V or VMware.
o Section 1.2.6 of this document covers using Azure Backup.
= Azure Back-up (laaS Back-up) has been configured for the VM'’s
running in your resource group. A Default policy has been made with
retention points (30Days, 104Weeks, 60Months & 10Years). The Daily
back-Up is scheduled at 7.30AM.
o More information located here on how to perform Azure Backups:
=  Back up Azure virtual machines to a Recovery Services vault

YouTube Video on Deploying SBCS:
https://www.youtube.com/watch?v=jsDmpndYiH8&feature=youtu.be

At TechData we have created a series of Webinars to help you on this Azure journey.

Follow this link and it will direct you to the Tech Data Technical Services page on YouTube.
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1.1 SMB Solution Template Goal

This is a template that will show you how to deploy the equivalent of the old Small Business
Server which has been updated and is now based on Office 365 and Azure. The idea is to
simplify deployment to the public cloud.

Initially we're looking to support typical SMB scenarios:

* Your e-mail server in the cloud by connecting to an O365 subscription.

* Your file server in the cloud.

* Running your legacy applications in the cloud.

* Increasing your protection against ransomware by leveraging cloud technologies.

1.2 Post-deployment

After the deployment has happened via StreamOne you will have all necessary resources.
Of course final configuration needs to be executed by you as this is your customer. This
solution template has been split out into the various different deployment elements.

1.2.0 Azure

When you first login to Azure you are greeted with a screen similar to this. This is called the
Azure Resource Manager (ARM).

0O Search resources
Dashboard ¥ -+ Newdashboard ¢ Editdashboard ~ C) Share " Fullscreen (! Clone

New

Al resources Service health Get started
Dashboard ALL SUBSCRIPTIONS. MY RESOURCES

5 All resources B pip-sra-01 Public IP address
e Virtual Machines

sra-01 Virtual machine © Provision Windows and Linux virtual machines in minutes

—— L")

¥ sbskhpgs-aa-nvskTeedke Autemation Account
App Services 7]
1D AgentHealthAssessment Solution App Service
. Create web and mbile 3pps for any piatform and device
W SQL databases 1D AntiMalware(sbskhpas-« Solution
% SQL data warchouses 1P ChangeTracking(sbskhp Solution <ol Dot
Network interface. Managed relational database-as-a-service
NoSQL (DocumentDB)
Network interface

virtual machines an Network security group Storage
o Durable, highly avaiable and massively scaiable storage:
1 office365(sbskhpas-om: Solution

B pip-sra02 Public IP address

£ sbskhpas-gw-defauit  Virtual netvork gatewey

Load balancers

Storage accounts Azure Portal

Learn about how to use the Azure Fortal
Virtual networks @ sbsihpa KTced Log Analytics
Azure Active Directory

B Monitor

® advisor
Security Center

D silling

5 Help + support

More services >

= |f you are not familiar with this screen please refer to the following link to assist you.
Azure Video Center
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1.2.2 Virtual Machine

1.2.2.1 Details
+ By default a VM is provisioned including a set of extensions to allow monitoring and
protection. The NIC is not connected to a Network Security Group.
* VM Details:
o Small:
= SRA-01 Compute is: Standard_DS2v2 (2 cores 7gb ram, 126gb Storage)
e Domain Controller, RDS etc...
= SRA-02 Compute is: Standard_DS1v2 (1 core 3.5gb ram, 126gb Storage)
e Used non concurrent usage for RDS session hosts
e Best for cloud server
= Standard Blob Storage
o Medium:
= SRA-01 Compute is: Standard_DS2v2 (2 cores 7gb ram, 126gb Storage)
e Domain Controller, RDS etc...
= SRA-02 Compute is: Standard_DS1 v2 (1 core 3.5gb ram, 126gb Storage)
e Used for RDS session hosts
= Standard BLOB storage
o Large:
=  SRA-01 Compute is: Standard_DS4 v2 (8 CPU - 28 GB RAM)

¢ Standard BLOB Storage
e s still the AD DC and contains several RDS roles except the RDS
Session Host role.
e Servers SRA-02 & SRA 03 are RDS Session hosts.
o Best for concurrent usage and heavy usage.
e A “Jump Server”’ is foreseen. This server is supposed to be

stopped/deallocated in normal circumstances but admin’s will
activate it when they need to do admin work in the server
environment.

GunterS@4-Seasons.be
e

v Resourcegroups > smb._rg fourseasons > sra-01 L Search resources

Add  ZE Columns
+

0 Delete ) Refres!

8 Access cantrol (1AM Standard DS1v2 (1 core, 3.5 GB memory)
. b !
o
-
3 NAME Tvee LocATION ubsarption i«
S orid soivi bl 6e438d7h-ba6c-486c-aff6-e8869e120661
[ o] aa-4nTtslpditts A.. West Europe
sermGs Monitoring
™ A 01 Virtual machine  West Europe
Availability set cPu percentage
® B nicseon Network inter... West Europe
o) nsg-management Network secu... Wast Europe
2/ -
fourseasons-pip-gateway0! Public IP addr... West Europe
-
B Netwocki
Public 1P addr... West Europe
3 @
Virtual networ... West Europe
ocic
Virtual network  West Europe
- a8 Lok
D fourseasons-oms-4nTtsipittse Log Analytics  West Eurape
ot
25 AgentHealthAssessment(fourseasons-om Solution West Europe
PERCINTAGE U
2 AntiMabware(fourseasons-oms-dn7tsip3it Solution West Europe MONITORING 34 ‘I %
.
2P ChangeTracking(fourseasons-oms-4n7tsy Solution West Europe it Metric
Disk read and write
=._‘9'f Office365(fourseasons-oms-4n7tslp3ittS€ Solution West Europe Alert rule:
e security(fourseasons-oms-4n7tslp3itts6) - Solution West Europe - N @ Diagnostics setting: v v
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1.2.2.2 Tasks

The way you connect to the VM'’s is thru the RDP. By Default during the creation of the
VM access is allowed

You will need to ensure that the appropriate port (3389) is open on the Firewall/Router to
allow access.

As you can see in the above screen shot there is a Connect icon.

You will need to ensure you are on the SRA-01 VM

o Click on the Connect icon and it will download an RDP Package. Once the
download is complete you will need to open it.

Connect to the SRA-01VM with the sysadmin account and password that was provided.
If you need to reset the sysadmin password refer to:

o How to reset the Remote Desktop service or its login password in a Windows VM
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* Once you have gained access to the SRA-01 VM you will see that there are many Roles
and Features that are already deployed

* The Time is set to UTC and you will need to change it for the local time zone you

desired.

WELCOME TO SERVER MANAGER

B Local Server
i Al Servers
B ADCS

@ o Configure this loca

es and features
B Fie and Storage Senvices b 4 :
o s N
. npas TS W
@ Remote Deskiop Services b
I Windows Server Essenti... - o o
LEARN MORE
ROLES AND SERVER GROUPS
o ) e Senvers totak
5} ADcCs 1 il apDs 1 £ DNs
@ Manageability (® Manageability (® Manageability
Events Events Events
Services Services Senvices
Performance Performance Performance
BPA rasults BPA results BPA results
Remote Desklop s g Windows Server
Services Essentials Experience
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services B e
Performance Performance Performance
BPA rasults BPA results BPA results

* You will need to do the following:
o You need to ensure IE Enhanced Security Configuration

All Servers
" ADCS

Tl ADDS

& DNS

BR File and Storage Services b
o is

T Neas

@ Remote Desktop Services b

B Windows Server Essenti..

Gomair: On
Enabled
Enabled
Dissbled
1Pvd address

d by DHCP, IPvG

enabled

EVENTS
Al events | 402 ot

== File and Storage
B enices

o s 1 . Neas

4

Manage

(® Manageability
Events

5¢

s
Performance

BPA results

® Manageability

Events

H e

Performance

BPA results

(@ Manageability

Events.

@ Manageability
Events

Services Services

Performance Performance

BPA results BPA results

is set to Off.

Windows Update

nated Uiy

0-AAQS

TasKks_ -
o S
SRAD1 10016 Error  Microscht Windows-DistributedCOM System 4/21/2017 753637 PM
SRA-O1 10016 Error Microseft-Windews-DistributedCOM System
SRA-D1 10016 Error Microseft-Windows-DistributedCOM System
SRA-O1 10016 Emvor Microsoft-Windows-DistributedCOM System /21/2017 T46:37 PM
SRA01 10016 Emor  Microsoft-Windows-DistributedCOM System 472172017 74137 PM
SRAD1 10016 Eror  Microsoft-Windows-DistrbutedCOM System 472172017 74130 PM
SRA-O1 10016 _Error Microsoft-Windows-DistributedCOM Sestem 472172017 73637 PM.
SERVICES
All servic Tasks_~
p @~ @~ <
Server Name  Display Na Service Name. Start Type
SRA-O1 Background Tasks Infrastructure Senvice Brokerinfrastructure Running  Automatic.
sra01 Microsoft Monitoring Agent APM System Center Management APM Stopped Disabled
° 2.0 o Notificats ot oM,
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+ At this point you will need to complete the Server Essentials Post-Role Configuration.
Server Manager

Server Manager * Dashboard

8 Dashboard WELCOME TO SERVER MANAGER

T Local Server

ii N Servers B! BN | SLO%
i Configure this I
i b

& DNS QUICK START

i Fileand Storage Services P
io Iis
® Remote Desktop Services b

WHAT'S NEW
llx Windows Server Essenti

= |nthe SRA-01 VM you will see the Post-Deployment Configuration Alert and click the
“Configure Windows Server Essentials”.

= This will open the Configure Windows Server Essentials Wizard as shown.

= You will next need to click on Configure.

Configure Windows Server Essentials |;l£-

sra-01.fourseasons.local

Configure Windows Server Essentials

Windows Server Essentials can be set up in your environment in different ways.

Configure Windows Serv... This server has been set up to a domain controller. Click Configure to set up Windows Server

Essentials on the domain controller.

The computer name cannot be changed after the configuration has been done.

< Previous Next > Configure | ’ Cancel
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= Wait until configuration is complete. This may take several minutes depending on the VM
compute size that was chosen.

sra-01.fourseasons.local

Updating and preparing your server

That is all the information that you need to provide. Your server is being prepared for use and may
restart more than once. This may take up to 30 minutes.

[ ]

1. Please do not perform any other operations that can change the server configuration or turn it
off.

< Previous ‘ ’ Next > 1 l Close ‘ ’ Cancel
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= Once it has finished you will see the following screen
= You can Click Close.

sra-01.fourseasons.local

Configuration completed
© VYou have successfully configured Windows Server Essentials on this server.
To empower your server with Microsoft cloud-based services, you can register your server with
Microsoft online services that provide a set of great services for businesses. This integration will
enable you to manage your online users from the server dashboard and prepare your server for
easier online services integration in the future.

=» Register with Microsoft online services

< Previous J \ Next > ’ I Close I l Cancel

Tech Data Small Business Cloud Server Step-by-Step Page 11




You will next need to Add User UPN.
e This will allow the users to logon on the server with the same userid as in Office 365
o We need to add the customer domain to the UPN Suffixes list.

e As you can see from the screen shot you will need to open Server Manager.
e Under Tools you will need to Choose Active Directory Domains and Trusts.

@ " Sene Mg Lo e 1] o

Acve Diecor AdnniateCre

I PRORERIS et Do s
el Hee i otde oo e

Aeve Doy s nd e

H g

(ompue e sl Lt el s LRI
Doman s Vindove Onirka e i
litdecedbrptes ey K12

Aeve Doy sesnd Computes
A0
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¢ You will see that a .Local domain has been created by default.

¢ You will need to highlight Active Directory Domains and Trusts and right click for
Properties.

e Type in the correct UPN suffix for your tenant.

File Action View Help
Aand CE]
{/[5] Active Directors Domains and Trustl Name Type
ﬁ foursea| | Change Forest... domainDNS
Change Active Directory Domain Controller...
| . More Actions
| Operations Master...
Raise Forest Functional Level...
View »
Refresh
Export List...
I Properties
Help
< m >
Opens the properties dialog box for the current selection.

= Active Directory Domains and Trusts

File Action View Help
e @ 06z 8=

g Active Directory Domains and Trust|

% fourseasons.local UPN Suff

The names of the curent domain and the root domain are the default user
principal name (UPN) suffixes. Adding altemative domain names provides
additional logon security and simplifies user logon names.

If you want altemative UPN suffixes to appear during user creation, add
them to the following list.

Atemative UPN suffies:
[ | [

4-Seasons be
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Now to Import the users from AAD/Office 365. (You might need to restart the dashboard
and/or Server)

e If you had to reboot SRA-01 you will need to wait a few minutes.

e Once the SRV-01 VM is made available you will need to log back in using RDP using
the previous steps.

e Once you are logged in you will see a “Dashboard” icon on the desktop.

e Highlight and click on the Dashboard icon.

& sra-01 - 13.95.23.124:3389 - Remote Desktop Connection

Dashboard

Readme
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This Section will cover Managing O365
Users Information in Windows Server
Essentials

¢ You will need to ensure you and or the end user customer has a pre-existing 0365
subscription. You will need to have this information ready as we move forward.

e If you do not have this information DO NOT proceed.

¢ If you need more information go to:

o https://technet.microsoft.com/en-us/library/dn737016(v=ws.11).aspx

e When you integrate your Windows Server Essentials server with Microsoft Office
365, you can manage your online accounts along with user accounts from the
Dashboard.

e When you use the Dashboard to assign a Microsoft Online Services account to a
user account, the account passwords are automatically synchronized, and you can
maintain the two accounts together throughout the user account’s lifecycle.

e It's convenient for the user, who can use the same password to access resources on
the server and in Office 365. And you can apply the same password requirements for
access to resources in Office 365 that you require for your in-house resources.

e How does password synchronization work?

o When you use the Dashboard to assign a Microsoft Online Services account
to a user account, the user account password is automatically synchronized
with the user’s online account. This means that a user only needs a single
password to access both the resources on the server and in Office 365.
Furthermore, you can use the same name for the user account and the users
online ID.

o Password synchronization occurs immediately and automatically when a user
changes the password for their user account from a domain-joined computer
or by using Remote Web Access.

¢ Important: If Office 365 is integrated with Windows Server Essentials, users should
not change the password for their Microsoft online account from the Office 365 portal.
Doing so will break the password synchronization.
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As Pictured below you will need to highlight “Services” then Office 356

e Click on “Integrate with Microsoft Office 365”.

HOME
SETUP Microsoft Online Services
Lompietethese sk t contgur your srvr o he frsttima  Inograte with Mirosoft Ano Acive Diractory Disabled

B Intearate with Microsoft Offie 365 Olsabled 365

SERVICES * Integrate with Micosoft Intune Disabled
Integrate your server with business productivity and collaboration soktions. = Integrate with Microsoft Azure Backup Disabled
Other Integrations

ADDINS = Integrate your Exchange Server Disabled
Install valuable add-ins for your business,

QUICK STATUS

* To enable integration to the right click on “Integrate with Microsoft Office 365”.

= Then click next.
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F

Get started

This wizard helps you integrate a new or existing subscription for Microsoft Office 365 into your
server network.

When you complete this wizard, you can:

» Add and manage Microsoft Office 365 accounts from the server dashboard.

Keep your users' passwords synchronized between the local network and Microsoft Office
365.

| already have a subscription

Next Cancel

e This username must have full access to the customers O365 subscription.
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o The User name and password you see here is for reference only.
o Please ensure you use the correct Username and password for the O365 subscription

you are going to connect to.

Provide your account information

Type the user name and password that you use to manage your subscription.

User name:

|gunters@4—Seasons.be

Password:

**********l

Clear user name history

Forgot your password?

Read the privacy statement.

Cancel

e Once that is done Click Next.

e Please read and when completed Check the box as below and click Next.
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Apply strong password policy

To ensure secure access to Microsoft online services, the wizard will change the level of the
server's password policy to Strong. In addition, the Strong password policy is enhanced to
enforce the following requirements:

» Passwords must contain 8-16 characters.

= Passwords cannot contain a space or Microsoft online services account name.

What should | know about password policies?

Cancel
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o After completing the wizard restart the dashboard and select the option to import
accounts from Microsoft Online Services.

o For reference you will see a list similar of all the users in O365 as shown below.
H

HOME USERS DEVICES STORAGE APPLICATIONS

Name™ 9 Fike History | Anywhere . | Access level | Status Wicrosofto. “sysadmin Tasks
Administrator (1) = i

& sysadmin_ sysadmin Addmiistrat.. Active View the account propesties

Change the user account password

Assign a Microsaft cnline account

Users Tasks.

Set the pazsword pelicy
Change the File History zeting
Expert all remote connecticn
2dd Microsoh anline accounts
import accounts from Microsah cnline service

[ Microsoft Online Services Service Integration - Import accounts from Microsoft oaline

Import user accounts from Microsoft Online Services

To add a server user account for an existing Microsoft Online Services account, you can accept
the recommended account name or type a new name. Microsoft Online Services accounts that
are already assigned to a server user account do not appear in this list.

Microsoft Online Services account Server user account
admin@4Seizoenen.onmicrosoft.com [
BoardRoom@4-seasons.be lpcariR s

qunter gobarca.Be#EXT#@4Seizoenen.... |n||nfnr nnharca Re#FXT#
GunterS@4-Seasons.be
GunterS-Admin@4-seasons.be GiintorS-Admin

|
|
|
|
|
gunters-secadmin@4-seasons.be |
|
|
|
|
|

(GuintarS

GunterS-l lcar

GunterS-User@4-Seasons.be

Info@4-seasons.be hnistis
NorthwindTraders@4-seasons.be |Nm+hwinrleAnrc
Sales@4-seasons.be [Salac
SMO-Sales@4-seasons.be 'SMON-Salac

Next Cancel

e Click next and wait for completion.
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e Once those Users are imported it will look very similar to what is shown below.

USERS
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This Section will cover Remote Desktop Services:

¢ If you are not familiar with Windows Server Remote Desktop Services(RDS) please refer
to:
o Welcome to Remote Desktop Services
e You would need to ensure you are logged in to SRA-01. This is the primary RDS server.
o As an FYI, anything that has a Green Plus needs to be configured.
e You would need to ensure that you have installed the applications the end users will
need to have access to.
e You will complete the configuration of RDS by publishing the applications that will be
executed remotely.
e Select “Session Host”
¢ Right Click choose “Create Session Collection” and the wizard will appear.

Server Manager * Remote Desktop Services * Overview

o cate se

LEARN MORE

@ DEPLOYMENT OVERVIEW DEPLOYMENT SERVERS

© ® ®

RD Web Access RD Gateway RD Licensin: 9
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e Click “Next” in the “Before You Begin” page.
¢ You will need to name the Collection as shown.

Name the collection

Before You Begin A session collection name is displayed to users when they log on to a Remote Desktop Web Access
server.

Collection Name

RD Session Host e
Remote Application Collecti0n|

User Groups

User Profile Disks Description (optional):

< Previous H Next > I | Create H Cancel
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= RD Session Host is configured as part of the original deployment.

= You will need to choose SRA-01 as shown below.

= For larger deployments you would need to ensure SRA-02 and or SRA-03 has RDS
services installed and it can be chosen as a Session Host.

Specify RD Session Host servers

Before You Begin Select the RD Session Host servers from the server pool to add to this collection.

Collection Name
RD Session Host Selected

User Groups Computer
User Profile Disks Filter: l
4 FOURSEASONS.LOCAL (1)
Name IP Address Operat sra-01

sra-01.fourseasons.local

<| m > <| ] >

1 Computer(s) found 1 Computer(s) selected

[<Previous H Next > l | Create H Cancel I
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= Next Add the “User Groups” as listed below.

Specify user groups

Before You Begin Add the user groups that should have access to connect to the collection.

Collection Name User Groups:
RD Session Host FOURSEASONS\Domain Users

User Groups

User Profile Disks

< Previous ” Next > l I Create ‘I Cancel

Tech Data Small Business Cloud Server Step-by-Step Page 25




»= You will need to decide if you are going to have User profiles.
* You need to ensure there is enough disk capacity on “C” to host all the user profiles
= Once complete click “Next”.

Specify user profile disks

Before You Begin User profile disks store user profile settings and data in a central location for the collection.
Collection Name ["] Enable user profile disks

RD Session Host Location of user profile disks:
User Groups

User Profile Disks Maximum size (in GB):

Confirmation 20

o The servers in the collection must have full control permissions on the user profile disk share,
and the current user must be a member of the local Administrators group on that server.

< Previous H Next > I | Create H Cancel
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= Once you have verified all is correct
= Click “Create”.

Create Collection ILE-

Confirm selections

Before You Begin Collection Name

Collection Name Remote Application Collection

REYSECanEOs Users and User Groups

User Groups FOURSEASONS\Domain Users
User Profile Disks

- - Remote Desktop Session Host Servers
SRA-01 FOURSEASONS LOCAL
User Profile Disks
No

Next > Create ‘ ’ Cancel

= After creating the collection (which you did in the last steps) you will still need to publish
the applications you want to make available to the users that will use Remote
Applications.

= As you can see below you will need to navigate to this screen to “Publish” these
applications.

= Once you click on “Publish RemoteApp Programs” a wizard will pop up.

Server Manager * Remote Desktop Services * Collections * Remote Application Collection

PROPERTIES CONNECTIONS
tles o th i TASKS ¥

S w-E

o
Remote Applica

AR

B

REMOTEAPP PROGRAMS

Publish RemoteApp Programs

e You will see a list of all the applications that are already installed on SRA-01.
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Tech Data Small Business Cloud Server Step-by-Step

Will need to choose which applications to publish and click “Next”

Select RemoteApp programs
RemoteApp Programs Select the RemoteApp programs to publish to the Remote Application Collection collection. To add
a RemoteApp program to the list, click Add.
Confirmation
The RemoteApp programs are populated from SRA-01.FOURSEASONS.LOCAL.
["] RemoteApp Program Location )
[[] & Microsoft Azure Services %SYSTEMDRIVE%\Windows\explorer.exe
[] 5/ODBC Data Sources (32-bit) %SYSTEMDRIVE%\Windows\syswow64\odbcad...
[[] I5JODBC Data Sources (64-bit) %SYSTEMDRIVE%\Windows\system32\odbcads3...
#/ Paint %SYSTEMDRIVE%\Windows\system32\mspaint....
& Remote Desktop Connection %SYSTEMDRIVE%\Windows\system32\mstsc.exe | _
[] &, Remote Desktop Licensing Manac %SYSTEMDRIVE%\Windows\system32\licmgr.exe
O @Resource Monitor %SYSTEMDRIVE%\Windows\system32\perfmon...
O aSecurity Configuration Wizard %SYSTEMDRIVE%\Windows\system32\scw.exe
O EServer Manager %SYSTEMDRIVE%\Windows\system32\ServerM...
O %Snipping Tool %SYSTEMDRIVE%\Windows\system32\Snipping... |
B . T B s s 0LCVETERANDINEOA A lin s masrbamad N CarindDa
[<] [ [[>]
Add...
Verify that the program is installed on all the RD Session Host servers in the collection.
‘ < Previous ‘ I Next > I ’ Publish ‘ [ Cancel I
Confirmation
RemoteApp Programs Confirm that the list of RemoteApp programs to be published is correct, and then click Publish.
¢ 3 RemoteApp programs:
RemoteApp Program Location
S Calculator %SYSTEMDRIVE%\Windows\system32\calc.exe
:}}Paint %SYSTEMDRIVE%\Windows\system32\mspaint....
*‘gRemote Desktop Connection %SYSTEMDRIVE%\Windows\system32\mstsc.exe
[ < Previous l ’ Next > ‘ l Publish I l Cancel

Click “Publish” and close the wizard.
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Next step is configure the RDS Gateway SSL Certificate.
¢ You will need to navigate back to the RDS screen shown below.
¢ Next you will need to right click on the RDS Gateway icon.
o It should be pre-configured and colored grey.
o If not right Click and “Add RD Gateway Services”

Server Manager * Remote Desktop Services * Overview

- © t t e Create session collectio

| ] LEARN MORE

[

8

=2 DEPLOYMENT OVERVIEW DEPLOYMENT SERVERS

W e ok 201 fou [ TASKS v eched on 1 ) TASKS v
o

Y i s @Y @~ S
[ + erver FODN © alled Role Se

@

L] RD Web Access RO Gateway RD Licensing

SRA-01FOURSEASONS.LOCAL RE
SRA-01.FOURSEASONSLOCAL RI

(O}

RD Connection Broker
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e This is an example of how you would setup SSL for internal and external users would
gain access to the RDS portal.
o Here is alink if you are not familiar on this concept: Configure trusted certificates
on RD Connection Broker servers and clients

[}
Name the self-signed SSL certificate
Garver Slatsm SSL certificates are used to encrypt communications between Remote Desktop Services clients and
— RD Gateway servers. The self-signed SSL certificate name must match the fully qualified domain
SSL Certificate Name name (FQDN) of the RD Gateway server.
Confirmation SSL certificate name (use the external FQDN of the RD Gateway server):
fourseasons.westeurope.cloudapp.azure.co
The FQDN must match the RD Gateway server name used by the Remote Desktop Services client.
< Previous l i Next > ] ‘ Add ‘ i Cancel
[ ]

Confirm selections

Sarvar Selleeihm The RD Gateway role service will be installed on the servers and added to the deployment.

SSL Certificate Name RD Gateway (1 server selected)

Confirmation sra-01.fourseasons.local

RD Gateway External FQDN

fourseasons.westeurope.cloudapp.azure.com

< Previous l | Next > ‘ I Add l I Cancel
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https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/Configure-trusted-certificates-on-RD-Connection-Broker-servers-and-clients
https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/Configure-trusted-certificates-on-RD-Connection-Broker-servers-and-clients

¢ \When the user navigates to the RD Web portal the users will be able to logon with their
user@customerdomain.com user id and launch his applications.
¢ Once logged in the users will see the Applications that were chosen and they have

access to.
[ RD Web Access X + - 8 X
& 2> 0O | cen fourseasons pe.cloud OWeb/? Us/loginaspx I%| =4 & -

@w Work Resources

25! Remoteapp and Desktop Connection

Domakiuser name: [ounters@4-seasons.be
Password [annensenen =

securty
Waming: By 1ogging 0 10 ths web page, you confirm
that ths compater camplhes with your organization's
Secusity policy.

[E]

T0 protect against unauthorized access, your RD Web.
Access session wil automatically time out afte a pericd
ot ieactiity,  your session ends, refresh your beomser
30 590 in again.

« Work Resources

%) Remateapp and Desktop Connection

RemoteApp and Desktops.

Current folder: /

Caloustor Pace Samete.
Daskasp
Connection
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1.2.2.3 Alternate & Complementary configurations.

+ Remove Windows Essentials role: In case you prefer not to sync users & passwords
you can uninstall the Essentials role.

* AD Connect: In case you prefer to manage users through Windows Server AD instead
of AAD/O365 you can implement AD Connect.

« Office 365 Pro Plus: In case you need Office in the RDS Environment you can deploy
Office 365 Pro Plus with the Office Deployment Tool.

If you require further configuration of SRA-01 & SRA-02 you would need to complete it on
your own.
These next steps we will be going back to the Azure portal
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1.2.1 Automation

1.2.1.1 Details

= NO CONFIGURATION IS REQUIRED UNLESS YOU CHOOSE TO CHANGE THE
TIMES.
= The Deployment of the VM’s in Azure are accomplished via Automation.
o There is more automation within the Azure Portal itself
= The automation account contains 1 runbook that is scheduled 2 times per day
o At 9a.m. to start the VM’s. At 9p.m. to stop the VM’s. You can change the
schedules as required.
= This Automation Runbook is located in the Resource Group “SmallBusinessServer’

Resource groups > SmallBusinessServer O Search resources

Resource groups * X ) SmallBusinessServer
UATTest

ns Q) Refresh & Add  EZ Columns [ Delete Q) Refresh =) Move

] it Friendly N

B Activity log 6e-dcfc-8096-dfeafbabbeas
2 NAME sl Access control (1AM)
[ () smaliBusinessServer - & Tos
=

SETTINGS LocATION
. Quickstart
L
=

iZ Properti
=

Aut C

e MONITORING

i Metrics
L )

Ale

L
- EastUS
> Nest Europ

SUPPORT + TROUBLESHOOTING

New cunnort raniiact

e To further understand what the “Automation” blade does.
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o You would need to navigate to

Resource groups > SmallBusinessServer >  sbskhpas-aa-nvsk7ccakd3nu O Search resources

,::_{x sbskhpgs-aa-nvsk7ccdkd3nu

=

£ Overview

B Acti A

L
~) s Acce: 4
L
(] & Togs StreamOneAdmin@tdmsftcom
= ¥ Diagnese and solve problems Resources
T srocess AUTOMATON Runbooks = Hybrid Worker Groups DSC Configurations DSC Nodes
D oo 198 "
« T 28 | i | e 0e 08 W
L] obe Monitoring
L B Runbooks Gallery Job Statistics
= CONFIGURATION IMANAGEMENT
FalLED

G DSC nodes 1 4

r's & DSC configurations
suspeNDED
e G DSC node configurations | sTome
1 suspnoen

L 3

SHARED RESOURCES 1 I CommETED

® ryp

orker groups

)

0 @&

B Modules Gallery

=  On the left side you will see under Process Automation, RunBooks click on it. The Blade will
expand to show you the different runbooks that are pre-populated.

Resource groups > SmallBusinessServer > sbskhpas-aa-nvsk7ceskd3nu - Runbooks O Search resources

D sbskhpgs-aa-nvsk7cc4kd3nu - Runbooks

el ¥ il Browsegallery Q) Refresh

=

Overview

NAME AUTHORING STATUS LAST MODIFIED TaGS
o 2 Invoke StartStopBusinassHoursVM # Inedit 4/7/2017, 403 2M
Py 2 Testrunbook New 4/7/2017, 4:30°M
1 X Diagnose and solve problems
] PROCESS AUTOMATION

"] & Runbooks
@ Jobs
Ps B Runbacks Gallery
[ ] CONFIGURATION MANAGEMENT

DSC nodes
rs nfigurations
e 3 DSC node configurations
- SHARED RESOURCES

@ Hybrid worker groups

D Schedules

B Modules

B Modules Gallery
Credentials

= Connections

= Click on the Invoke-StartStopBusinessVM. You will see a new blade open. It will show you the
Schedule and other information about the runbook. You can do many functions as you can see.
Start, View, Edit, Schedule etc... If you want you can add more runbooks to increase the
automation.
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Resource groups > SmallBusinessServer > sbskhpas-az-nvsk7cc4kd3nu - Runbooks > Invoke-StartStopBusinessHoursVM SO Search resources

Invoke-StartStopBusinessHoursVM
unbook

P Sttt D View #Edit (D Schecule [ Webhook @ Delete & Export L) Refresh

Essentials ~

W Activity log

L & e sbskhpgs-aa-nvsk7ccdkd3nu

(] X Diagnese and solve prablems

West Europe

mOneAdmin@tdmsft.com
RESOURCES

Jobs Details

Schedules ‘Webhooks

L 2 RUNBOOK SETTINGS Jobs
" |
= Properties 2 _L)

P cing
) sermngs
- & Locks
® i Automation script
(o] SUPPORT + TROUBLESHOOTING
® New support request
M
>

<

* Review the schedule and check if it meets the customer’s business requirements.
Otherwise change/add or delete schedules as needed.

* Once you are finished you can exit out by clicking the X in the right corner of the blade.

+ To select VM’s applicable for this automation they need to be tagged with the
“BusinessHours” tag with a value “True”.

Tag the VM’s that need to be stopped and started.

v Resource groups > smb_rg_fourses

y P Search resources

= smb_rg_fourseasons RN £ sra-01 - Tags

1.2.2 Virtual Network

1.2.3 This is more for your information since no configuring at this point is required.

1.2.4 When you login to the Azure Portal you will be presented with the SmallBusinessServer
Resource Group.

1.2.5 As pictured below scroll down to highlight sbskhpgs-vnet-default.

1.2.6 It will say Virtual Network for Type.
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SmallBusines:

E Cowmns [ Delete () Refresh =3 Move

66e-4cic-B006-dfedfbabbeds

[} &) SmalBusinessServer & Tage
= Tvee

semngs

Public 1P address
]
L
[ ]
L 2
=
Automation seript

MowToRING

L]

1.2.7
devices to it.
1.2.8 You will see the virtual NIC’s for SRA-01 and SR-02 and the Gateway.

1.2.9

Resource groups > SmallBusinessServer >  sbskhpgs-vnet-defauit O Search resources

LocaTion

EastUS

Click on it and the blade will expand to show the Address Space and the connected

Once complete you can close the blades by clicking on the “X” in the right corner.

sbskhpgs-vnet-default

0 Search (Ctrl+/) => Move [ Delete

= Essentials ~
5 Overview

B Activity log

> 2 Access control (1AM) FastUs loa14
L] & Taos
Subscription I

= 34451000-b66e-Acfc-8096-dlfesibabbess

SETTINGS
"8 Address space.

3 connected devices **
[} * Connected devices
DEvICE veE P ADDRESS suBNET
[ ] Subnets
nic-sra-01 Network interface 10314 sn-managementServices
& B DNS servers nic-sra-02 Network interface 0315 sn-managementServices.
Peerings shskhpas-gw-default Virtual network gateway GatewaySubnet

=

HE Properties

8 Locks

3 Automation script

MONITORING
L 3

<% Diagram
o

SUPPORT + TROUBLESHOOTING

o

New support request
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Overview

B Actuitylog

e i Access control (IAM)
# g
- SETTINGS.
a Quidstart
u () Resource costs
- Ceplayments
@ Policies
Sroperties
=
B putomation scipt
+
norTonmG
L
i Mevics
-
et ules
N

[+

Diagnostics logs.

o]
°

Applcation insights
& Log amalysics (OMS)

> [e—

SUPPORT + TAGUBLESHOGTING

New support request

[ Dclete ) Refresh =3 Move

-

Invoke-StartStopBusinessHaursyM
& Testrunbook

Y AgentHesithAssessment(sbskhpas-oms kT ccdkelnu)

& AotMabarelbsipes o T

ChangeTracking(sbskhpqs-oms-avskTeodkd3nu)

OHice165(sbakhpas-oms- sk Teedkd Inu)

B sosshpgs-sai0n

@, satserve

SpySgth2ghive

bezg2d2ze

B stafwldazotogind
sra-01
A 02

stiskhpas et -default

sbskhpas-gw-default

East US

v~

Runbaok

Runbook

Solutior

Solution

Solutior

SQL database

server

Storage accaunt
Storage aceaunt
Vintusl machine
Virtusl machine
Virtual network

Virtusl network gateway

= The deployed network consists of 2 Subnets.

= The gateway subnet does not have a linked Network Security Group.

Resource groups

>

SmallBusinessServer >  sbskhpgs-vnet-default - Subnets

sbskhpgs-vnet-default - Subnets

fc-8096-dfedfbabbes:

LoCATION

Wiest Europe

West Europe

st Europe
Wiest Europe

West Europe

Europe

st Europe

West Europe

East US

EastUS

East U

East US

EastUS

East US

East US

Esst US

0O Search resources

Ovenvew
B Aciitylog

il Access contral (M)

# g

sETTinGs
Address space

cted devices

Peerings

Properties
& Locks

3 utomation script

MONITORG

3 Disg
SumpRT « TROUBLESHOTTING

New suppert request

O Search (Ciriv)

> Overview

B Activity log
- s Access control (IAM)
[ ] & Tags
L sermnGs
8 Address space
[ ] % Connected devices
[ | > Subnets
¢ B DNS servers
- Peerings
1} Properties
& Locks

2 Automation script

MONITORING

& Diagram

SUPPORT + TROUBLESHOOTING

New support request

e Subnet o
Search subnets
NamE
Sn-managementServices

GatewaySubnet

ADDRESS RANGE

10310724

103.5.0/24

AVAILABLE ADDRESSES

SECURITY GROUP

nsg-management
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VPN Gateway (Optional)

e Creating an Azure VPN Connection is not covered in this guide.
o But will be required if you still have on premises resources you plan on having users
access.
e You would need to refer to the following links for detailed information:
o About VPN Gateway
o Create a Site-to-Site connection in the Azure portal

Once a VPN connection is created it would similar to the one shown below:

o X S fourseasons-gw-default

/ 6e4aBdTb-bAGc-486c-aff6-B869¢120661

at
West Furope

6edalid 7b-bA6c-486c-atf6-e8869e120661
LocATION

ccount WestEur.. ...
Virtual machine West Eur.
Network interface West Eur. ..
@ nsg-management Network security group ~ WestEur... ...
B8 fourseasons-pip-gateway01 Public IP address WestEur. ..,
B pip-sra-0l Public 1P address West Eur... ...
"4 fourseasons-gw-default Virtusl network gatewsy ~ WestEur... ...

fourseasons-vnet-default Virtual network WestEur.. ... SUPPORT + TROUBLESHOOTING

i
L
[e]
-
*
t
L 2
&
®
(0]

¢® fourseasons-oms-4n7tslp3ittse Log Analytics West Eur... ... & New suppo
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https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

1.2.6 Azure Back-Up (Optional but recommended)

= Azure Back-up (laaS Back-up) has been configured for the VM'’s running in your
resource group. A Default policy has been made with retention points (30Days,
104Weeks, 60Months & 10Years). The Daily back-Up is scheduled at 7.30AM.
o More information located here on how to perform Azure Backups:
o Back up Azure virtual machines to a Recovery Services vault

1.2.6.1 Post Provisioning Tasks O

1.2.1 When you login to the Azure Portal you will be presented with the SmallBusinessServer
Resource Group.
1.2.2 Scroll down until you see Recovery Services Vault as the Type pictured below.

Resource groups > SmallBusinessServer > sbskhpgs-rsv-nusk7ceakd3nu O Search resources
Resource groups * X SmallBusinessServer
[— N e rour
4 Add 22 Columns Q) Refresh O Search (Ciri+) 4 Add  ZZColumns @ Delete ) Refresh =3 Move
= Subsc Default Friendly Name

) Overview

Fitte ubscription ID
- B Aty log 34451000-b66e-4cfc-8006-dfesfbabbess
Location
= e 2 Access control (AM) EastUs
(] () SmallBusinessServer & Tis
- 33 items
=
SErTinGs NamE Tvee A LocaTion v/
Ta
Quickstart ¥ shskhpgs-aa-nvskTecdkd3nu Autamation Account West Europe
L] & Resource costs o® sbsknpas-oms-nvskeodkdanu Log Analytics West Europe
L] = Deployments B nicseo Network interface EastUS
L 2 Poliies B ricse0z Network interface East Us
i= Properties
] @ nsg-management Network security group EastUS
Locks
a pip-sra-01 Public P address East US
Automstion script
* = P pip-sra-02 Public IP address EastUS
e MONITORING sbskhpas-pip-gateway0l Public P address East US
i Metics i shskhpas-rsv-nvskZeodkd3nu Recovery Services vault East US.
L 3
Alert rules & Invoke-StartStopBusinessHoursVM Runbook West Europe
)
B¥ Diagnostics logs & Testrunbook Runbook West Europe
o @ hopl o
@ Applics a8 Solution West Europe
o
u & Log analytics (OMS) » K7catkd3nu) Solution West Europe
> P Log search 29 ChangeTrackingisbskhpas-oms-nvskTcodkd3nu) Solution West Europe
8 Office365(shskhpas-oms-nvskTecdkd3nu) Solution West Europe
SUPPORT « TROUBLESHOOTING =
2 Sccurity(sbskhpq KcTecdkl3nu) Solution West Europe
New support request &
29 Updatesisbskhpas-oms-nvskTecdkd3nu) Solution West Europe

Click on it and the blade will expand
Check Back-Up Schedule.
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https://docs.microsoft.com/en-us/azure/backup/backup-azure-arm-vms

Resource groups > SmallBusin > sbskhpgs-rsv-nwskTecdkddnu > Backup Items

Backup ltems

o o Backup pliczte @ Delete T Refresh
L] Essentials =
S Cveriew BACKUP MANAGEMENT TYPE BACKUP ITEM COUNT
urce grau
& Actiity log allBus Azure Virtual Machine 2
— i Access control [AM) Azure Backup Agent [
Locatian Replicate
& Tag EastUs 0 Azure Backup Server 0
Subscript
1 . Diagnase and solve problems .
Subscription 1D
344510c0-b66e-Acfc-B096-dfebfbabbeds
=J SETTINGS
=] 1} Properties Monitoring
= & Lods Backup Alerts (last 24... Backup Pre-Check Status (Azure Vi)
ion scri camca
Y Automation script Critical 0 I
[ ] GETTING STARTED Viarming 0 omaL
WARNING
& Backup 0
rs & Site Recovery
Site Recovery Health
-3 MONITORING AND REFORTS
Unhealthy serv... [
- Jobs
Events a
M alerts and Evants
L Updates availa... 0
o poLCEs
% 5 Backup policies Backup
.
Backup [tems Backup Usage Backup Jobs
5 PROTECTED ITES
Backup ftems Cloud-LRS 08 In prograss [
3 Replicated items Cloud - GRS 53.28 GB Failed o
MANAGE 2 =
! site Recovery Infrastructure )
Site Recovery
E£ Backup Infrastructure B
¢ Replicated items Recovery plans Site Recovery jobs

Recovery Plans (Site Recovery)

SUPPORT + TROUBLESHOOTING

New support request 0

Failzd o

Waiting forinput 0
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= Next you will highlight Backup Policies
* You will see there are two Policies
= You will need to click on deafaultPolicy-01

Resource groups  » SmallBusinessServer  »  sbskhpqs-rsv-nvsk7ccdkd3nu - Backup policies

D shskhpgs-rsv-nvsk7ccdkd3nu - Backup policies
Re 5 ult

2 Search (Cirl+4) + Add

(L] | Filter items ..

& Overview
mmm NAME “ POLICY TYPE o
B Activity log

defaultPolicy-01 Azure Virtual Machine
- sma Access control (JAM)
DefaultPolicy Azure Virtual Machine

. & Togs
b1 * Diagnose and solve problems
8 SETTINGS
(3] ! Properties
(& n Locks
*’ = Automaticn script
= GETTING STARTED

& Ba ckup
'S & Site Recovery
e MONITORING AND REPORTS
o Jobs

™ Alerts and Events
a
O POLICIES
@ [ Backup policies
B
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= You will see the retention policy for SRA-01 and SRA-02

Resource groups > SmallBusinessServer > sbskhpgs-rsv-nvsk7ccakd3nu - Backup policies > defaultPolicy-01 ®) GremhimsemEs rene@renes|

X D sbskh nvsk7ccdkd3nu - Backup policies defaultPolicy-01 B X
e
0 o dd £8 Associateditems [ Delete [ Save X D
L Filter items ..
@ Overview Backup frequency
NAME ~ poucrTvee ~
-] vl + | Local Time (UTC-04:00)
B Actit log Daily 130 AM
defaultolicy-01 Acure Virtual Machine 8
= 4 Access control (1AM) Retention range
DefaultPolicy Agure Virtual Machine Retention of daily backup point.
& T
- *a For
a3 X Disgnose and soive problems - oot
s SETTINGS
| Retention of weekly backup point.
"] It Properties b beckup o
*on * At For
[ ] & Locks
i v o et
® A Automation script
= GETTING STARTED ] Retention of monthly backup point.

& Backup Week Based [RNgT]

& Site Recovery
*on * Day * At For

Fohd v | [snsy v w Venihis)

MONITORING AND REPORTS

5> ® o

Jobs

V] Retention of yearly backup point

[t Day Based

™ Alerts and Events

PouciEs

(]

o *in *0On * Day * A For
s i ancargfebre v | [ Fst V] [swmir > o et

PROTECTED ITEMS

= Highlight Associated Items
» The blade will expand and show the VM’s

BB Associsted ftoms | [ Delee [ x ) Refresh o ads Y Fiter
-
] v | [0ma < Local Time (UTC-0400
sra-02 © Passed © Success
.
L ]
[ — . . Weekis!
L on * Day - =
. irst;Third ~ Sunday ~ L2 Monthis)
&~
&
- januaryFebru-.. ¥ st v || Sunday ~ e

= Once you are finished you can close the blade by choosing the X in the right corner.
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1.2.7 Azure Storage

= This section is for your information and no configuration is required.
o A Storage Account (Standard Storage LRS is provisioned) for each VM.
o You will see two Storage accounts in the Azure Portal
o You will click on the Storage Account highlighted

A i EECourms B Do 0 Rebwh = Mowe
- ubscri Esseni -~
O
e
., [~ ot
' ) SralBusinessserver
serwas [ .

. Quickstart

= shskhpeys-rsv-nvsk Teedkd3nu Recovery Services vault
] Resoumce cots

& Invoke-StartStopBusinessHoursVM Runbook
- S Deployments

& Testrunbook Runbook

Solion
= Solutior
soun
+ Solutio
™ Soutio
- sous
i s
2 .
atadpphizapivn ot
- ]
stafwTdd2oteghd Storsge sccount EastUS

= Next you will see the blade expand
= Click on Blobs

Resourcegroups > SmallBusinessServer > stafv7dd2oteghd > Blob service » vhds O Search resources

Overview

H Activitylog

stetus Replication
) % Access control (IAM) Primary: Available Locally-redundant storage (LRS)
ocstion
L] & Tas
2 X Diagnose and solve problems
L SETTINGS
"] Access keys Services
[ ] £ Configuration — — =
Elob File II
IS & Shared Tables Queue:
bUY rti
= fopertes Monitoring

Tech Data Small Business Cloud Server Step-by-Step Page 43




» The blade will expand to show you the storage information for the SRA-01 VHD.
o The other storage group not selected would show you the information for
SRA-02

Once you are finished you can close the blade by choosing the X in the right corner.

o Contaner () Refresh

A Upioad () Refesn [ Deleizconiziner = Properties B fccess policy

B Essenfials v i) Locations:
Search containers by pref Search ot by prefe(ase-sensive]
NAME NAME

MODIFED BB TYPE szE

bootdiagnostics-sralll-20d2378¢-#40c4... |, osDisk-sra-0lvhd

A24/201712820PM  Page blab 12768
whds.
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Operatlons Management Suite (OMS) Log Analytics
With Log Analytics you can gain deeper insights into your customer’s environment using
Azure.
o Learn More Here on OMS
= This agent can be installed either on an Azure VM or an on premises VM or physical
machine. It will allow you to tie all this together.
= The agent can look inside of the actual VM and tell you what is going on.
o You can install the agent on Windows and Linux Servers.
*= You can access the Operations Management Suite (OMS) workspace thru the Resource
Group and looking at Type then Log Analytics.

Resource groups > SmallBusinessServer O Search resources

Resource groups 2 X ) SmallBusinessServer
Trestizon Resource group

o Add =5 Columns Q) Refresh D Search (Cirl+/) o Add =5 Columns @ Delete ) Refresh =3 Move

= Subsc Default Friendly Name
@) Overview Subscrip
Fiter b 344510c0-b66e-4cfc-8006-dfesfbabbegs
Titems H Activity log Location
East US
> NAE 2 Access control (1AM)
(] (] SmallBusinessServer & Tags
33items
= s NAME e A LocaTion
] Quickstart &t sbskhpqs-aa-nvskTectkd3nu Automation Account West Europe
7] ) Resource costs oD sbekhpgs-os Log Anslytics West Europe
-
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= Once you have chosen the Log Analytics the blade will expand.
= Asyou can see from the screen shot you have the ability to see different items.
= Overview, will give you a snapshot of how the Azure laaS VM'’s are doing
* Log Search will allow you to search the logs that are gathered
= OMS Portal is a separate Portal that you will need to login using the same credentials
you logged into the Azure Portal with

= Pricing, for this is free.

o Itallows you only 500mb of logs to be ingested into OMS for day.

o And the logs are only kept for 7 days.

o There are other tiers you can have

= https://www.microsoft.com/en-us/cloud-platform/operations-management-

suite-pricing

Resource groups > SmallBusinessServer >  sbskhpgs-oms-nvsk7ccakdsnu O Search resources

o sbs! s-oms-nvsk7cc4kd3nu

(Ctries] @ OMsPortal T Delete

New £ Searc

B Dashboard
OMS Workspace:

Workspace Name

HE ANl resources sbskhpas-oms-nvsk7ccakd3nu

E Activity log
Status Vorksp:
W) Resource groups & Access control (IAM) Active 0c6dS31-2014-4284-8759-00d2d2¢2edi95

& App services & Togs

R sqL databases X Diagnese and solve problems

Subs
SoLeT & 344510¢0-b66e-4cfc-3006-dfesibabbess
3 SQL data warehouses

SETTINGS
@ Nosal (DocumentDe) 8 Locks Management
=
M virtual machines 2 Automation script E
= Overview p Log Search o owmsrorta
4 Load balancers CeneRAL
BE Storage accounts Quick Start Pricing tier
Virtual networks Overview Free
SBSKHPS-OMS-NVSIZCCAK.
Saved search
@ AzureactiveDirectory [
B Log Search 2OHEA
& wonitor
@ = Solutions 500 MB daily limit
# Advisor Data retention 7 days
Pricing tier
W security Center
D Retention

© silling

il Log Analytics usage
&

% Help + support Propertes

More services > o3 Service Map

WORKSPACE DATA SOURCES

@ Virtual machines
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SBCS blueprint deployment

o
(N ~ [0
|
585 GUI 4 Create
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—— ” -~ ——
- < - T ——
“—— » T T
Virtual Metwork Infrastructure omMs Additional services
-Subnets -wirtual machinals)] - Warkplace - Azlire SOL
- M5G -azent(s) - Saved searches - Additional Wi
-storage accountis) -solutions
-mutwork card|s) - Autamation account

Recovery services

SBCS Blueprint also provides possibilities to deploy a set of azure resources.

The resources can be deployed using the graphical user interface or directly using PowerShell. The
different resources are grouped together in different templates. A mean template will then call out to
those templates. Below you can see how the different resources are grouped to logical components
as:

Virtual Network
Infrastructure
OMS

additional services

SBCS categorization

The categorization allows to differentiate on the number of the resources as well on the size of
those resources.

Example: 1 or more servers in the deployment model depending on the company size
Example: A Standard_DS1 v2 (basic VM) or a more powerful VM size like Standard_DS3_V2

The deployment serves as a starting point and is by no means limited to the set of resources
deployed by the SMB blueprint solution below you can find an overview of the different sizes.

table: categorization

Size # users # of servers server type
Small =<5 users 1 Standard_DS1 _v2 (1 CPU - 3.5 GB RAM)
Medium =< 20 users 1 Standard_DS2_v2 (2 CPU - 7 GB RAM)
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Size # users # of servers server type

Large =< 50 users 3 Standard_DS4 v2 (8 CPU - 28 GB RAM)

Note that there is no increase in the number of servers between a small and medium
deployment.

In the following topics we will elaborate on the resources deployed per category.
But independent of the categorization a standard set of resources are deployed.

For example; a virtual machine always needs a storage account and a network card. The
following resources will be deployed regardless of the type of deployment.

Common resources

Network resources

table: General network resources

Resource Category Description

Network The virtual network. The virtual network has a fixed ip range set to 10.3.0.0/16.

NSG Network security groups (ACL) to protect the different subnets in the virtual
network

Network Card Per virtual machine a network card is deployed to enable communication

public IP A public ip address is created and assigned to each network card.

A public ip enables external communication

Infrastructure resources

table: General infrastructure resources

Resource Category Description

storage account A storage account per VM. the storage account will hold the vhd file(s)

that hold the OS and the extra data disks
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Resource Category Description

Primary VM The virtual machine that will host the ADDS, DNS and RDS roles

Operations Management resources

table: General Operations management resources

Resource Category Description

OMS workspace a storage account per VM. the storage account will hold the vhd file(s)

that hold the OS and possible extra data disks

Automation Account the virtual machine that will host the ADDS, DNS and RDS roles

Size specific resources

Small and medium

The small and medium deployments only differ in compute sizes and not in resources. The default
resources deployed are:

table: small and medium deployment resources

Resource Category Description

virtual machine The primary virtual machine. (sra-01)

storage account the storage account containing the vm vhd's

network card The network card attached to the virtual machine (nic-sra-01)
public ip the public ip attached to the network card to enable

communications (pip-sra-01)

virtual network The virtual network with a default addressprefix 10.3.0.0/16.

(customername-vnet-default)
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Resource Category Description

network security group the acl linked to the vnet subnet (nsg-management)
oms workspace the oms workspace (customername-oms-unigueid)
automation account the automation account containing the sample script

to start\stop vms (customername-aa-uniqueid)

MNAME

H—f:} inovativbel25-aa-xwm25kl6ejbhm

g sra-01

! nic-sra-01

Ea nsg-management

.v._d pip-sra-01

¢+9  inovativbel25-vnet-default
inovativbel25-oms-wwm2 Skléejbhm

AgentHealthAssessment({inovativbel25-oms-xwm2 SklGejbhm)

Il %% B B 2 B B %

AntiMalware(inovativbel25-oms-xwm25kloejbhm)

ChangeTracking(inovativbel25-oms-xwma2 5klbejbhm)

Office385(inovativbel25-oms-xwm2 SklGejbhm)

Security{inovativbe125-oms-xwm25klbejbhm)

Updates(inovativbel25-oms-xwm2 SklGejlbhm)

staZaocdlggjcabim

Large

In a large deployment additional virtual machines are deployed to host the possible load of users
connecting.
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Resource Category

virtual machine 1

storage account 1

network card 1

publicip 1

virtual machine 2

storage account 2

network card 2

public ip 2

virtual machine 3

storage account 3

network card 3

public ip 3

Description

The primary virtual machine. (sra-01)

The storage account containing the vm vhd's (stauniqueid)

The network card attached to the virtual machine (nic-sra-01)

The public ip attached to the network card to enable

communications (pip-sra-01)

The second virtual machine. (sra-02)

The storage account containing the vm vhd's

The network card attached to the virtual machine (nic-sra-02)

The public ip attached to the network card to enable

communications (pip-sra-02)

The third virtual machine. (sra-03)

The storage account containing the vm vhd's

The network card attached to the virtual machine (nic-sra-03)

the public ip attached to the network card to enable

communications (pip-sra-03)

virtual machine jumpbox a jumpbox virtual machine. (sra-jumpbox))

storage account jumpbox

The storage account containing the vm vhd's (stauniqueid)

network card jumpbox The network card attached to the virtual machine (nic-sra-jumpbox)
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Resource Category

public ip jumpbox

virtual network

network security group

oms workspace

automation account

Description

The public ip attached to the network card to enable

communications (pip-sra-jumpbox)

The virtual network with a default addressprefix 10.3.0.0/16.

(customername-vnet-default)

The acl linked to the vnet subnet (nsg-management)

The oms workspace (customername-oms-uniqueid)

The automation account containing the sample

script to start\stop vms (customername-aa-uniqueid)
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Additional resources

Azure recovery services

The foremost important additional service provides native backup capabilities. If opted in for the
recovery services all Virtual machines in the default deployment and any additional VM's
deployed using the SMBblueprint fast track solution are onboarded.

In addition a default policy is created and assigned to the VM's.

NAME RESOURCE GROUP I

% tect testdwawfrerefr '.

VPN gateway

If a hybrid scenario is needed (onpremise and Azure resources connected) a VPN connection
needs to be established.

The VPN will be deployed in a reserved subnet. The reserverd subnet is named Gateway
subnet.

The default delpoyment already foresees the subnet and provides an ip range.

A VPN gateway exists in different SKU's, but only the sku's below are deployed using the
SBCSblueprint solution

NAME VIRTUAL NETWORK GATEWAY TYPE RESOI
L S VPN r

table: Additional virtual machine deployment options

deployment option characteristics

none N/A

basic Basic edition (100 Mbps)

After deployment additional configuration is needed

Local networks and establishing the VPN connection is a manual configuration after deployment.
A guide on the configuration can be found on the Microsoft Azure documentation center

Note: A VPN gateway deployment takes around 45min.

Additional virtual machine

In addition to the default infrastructure being deployed you also have the option to deploy an
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additional virtual machine.
This enables organizations to deviate from the deployment characteristics determined by the
size of the company.

If you opted in on Azure recovery services to provide backup capabilities the virtual machine will
also be on boarded.

MAME STATUS RESOURCE GROUP
sra-04 Running smb_rg_inovativbel3
table: Additional virtual machine deployment options
deployment option characteristics
none N/A
small Standard_DS1 v2 (1 CPU - 3.5 GB RAM)
medium Standard_DS2_v2 (2 CPU - 7 GB RAM)

Azure SQL database

The deployment foresees the possibility to deploy an Azure SQL database in addition of the
default infrastructure deployment.

MAME STATUS REPLICATIOMN ROLE SERVER
@ inovativl36-sgl01 Cnline Mone inowvativ136-sgl01
table: Azure SQL deployment options
deployment option characteristics
none N/A
small Basic edition

Storage type

The storage type for the virtual machines is configurable: | deployment option | characteristics | |
- | | | Standard_LRS (default)| | Standard_ZRS| | Standard_GRS] |
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Standard_RAGRS| | Premium_LRS |

Note: in the large deployment, the jumpbox VM is always configured with Standard_LRS storage
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